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Toward Order Optimal Channel Access in Unknown
Environments: An Online Learning Method

Shuai Ye and Shaowei Wang

Abstract—We investigate the opportunistic channel access
problem in a centralized cognitive radio network, where the
cognitive base station (CBS) periodically detects spectrum holes
in the licensed network and coordinates the unlicensed sec-
ondary users to utilize the idle channels. Existing spectrum
access mechanisms typically rest on the assumption that the
spectrum environment is known in advance, i.e., licensed channel
states exhibit either stochastic or adversarial variations across
different time instances and locations. These approaches address
the spectrum access problem from the perspective of online
learning, which relies heavily on the prior knowledge of network
parameters such as the time horizon and the user activities to
tune hyperparameters. In this paper, we tackle the multiuser
channel access task by formulating it as a combinatorial multi-
armed bandit problem in an unknown environment, where we
propose an online mirror descent-based channel access method
for the CBS that does not require any prior knowledge of
the environment. Our proposed method adaptively adjusts the
probability of secondary users accessing the licensed channels
based on the historical transmission feedback, achieving order-
optimal performance in both stochastic and adversarial environ-
ments. Numerical results validate the theoretical analysis and
also demonstrate that the proposed method outperforms others
under various network settings.

Index Terms—Cognitive radio, multi-armed bandit, online
mirror descent, opportunistic channel access.

I. INTRODUCTION

The rapid proliferation of wireless devices and mobile
applications, such as smart home and healthcare systems,
has led to a significant surge in demand for spectrum re-
sources [1]. Meanwhile, global measurements of spectrum
usage have revealed that a substantial portion of licensed
spectrum remains underutilized due to the static spectrum
management policies [2]. Cognitive radio (CR) addresses the
spectrum scarcity problem by enabling unlicensed secondary
users (SUs) to opportunistically access spectrum holes in
licensed networks [3-5]. By leveraging these underutilized
resources, CR enhances spectrum utilization and meets the
diverse transmission requirements of wireless devices.

In a CR network, the unlicensed SUs are permitted to access
the licensed channels only when those channels are not in use
by the licensed primary users (PUs) [6-8]. A critical challenge
in implementing such a spectrum sharing is acquiring accurate
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knowledge of PU activity, particularly the idle and busy states
of the licensed channels. Spectrum sharing in CR networks in-
cludes two approaches: fixed spectrum assignment and dynam-
ic spectrum access (DSA). Fixed spectrum assignment, which
relies on a dependable spectrum usage database for channel
availability information [9], requires significant signaling and
raises privacy concerns due to the data exchange between the
database and the SUs.

In the DSA case, each SU performs spectrum sensing
to determine the availability of licensed channels. To avoid
interference with PUs, SUs access the licensed channels only
when their sensing results indicate that those channels are
idle. DSA can be further categorized into centralized and
decentralized approaches. For the decentralized approach, the
SUs access licensed channels by executing their own DSA
policies, which is suitable for ad-hoc networks [10-12]. This
individual decision-making at each SU leads to increased
computation overhead, power consumption, and additional
implementation costs. Moreover, the SUs may act selfishly
and fail to collaborate, leading to network failures such as
collisions. The centralized DSA, where a cognitive base station
(CBS) manages spectrum allocation and avoids collisions, is
well-suited for smaller networks like smart homes, where an
access point acts as the CBS and devices function as SUs [13,
14]. AS a result, the SUs need not to perform power-hungry
spectrum sensing, with the primary cost being communication
between the CBS and the SUs.

In both centralized and decentralized DSA systems, SUs
perform spectrum sensing and access idle channels per time
slot, adjusting their channel selection policies based on histori-
cal sensing results and transmission feedback, which falls into
an online learning framework. Due to hardware constraints
and power limitations, each SU can only choose a subset of
channels to sense per slot. This multiuser DSA task is com-
monly formulated as a multi-armed bandit (MAB) problem
[10, 11], where each SU is seen as a player facing a bandit
machine with multiple arms. In each round, the player would
pull an arm, representing a particular licensed channel here,
and receive a reward related to the arm. Depending on the
modeling of channel statistics, these works can be categorized
as stochastic MAB [10-19] and non-stochastic (also referred
to as adversarial) MAB [20-23]. For the stochastic MAB,
the states of licensed channels are described by a parametric
family of probability distributions. Typically, the state of each
channel is modeled as a Bernoulli process with an unknown
parameter [10-17]. In [18, 19], channel states evolve as a two-
state Markov chain, with the stationary distribution equivalent
to a Bernoulli distribution. The adversarial MAB, on the other
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hand, generally assumes malicious actors who can manipulate
sensing results. A common strategy is the PU emulation
attacks, where attackers forge PU signals on licensed channels,
tricking SUs into believing they are occupied [24, 25].

Existing channel access strategies typically assume a fully s-
tochastic or entirely adversarial environment for licensed chan-
nel states [26,27]. These approaches aim to maximize the SU
throughput by minimizing regret, the performance difference
between the proposed strategy and the optimal one known in
hindsight. While the stochastic MAB offers logarithmic regret
bounds [28], the adversarial MAB guarantees square root
bounds [29,30]. However, a purely stochastic model is gen-
erally unrealistic even in the absence of adversarial behavior.
Occasional disruptive events, such as burst movements of users
and jitter effects of electromagnetic waves, can disrupt the
stochastic nature of channels. Consequently, channel access
strategies based on stochastic assumptions may face practical
implementation challenges, and the validity of their theoret-
ical performance becomes uncertain. Conversely, assuming a
completely adversarial environment is overly pessimistic, as
a substantial portion of channels can still exhibit stochastic
behavior. In general, it is hard to decide which type of MAB
model should be prioritized for a given scenario. Additionally,
existing online learning methods for the DSA require prior
network information, such as time horizon and PU activity,
to tune hyperparameters and ensure theoretical performance
guarantees, making them difficult for applications.

In this paper, we investigate the multiuser DSA problem in
an unknown environment, formulating the optimization task as
a combinatorial MAB and categorizing wireless environment
features into three typical regimes: stochastic, periodically
stochastic, and stochastic with adversarial corruptions. The
latter two regimes account for time-varying activity patterns
of the PUs or the PU emulation attacks. We propose an
online mirror descent (OMD) based channel access algorithm
with Tsallis entropy as the regularization function. OMD is a
versatile online learning algorithm that computes the current
action using a simple gradient update rule. The versatility of
the OMD arises from performing updates in a dual space,
defined by the choice of regularization, leading to improved
bounds based on the geometry of the transformed space.
Our algorithm achieves competitive performance guarantees in
both adversarial and stochastic environments, with problem-
dependent logarithmic regret bounds in the latter case. The
main contributions of this work are summarized as follows.

« We make no assumptions about the characteristics of
the licensed channel states and propose an OMD-based
channel access algorithm for the CBS, which does not
require any prior knowledge of the environment nature
or network parameters.

« Theoretical analysis demonstrates that the proposed al-
gorithm achieves order optimality in both stochastic and
adversarial MAB settings. Specifically, for the stochastic
case, the leading constant of regret matches the asymp-
totic lower bound within a multiplicative factor of 2 [28],
while for the adversarial case, the constant matches the
known lower bound within a multiplicative factor of less
than 40 [31], representing the best leading constant in

TABLE 1.
LIST OF MAIN NOTATIONS
a* best action in hindsight
at action of CBS at slot ¢
A action space of CBS
A; 4-th action in the action space
k* best channel with the largest idle probability
K number of channels
Iy loss of actions at slot ¢
it estimated loss of actions at slot ¢
ﬁt estimated cumulative loss of actions till slot ¢
M number of SUs
Dt sampling distribution of actions at slot ¢
Q% selection probability of channel k£ at slot ¢
7m (t) reward of SU m at slot ¢
sk (t) state of channel k at slot ¢
S number of actions
T total time slots
ol power of Tsallis entropy

Ay idle probability gap between channel k and k&*

Nt learning rate

Q set of attacked channels at slot ¢
Lk idle probability of channel k
\ regularization function at slot ¢

adversarial regret bounds known to date.

« We comprehensively compare the proposed algorithm
with representative ones in the literature. The experimen-
tal setup takes practical features of wireless environments
into consideration, encompassing existing stochastic and
adversarial channel state models while providing en-
hanced adaptability to attacker strategies.

The rest of the paper is organized as follows. Related work
is discussed in Section II. In Section III, we present the
communication model along with three environment regimes
and the formulation of the problem. The proposed OMD-
based channel access algorithm and its regret analysis are
given in Section IV and Section V, respectively. Numerical
results are provided in Section VI. Finally, we conclude the
paper in Section VII. The main notations used in this paper
are summarized in Table L.

II. RELATED WORK

In the stochastic DSA, the state of each channel in each
slot is independently and identically distributed (i.i.d.). One
way to learn the unknown channel statistics is to randomly
sense the licensed channels and estimate the idle probability
of each channel by averaging historical sensing results [10,
15]. Random sensing ensures comprehensive exploration but
requires prior knowledge of the idle probability gap among
channels for optimal sensing allocation. To get rid of the prior
knowledge, an upper confidence bound (UCB) algorithm is
introduced to DSA [11,32]. The UCB uses sample mean and
sample variance observed so far to give an overestimate of
the unknown idle probability, which achieves asymptotically
optimal performance. Another approach calculates the UCB
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index of each channel considering both the idle probability and
the transmission rate of licensed channels [27]. A Bayesian
method called Thompson sampling (TS) represents its uncer-
tainty about the true idle probability of each channel by a
prior distribution and at each slot selects the channel with the
highest posterior probability of being optimal [19, 33].

Adversarial DSA considers malicious attacks and frequent
changes in the activity patterns of PUs, where the states of
licensed channels are not i.i.d. In [34], a random algorithm
called exponential weights for exploration and exploitation
(EXP3) is proposed with a pre-defined timeframe to adjust
its learning rate, achieving a square-root regret with respect
to time. It utilizes the cumulative reward of each channel as
its weight exponent and calculates the selection probability
of each channel based on the normalization of the weights.
In [21], a new control parameter is introduced into EXP3,
which uses transmission rate as feedback and maintains order
optimality in the adversarial regime while simultaneously
achieving a logarithmic squared regret in stochastic regime.
One drawback of the EXP3 algorithm is that the distribution of
its regret has a large variance when the selection probability of
a licensed channel becomes small. In [35], a reduced-variance
version of the EXP3 is discussed by introducing an additional
exploration parameter when calculating the selection probabil-
ity of each channel.

Existing DSA researches rarely jointly consider the stochas-
tic and the adversarial cases. Designing algorithms that achieve
optimal regret rates in both of the MAB models has recently
gained significant attention [36]. One strategy to accomplish
this goal involves starting to play under the assumption that the
characteristics of the environment is i.i.d., while continually
monitoring whether the assumption holds [37]. If a deviation
from the stochastic assumption is detected, the algorithm
undergoes an irreversible switch to an adversarial mode of
operation. This approach requires prior knowledge of the
time horizon, and its regret in the adversarial case suffers
from a multiplicative logarithmic factor. Another approach
involves altering the EXP3 algorithm to achieve improved
regret in the stochastic case without compromising adversarial
guarantees [38], which introduces an extra logarithmic factor
in the adversarial case. However, the leading constant in the
stochastic regret is quite large.

The multi-SU scenario, where multiple SUs are in close
proximity, necessitates collision avoidance mechanisms to
prevent invalid transmissions. Collisions occur when multi-
ple SUs attempt to access the same channel simultaneously,
resulting in unsuccessful transmissions for all involved [10,
11]. In stochastic DSA, licensed channels can be sorted based
on the estimated idle probabilities obtained through learning
algorithms. Decentralized coordination methods, such as pre-
agreement, can be employed to enable SUs to access the
estimated best channels in a round-robin fashion [16,17].
Another distributed coordination method allows an SU to
persistently sense the same channel if it achieves a successful
transmission on that channel [12]. This method, inspired by
the game Musical Chairs, ensures that the SUs choose different
channels to access within a limited number of slots. On the
other hand, centralized coordination methods require that the
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Fig. 1. A cognitive radio network with one CBS and M SUs.

CBS arranges for the SUs to sense different channels, ensuring
collision-free access at each slot [14,32,33]. In adversarial
DSA, where channel states are not i.i.d. and the optimal
channel can change dynamically, index-based methods like
pre-agreement and Musical Chairs become ineffective. Con-
sequently, centralized coordination through a CBS is typically
employed to manage the challenges posed by the adversarial
environment and ensure efficient spectrum access [20].

III. SYSTEM MODEL AND PROBLEM FORMULATION
A. System Model

We consider a centralized cognitive radio network com-
prising one CBS and M = {1,2,..., M} SUs, as shown in
Fig. 1. This centralized CR network coexists with a primary
network, which provides KC = {1,2,..., K} non-overlapping
orthogonal frequency channels with equal bandwidth. To avoid
congestion, we assume that M < /. While these channels are
licensed to the PUs, they are also shared with the unlicensed
SUs through the coordination of the CBS. Due to the limited
geographical coverage of the SUs, we assume that the state of
each channel is consistent for all SUs.

The communication system operates in a time-synchronized
manner with discrete units of time called slots. In each slot
t € [1,T], where T represents the time horizon, the CBS
selects M out of K channels from the channel pool K and
assigns each channel to an SU. Subsequently, the SUs sense
their assigned channels and transmit data over them only if
the sensing results indicate an idle state. If the sensing result
indicates a busy state, i.e., a PU signal is present, the SU
remains in sleep mode. At the end of slot ¢, the SUs report
their sensing results back to the CBS. The states of the licensed
channels are not known to the CBS scheduler a priori.

B. Environment Regime

We denote the state of channel k € K in slot ¢ as si(t) €
{0,1}, where s (t) = 1 represents that the channel is idle and
sk(t) = 0 represents that the channel is busy. The unknown
features of the environment are categorized into three typical
regimes: stochastic, periodically stochastic, and stochastic with
adversarial corruptions.

1) Stochastic Regime: The state si(t) of channel k is
sampled from a Bernoulli distribution at each slot ¢. Let puy
denote the idle probability of channel k, i.e., E[si(t) =1] =
. The best channel is defined as the one with the largest

Authorized licensed use limited to: Nanjing University. Downloaded on November 22,2024 at 04:53:48 UTC from IEEE Xplore. Restrictions apply.

© 2024 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Transactions on Communications. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/TCOMM.2024.3434960

idle probability, denoted as k* = argmax,.c pr. The idle
probability gap between a suboptimal channel k£ and the best
channel k£* is denoted by Ay = ppr — pug.

2) Periodically Stochastic Regime: The idle probabilities of
the licensed channels vary with time due to changes in PU
activity, e.g., off time and peak time. The idle probability gaps
between channels are kept fixed and the best channel remains
the same for all time slots.

3) Stochastic Regime with Adversarial Corruptions: The
idle probability settings are consistent with those in the pe-
riodically stochastic regime. PU emulation attacks can take
place in every slot and target different channels, leading to a
time-varying best channel in the perspective of the SUs. In this
paper, we consider an oblivious attacker who does not react
to the actions of the CBS. For adaptive attackers who adjust
their attacking strategy based on the actions of the CBS, it has
been proven that no policy can achieve a sub-linear regret, i.e.,
no learning algorithm can be effective [35].

C. Problem Formulation

We formulate the DSA problem as a combinatorial MAB
with semi-bandit feedback. The action space of the CBS is
denoted as A = {a c K : |a| = M}, where |a| represents the
cardinality of set a. The action space 4 consists all possible
combinations of M channels from the channel pool /C, result-
ing in a total of S = ( ]{j) actions. Note that the order of SUs is
not considered. No priorities exist among the SUs. In each slot
t, the CBS selects an action a; = {at1,at2,...,at,m} € A,
where a ,, represents the channel assigned to SU m e M.
Meantime, an attacker chooses a subset of channels 2; c K to
attack. SU m receives a busy sensing result if a; ,, € {2;. We
define the reward of SU m at slot ¢ as

rm(t) =Saym (t)]l(at,m ¢ Qt)7 (D

where 1 represents the indication function. Thus, only when
the sensed channel is idle and not attacked by the adversary
will SU m transmit successfully. The goal is to maximize
the cumulative reward of all SUs over time. To achieve this,
the CBS employs an online learning algorithm v for channel
selection. The expected cumulative reward that this algorithm
v achieves over T’ slots is denoted as
T

G (T)=E[), > rm(t)], 2)

t=1 meM
where the expectation is taken with respect to the internal
randomness of the algorithm v and the environment.

We compare the proposed algorithm with the best action
in hindsight. We assume the existence of an ideal policy that
possesses full prior knowledge of the environment and always
selects the best action for the SUs in each slot. The maximum
accumulated reward of this ideal policy is given by

T
Gmax(T) =I{r11€aj{E[Z Zsk(t)]l(k¢ﬂt)]7 3)

t=1 kea
where the expectation is taken with respect to the randomness
of environment. The regret of algorithm v is then defined as
the performance gap between it and the ideal policy,

R(T) = Gunax(T) = Gu(T). &)

In the stochastic regime, the regret R(7T) grows at least
logarithmically with time and the leading constant of R(T')
is determined by the idle probability gap between channels.
For the special case of a single SU M =1, an algorithm v is
considered asymptotically optimal if its regret scales as [28§]

. R(T) Ag
lim = ,
Toeo log(T) 57 KL(per [lpe)

where KL(z[|y) = alog($) + (1 —x)log(%) is the Kullback-
Leibler divergence between two Bernoulli distributions with
biases x and y. In the adversarial regime, the known minimax
lower bound for regret is expressed as [31]

(&)

R(T) > QiO\/KT. (6)

To the best of our knowledge, the regret of the EXP3 algorithm
is \/KTlog(K), which is nearly optimal since this regret
cannot be improved significantly in the worst case. We expect
to design an algorithm v that achieves a log(7T") regret rate in
the stochastic regime while simultaneously achieving a VT
regret rate in the adversarial regime. Moreover, the leading
constant of the regret is within a constant multiple of the
known optimal bound for the single-SU case.

IV. PROPOSED ALGORITHM

The proposed channel access algorithm leverages OMD
with Tsallis entropy as the regularization function to calculate
the selection probability of each action. We first introduce the
general framework of the OMD and then delve into the finer
points of implementing the algorithm, includes determining the
power of Tsallis entropy and achieving unbiased estimation of
channel rewards.

Let A; denote the i-th action in A, 1 <7 < S. Within each
slot ¢, the proposed OMD algorithm maintains a distribution
Pt = [Pt,1,Dt,2,---,Pt,s] over all possible actions, where p; ;
represents the probability associated with selecting action A;.
The CBS samples an action a; for the SUs according to the
distribution, i.e., a; ~ p;. As each SU reports back the sensing
result s, . (t), the distribution p; is updated. The OMD is
an online learning algorithm rooted in the concept of loss
ly = [li1,le 2, ..., l,g] for each action, where [; ; signifies the
loss encountered at action A; in slot ¢. For a given reward
model, OMD can be effectively applied through a simple
manipulation, where l;; = M — Yy, sk (t)1(k ¢ ©;). The
overarching framework of OMD for updating p; is then defined
as follows

p1 = argmin ¥y (p),
pe@S-1

pe1 = argmin(p, ly) + By, (p, 1), ()
pe@S-1

where ©°! is the S-dimensional simplicity, ¥, is the regu-
larization function at slot ¢ and By (z,y) = ¥(z) - ¥(y) -
(r —y,vU(y)) is the Bregman divergence between x and y.
On the one hand, random sampling gives each action a chance
to be selected, facilitating the exploration of actions. On the
other hand, actions with lower losses, as will be discussed
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later, are granted higher selection probabilities, promoting the
exploitation of more favorable actions.

The regularization function W, is constructed based on the
Tsallis entropy H.(x) = ﬁ(l - Y, x]) with power . We
modify the scaling and introduce linear terms to the Tsallis
entropy, resulting in the following time-varying regularizer

1 & p] —pi
Lelp) m iy (1-7)
where 7, represents the learning rate of the OMD algorithm.
As previously observed, EXP3 can be viewed as an OMD
algorithm utilizing the negative Shannon entropy Y, p;log(p;)
as the regularization function [39,40]. When v — 1, our
proposed algorithm is essentially equivalent to the negative
Shannon entropy, differing only in linear and constant terms.
Thus, the EXP3 algorithm can be regarded as a specialized
instance of our proposed OMD algorithm. In this paper, we set
~ = 1/2, which works well in both stochastic and adversarial
cases. For Tsallis entropy with power v # 1/2, the OMD
algorithm requires prior information about the performance
gap between channels to change the scaling of regularization
function ¥ to meet theoretical guarantee [36]. Thus, v = 1/2
is the only value we care about and it serves as the focus of
the theoretical analysis in Section V.

In the considered bandit setting, the CBS does not have
access to the entire loss vector [;. Instead, only the element of
action a; is disclosed to the CBS at the end of each slot ¢t. To
update p;, an unbiased estimator I, is employed, satisfying the
condition IE,, ., [[t] = [;. A prevalent technique for creating an
unbiased loss estimator is through importance-weighted (IW)
sampling, formulated as follows

- Y L(kea) (1= su(D)1(k £ %))

ly i
qt,k

®)

9

7 keA;
where gs.;, = X;.xea, Pt.i 18 the selection probability of channel
k. However, an inherent limitation of the IW estimator lies
in its susceptibility to increased estimation variance when
the selection probability g; , becomes small. To address this
concern, we adopt a reduced variance (RV) version of the IW
estimator, expressed as

i, = Z T(kea)(1- Skq(ttZ]l(k: Q) —by) b

&, (10)

7 keA;
where by, = 1(q; x > n?)/2. Notably, the RV estimator can be
seen as the IW estimator plus by (1 — %). The second
term acts as a control variate, which presefves unbiasedness
since the expectation of it is zero. Besides, the second term
is negatively correlated with the IW estimator, thus reducing
the second moment and mitigating the issue of variance
amplification. In the classic OMD, only the loss of the selected
action a; is updated at each slot. In our proposed algorith-
m, the losses for actions that share one or more common
channels with the selected action are also updated. It can
be regarded that we first construct an unbiased loss estimator
I, (k) = 1(keat)(l_s’i?l(k’m‘)_bk) +by, for each channel k, and
then update the loss of each action based on the channel it
contains.

Algorithm 1 Newton Method Approximation of x

Require: z, L; and Nt
1: repeat .
pri < 4(ne(Lii—2)) 7

2
3
3 wear—(Eip,i— D)/ Zipg;)
4: until Convergence

Algorithm 2 OMD Based Channel Selection for CBS

1: Input K, Ly =0 and {n;,t € [1,T]}
2. fort=1,2,...,7T do

3: set py; for each action A; € A as in Algorithm 1
4: sample a; ~ py

5: receive results sq, (), 5a, ,(t), -+ Sa,  (£)

6: for k € KC do '

7: compute i g = Yiikea, Pt

8: end for

9: use RV (10) to construct l}}i, 1<i< S

10: update loss ﬁﬂl,,; = ﬁ” + lAt,i, 1<i<S

11: end for

The determination of the selection probability p; ; for each
action A; involves solving an optimization problem. Below,
we present an implicit form of the solution, detailing the
method. The cumulative estimated loss of actions is denoted as
Ly=[Li1,Li2,...,Ls] with Ly ; = Zf;ll l,,; representing
the cumulative loss for action A; until time slot ¢. It has been
established that the solution for the optimization problem (7)
with Tsallis entropy power v = 1/2 and learning rate 7, takes
the following structure

pri =4 (Lo — )2 (11)

Here = denotes a normalization factor, implicitly defined
through the constraint

s

S 4(ne(Lei-2)) 2 = 1. (12)
i=1

Efficiently approximating the normalization factor x is attain-
able through Newton’s Method, achieving a desired level of
precision in just a few iterations. Algorithm 1 outlines the
computational steps in more detail, with = from the preceding
iteration utilized as a warm start.

The operational procedure of the OMD is outlined below.
During each time slot ¢, the CBS computes the selection
probability of each action in A using the method laid out in
Algorithm 1. Subsequently, the CBS samples an access action
a; ~ p; for the SUs and the SUs relay their respective sensing
results [sq, | (£),8a,.(t),--.,5a, ()] back to the CBS. The
CBS calculates the selection probability for each licensed
channel. The estimated loss for each action is calculated based
on the RV estimator (10). Further details of the proposed
algorithm are provided in Algorithm 2.

V. REGRET ANALYSIS

We present the main results of our proposed OMD algorithm
with RV estimator in different regimes. We will collectively
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refer to the stochastic regime and the periodically stochastic
regime as stochastic regime. We follow the standard OMD
analysis in [35] and introduce the potential function ®;(-L) =
max,egs-1 {(p,~L) — U¢(p)} to decompose the regret into
stability and penalty terms

T
R(T) =B[Y (Y L(k) - 3 L(k))]

22 - 2

OGRS AR NS e

Z( O (=L4) + By (- Ly 1)—k§ L(k))], (14)
penalty

where Iy (k) = 1-s5(¢)1(k ¢ ;). Note that we use loss model
in the regret analysis and a* is the best action in hindsight that
yields the lowest loss over 7" slots. In each regime, the analysis
bounds the stability and penalty terms separately.

A. Adversarial Regime

Theorem 1: The regret of OMD using RV estimator with
~ = 1/2 and learning rate 7; = 4/1/t in any adversarial regime
satisfies

R(T) < (MK? + §2)VT +16M + (6 MK +8SM?*)log(T).

The bound is order optimal since it achieves /T regret rate.
Besides, the leading constant matches the known lower bound
within a multiplicative factor of less than 40 for M = 1.

Proof: Let A; j, denote the k—th channel in action A; and
a, i+ denote the channel with the lowest loss in the selected
action a;. For positive learning rate 0 < 1, < 1 and power
v = %, the instantaneous stability of OMD with Tsallis entropy
at any slot ¢, denoted as s;, satisfies

s <[ z”tp; (X (k) = 3 1(k))?]

keA; keas
S 07
+E Z? th(k)_ A (&)’
i=1 keA; keay
S 3 M SM3n2
<E[Y Lpi MY (1(Aik) - l(any))?] + 2=
2 O 2
K Mn, - 3 SM3n2
<E[Y, 5 (k) ~lilare))? X pii]+ =
k=1 i:keA;
& SM?n?
< ME[ Z% g2, (o(k) = li(are )] + y oM
1 Mn2(3K +4SM?
<01 3 g4 (1 - Bg, ) - MECK L AS)
k=1

. M~/Kny + Mn? (3K +4SM?)

< g .
The first and penultimate inequalities follow the results in [36].
In the second inequality, Cauchy-Schwarz inequality is used
to bound the first expectation. The second part of expectation

is derived using [ gea, It (k) = pea, Lt (k)] < Sntylle(Asp) -

15)

lt(arr)] and Lemma 11 in [36]. In the third and fourth
equation, we transform the regret analysis for each action into
the regret analysis for each channel and use the inequality
Y ikeA, pt’Z < (Zikea, p“)2 = qtk The last inequation is

derived using Zk:l [Qt,k] (1-Elgx]) < Zk:l E[q k] <
VK. For T < 16 where 7, > 1, the instantaneous stability at
each slot is smaller than M. Thus, for 17" > 16, we have

3
stability < 15M + Z (M\/_Ut 3MKT]t SM n? )
t= 16 8 8
M MK M3
=15M + Z ( \/_ 6 . 83 )
t=16 \/_ t t
<15M + MVET + (6MK +8SM?)log(T). (16)

For the penalty term, it is proved in [36] that for any y €
(0,1],

Z( Oy (=L) + By (~Lo1) = Y 1e(K))]

kea*
YO -VE) |, e

E[
nr

where 6 is a vector belong to ©°~! and 6* is equal to # except
for §7. = 0. With a slight abuse of notation, we also use ax to
represent the index of it within the set 4. Following the trick
of [40], we set f,« =1-T"" and 0} = 0; = g—: for i # a*. The
loss of each action A; is bounded in [0, MT], which implies
(0™, Lr) < M. Since the loss of each action is zero initially,
the explicit form of pyisp1,; = 1 for each action A;. Function
U is equal to n— Substituting i 1n equation (17), we have

4(8% - (S-1):T"5 -VI-T1)

a7

penalty < +M
nr
1 _1
< 4(52 -1)(1-T72) M
nr
ST + M, (18)

where irll the second elquation we use Taylor’s expansion u? <
(u=1)2 + 3 (u—1)"2 for any u > 1. Combining the stability
and penalty terms, we get the result.

B. Stochastic Regime
Theorem 2: The regret of OMD using RV estimator with

~ = 1/2 and learning rate n; = 4\/1_/t in any stochastic regime

satisfies

a’log(T) |

4A,

a?p
Ak(4 -20)

R(T) < 3 (=

ktk*

) +2C,

where o = M + KM,B—QM—\/ and C is equal
to 2X€m + 35 +16M + (6MK + SSM‘S)log(T) for short.
Anmin = ming~ Ay, is the minimal idle probability gap between
channels. The bound is order optimal as it achieves log(7")
regret growth rate. Since the well known divergence-dependent
lower bound (5) is larger than ) ..« we show that for

the special case M =1,
i B 51
T—o0 log(T)

1
2A°

+ 28K, (19)

k+k* Ay
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which matches the asymptotic lower bound within a multi-
plicative factor of 2.

Proof: In the stochastic case, we continue bounding the
stability term up from the penultimate inequality from (15).

For k # k*, we use \/E[q;x](1 - E[q %)) < VE[qs]. For

best channel k*, we use \/E[g: 1+ ](1 - E[g+]) < (1 -
E[gx]) = Zk#k* E[q: x]- Further, we define Tp = {(ZA.“,“ 2]

and bound the last expression as ¥« E[g¢ x] < 1 for ¢ < Tp.
The stability term can be rebounded as

stability < 15M + (6 MK +8SM?>)log(T) + M~/Ty
T E T E
M Z ( Z [qt,k] i Z [qt,k]
Kk t=To+1 2Vt 2/t

For the power v = 1/2 and any unbiased estimators, the
penalty term of OMD satisfies

a E[p::] - E[pri
penaltng('Z* [p,;\/; [p,])+z\/§

I VE th E[Qt,k] 3
Z: ; NG )+Z\/§’

21

where the first equation follows the results in [36]. In
the second equation, we use the inequality 3 ;.pea, /Pt <

). (20)

t=16

ﬁ-

\/ ( ﬁj)qt}k to transform the regret analysis for each action
into the regret analysis for each channel. The inequality is a
generalization of mean value theorem wuj + us + ... + Uy <
V/n(u? +u3 +---+u2). Since each action contains M chan-
nels, which means p; ; is repeated calculation M times, the

Combining the stability

leading constant reduces to K 7
and penalty terms gives the bound

M+ \/E)VE

th
R(T) <
(T) ;@ N
T (2M -/ E[
Z ( KM) th LC 22)
To+1

In the stochastic regime, the regret of any online learning
algorithm satisfies

T
R(T)=)" > AvE[gk].

(23)
t=1 ktk*
Then we can obtain
T
R(T) <2R(T) - > ApE[qe]
t=1 k#k*
T() o q
< S (e b - AE[qir]) +2C
k#k* t=1 Vit
a\/]E qt, k ﬁIE qt, k
+ Z AkIE[qtﬁk]).
KAk t= T0+1 Vi 2V/t
(24)

. . . . . 2
By using the simple optimization that max,-o2A\/r—wz = /\U’

we obtain
ay/Elqi k] o?
———— = - AE

max [Qt,k] = ka

E[q¢,,]20 NG

and

an/Elgr k] + %BE[%,I@]
max

E[qr,]20 Vit
a2 _ 042

= ﬂ = =+

Plugging the above results into (24), we obtain

T O(Qﬁ

11 160285 — 4BAt
anOg(T ) o’
< +
e AV jtie Dk(8Ax1To - 28)
a210g(T) a?B
k#k* k k#k* k(
a’log(T) | 0?8
TR VAV jgir Dr(4-28)
where the second inequality is derived using inequality
T 1 2 I L )
2T+l 3 < YT e and the third 1nequat10n is achleved by
Th <

the definition of T}, which satisfies T <

- ApE[qg 1]

a?p
4t (4A2t3 - BA)

(25)

)+

+2C

+2C

-28)

+2C, (26)

+1.

2Ann

VI. NUMERICAL RESULTS

We verify our theoretical analysis through a series of
numerical experiments in the three environmental regimes. In
the stochastic regime, we set the idle probability to (1+A)/2
for the single best channel and (1 - A)/2 for all suboptimal
channels. In the periodically stochastic regime, we designate
the time horizon as 7" = 15810, partitioned into five segments
[1000, 1600, 2560,4096,6554] with the segment lengths in-
creasing exponentially by a factor of 1.6 [20,36]. During odd
segments, the idle probability of the best channel is set to 1,
and that of the suboptimal channels is set to 1-A. Conversely,
in even segments, the idle probabilities are set to A and 0,
respectively. In the last regime, the idle probability of each
channel aligns with that in the periodically stochastic regime.
The attacker launches an attack every 7 slots, referred to as
the attack interval, and at the slot chooses £ channels to attack,
referred to as the attack strength. For the multi-SU scenario,
we select M channels out of pool K as the best channels,
maintaining identical idle probabilities as those in the single-
SU case.

We present the numerical results of our proposed OMD
algorithm with the RV estimator (OMD-RV) and the OMD
algorithm with the IW estimator (OMD-IW). In the single-SU
scenario, we perform a comparative analysis of the proposed
algorithm against three foundational MAB algorithms, namely
UCB [26] and TS [41] for the stochastic MAB, and the
reduced variance variant of EXP3 [35] for the adversarial
MAB. In the multi-SU scenario, our proposed algorithm is
compared with the latest combinatorial versions of the UCB
[32], TS [33], and EXP3 [20] algorithms, referred to as
CUCB, CTS and CEXP3, respectively. In both scenarios, the
learning rate parameter of the EXP3 algorithm is configured
using a known time horizon 7'. Each experimental iteration
involves 1000 Monte Carlo simulations, and the results are
then averaged.

Authorized licensed use limited to: Nanjing University. Downloaded on November 22,2024 at 04:53:48 UTC from IEEE Xplore. Restrictions apply.

© 2024 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Transactions on Communications. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/TCOMM.2024.3434960

700

——UCB

600 || EXP3 ]
TS
s00l|——OMD-W |

——OMD-RV

2000

Regret

0
0 02 04 06 08 12 14 16 18 2 0.05 01

1
Slot x10%

(a) Time horizon

Idle probability gap A

(b) Idle probability gap

015 02 025
Number of channels

(c) Channel number

Fig. 2. Regrets in the stochastic regime for the single-SU case with three different system parameters: time horizon 7', idle

probability gap A and number of channels K.
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Fig. 3. Regrets in the periodically stochastic regime for the single-SU case with three different system parameters: time horizon

T, idle probability gap A and number of channels K.
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Fig. 4. Regrets in the stochastic regime with adversarial corruptions for the single-SU case with three different system
parameters: time horizon 7, attack interval 7 and attack strength &.

A. Single-SU Case

Fig. 2 depicts the comparative regrets within the stochastic
regime. In Fig. 2a, regrets along with their 99% confidence
intervals are plotted as a function of time slot for K = §,
A =0.25 and T = 20000. The regrets of all algorithms exhibit
sublinear growth over time. While TS showcases the lowest
regret, the proposed OMD algorithm, coupled with the RV
estimator, closely trails TS and notably outperforms all other
contenders by a substantial margin.

Fig. 2b shows the regrets of different algorithms as a
function of idle probability gap A for K =8 and 7" = 20000.

As A increases, distinguishing the best channel from the
channel pool becomes easier, resulting in diminishing regrets
across all algorithms. However, larger A also implies higher
regret when exploring suboptimal channels. For the UCB and
EXP3 algorithms, the increase in regret due to the second
effect initially outweighs the decrease from the first effect.
Therefore, the regrets of them initially increase with A and
then decrease.

Fig. 2c shows the regrets of different algorithms as a
function of channel number K for A = 0.25 and 7" = 20000.
The increase of channels raises the exploration cost for each
algorithm, as more time slots are required to learn the statistics
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1400

——cucs o
1200 72?5@3 ol
1000 || ——OMD-IW

——OMD-RV 1000

800

Regret

600

400

10000

Regret

0 200
0 2000 4000 6000 8000 10000 12000 14000 16000 0.05 0.1

Slot Idle probability gap A

(a) Time horizon

(b) Idle probability gap

0.15 0.2 0.25
Number of channels

(c) Channel number

Fig. 6. Regrets in the periodically stochastic regime for the multi-SU case with three different system parameters: time horizon

T, idle probability gap A and number of channels K.

of the additional suboptimal channels. Thus, the regrets of all
algorithms amplify with K. Notably, while the performance
gap between the proposed OMD-RV algorithm and TS grows
gradually with K, the gap between OMD-RYV and its competi-
tors experiences a pronounced increase as K expands.

Fig. 3 illustrates algorithmic regrets in the periodically
stochastic regime. Fig. 3a shows the regrets along with their
99% confidence intervals as a function of slot for K = 8 and
A =0.25. The UCB and the TS exhibit nearly linear regrets
due to their lack of theoretical performance guarantees when
faced with changing idle probabilities. Our proposed OMD-
RV algorithm effectively responds to the stochastic nature
of licensed channels while capitalizing on swift adaptations
in channel selection under non-stochastic channel statistics,
resulting in the lowest regret.

Fig. 3b shows the regrets as a function of idle probability
gap A for K = 8. Similar to the stochastic regime, the
proposed OMD-RV algorithm exhibits declining regret with
increased A. The UCB experiences initial regret increase
due to suboptimal channel selection outweighing best channel
distinction, later improving as A increases. Fig. 3c shows the
regrets as a function of channel number K for A = 0.25.
The regrets escalate across algorithms with rising K due to
additional slots required to account for more suboptimal chan-
nels. The proposed OMD-RV algorithm consistently surpasses
the others, with the performance gap growing notably as K
increases.

Fig. 4 depicts algorithmic regrets within the stochastic
regime with adversarial corruptions. To the best of our knowl-
edge, a fully adversarial regime is very hard to simulate. We
assume an oblivious attacker who randomly chooses licensed
channels to attack. To better showcase the influence of PU em-
ulation attacks, the reward of each algorithm is compared with
the ideal action with the knowledge of attacks, i.e., Gax(T) is
the same as that in the periodically stochastic regime. Fig. 4a
shows the regrets along with their 99% confidence intervals
as a function of time slot for K = 8 and A = 0.25. Due to
the emulation attacks, the regrets of all algorithms are higher
than that in the periodically stochastic regime. The proposed
algorithm enjoys strong theoretical guarantee like EXP3 in the
adversarial regime while leveraging the stochastic nature of the
problem, which shows the lowest regret.

Fig. 4b shows the regrets as a function of attack interval 7
for ¢ = 1. A higher 7 indicates less frequent attacker launches,
pushing the environment closer to the periodically stochastic
regime. Consequently, the regrets of all algorithms decreases
with 7. Fig. 4c shows the regrets as a function of attack
strength ¢ for 7 = 1 . The number of idle sensing results
decreases with the number of attacked channels. Thus, the
regrets of all algorithms grow with £&. When £ approaches
K, which means no idle sensing results can be achieved
by the SUs, there is little difference between algorithms. In
various attack scenarios, the proposed OMD-RV algorithm
consistently achieves the lowest regret.
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Fig. 7. Regrets in the stochastic regime with adversarial corruptions for the multi-SU case with three different system parameters:

time horizon 7, attack interval 7 and attack strength &.

B. Multi-SU Case

In Fig. 5a, regrets along with their 99% confidence intervals
in the multi-SU scenario are presented as a function of slot
within the stochastic regime. The regrets of all algorithms
increase with time and the proposed OMD-RV algorithm
achieves the lowest regret except for the CTS algorithm. Due
to the simplicity of identifying the best channel brought by
large A, the regrets of almost all algorithms decrease with A
in Fig. 5b. As channel number K increases, the action space of
the proposed algorithm grows in factorial form and the regret
of it exceeds the other algorithms when K exceeds 16, as
shown in Fig. Sc.

Fig. 6 illustrates algorithmic regrets within the periodically
stochastic regime. The CTS algorithm cannot adapt to the
change in channel idle probabilities and the regret of it
increases significantly with time in Fig. 6a. Fig. 6b shows the
regrets as a function of idle probability gap A. The trends
are similar to those in the single-SU case. Our proposed
algorithm can keep tracking the best channel even with small
A. While the CUCB and CTS algorithms suffer from the cost
of selecting suboptimal channels and the regrets of them grow
with A initially. Fig. 6¢c shows the regrets as a function of
channel number K. The OMD-RV and CEXP3 algorithms
maintain their order optimum in the adversarial regime and
outperform the other competitors.

Fig. 7 depicts algorithmic regrets within the stochastic
regime with adversarial corruptions. Similar to that in the
single-SU case, the regrets of all algorithms show almost linear
growth with time in Fig. 7a. In Fig. 7b, as the attack interval
increases, the proposed algorithm deals with the malicious
attacks better than the latest CEXP3 algorithm, achieving a
lower regret. As the number of attacked channels increases
in Fig. 7c, the SUs are cheated by the attackers and get
more incorrect sensing results. Due to the worst case regret
guarantee, the proposed algorithm still brings more channel
access opportunities for the SUs.

VII. CONCLUSION

In this paper, we investigated the centralized DSA problem
in an unknown environment. We formulate it as a combina-
torial MAB problem and propose an online mirror descent

algorithm for channel selection, which utilizes Tsallis en-
tropy as the regularization function by generalizing the EXP3
algorithm for adversarial bandits. Our proposed algorithm
maintains a /7" regret rate guarantee in the adversarial regime
while simultaneously achieving a log(7T") regret growth in the
stochastic regime. Numerical results validate our theoretical
analysis, moreover, the proposed algorithm outperforms others
in almost all regimes with different network parameters such
as idle probability gap, channel number, attack interval and
attack strength.
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