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Abstract—With the emerging applications of the
Internet of things, artificial intelligence, and satellite
communications, the future network will be featured as
the Internet of everything around the globe. The network
heterogeneity, applications cloudification, and personal-
ized user services demand a revolutionary change in the
network architecture. With the rapid development of
cloud native technology, the new network should support
heterogeneous networks and personalized quality of
services for users. In this paper, we propose a Cybertwin-
based cloud native network (CCNN) that merges the
radio access network (RAN), the IP bearer network,
and the data center network and is based on the cloud
native data center network using Kubernetes as a network
operating system for unified virtualization of computing,
storage, and network resources, unified scheduling and
allocation, and unified operation and management. Then,
we propose a fully decoupled RAN architecture that can
flexibly and efficiently utilize the resource for personlized
user services. We also propose a Cybertwin-based man-
agement framework built on Kubernetes for integrated

Manuscript received Jun. 23, 2023; revised Aug. 10, 2023; accepted
Sep. 08, 2023. This work was supported in part by the Key Area Re-
search and Development Program of Guangdong Province under Grant
2020B0101110003, and in part by the major key project of Peng Cheng Lab-
oratory and the Basic and Frontier Research Project of PCL. The associate
editor coordinating the review of this paper and approving it for publication
was L. Bai.

Q. Yu, D. D. Liang, M. Qin, J. C. Chen, H. B. Zhou, J. Ren, Y.
Li. Peng Cheng Laboratory, Shenzhen 518055, China (e-mail: yuq@
pcl.ac.cn; liangdd @pcl.ac.cn; qinm01 @pcl.ac.cn; chenjch02 @pcl.ac.cn; hai-
bozhou@nju.edu.cn; renjing @uestc.edu.cn; liy02@pcl.ac.cn).

H. B. Zhou. School of Electronic Science and Engineering, Nanjing Uni-
versity, Nanjing 210008, China (e-mail: haibozhou@nju.edu.cn).

J. Ren. School of Information and Communication Engineering, Univer-
sity of Electronic Science and Technology of China, Chengdu 611730, China
(e-mail: renjing@uestc.edu.cn).

J. Wu. School of Computer Science, Fudan University, Shanghai 200433,
China (e-mail: wujun@fudan.edu.cn).

Y. Gao. Intelligent Networking and Computing Research Center and
School of Computer Science, Fudan University, Shanghai 200433, China (e-
mail: gao_yue@fudan.edu.cn).

W. Zhang. School of Electrical Engineering and Telecommunica-
tions, University of New South Wales, Sydney 2052, Australia (e-mail:
weizhang @ieee.org).

networking, computing and storage resource scheduling.
Finally, we design an immunology-inspired intrinsic
security architecture with zero trust security system
and adaptive defense system. The proposed CCNN is
a new network architecture expected to address future
generation communications and networks challenges.
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I. INTRODUCTION

A. Evolution of Internet

In the 1960s: to establish a robust enough network, packet
switching technology was developed during this period,
laying the foundation for current network communication.
The Advanced Research Projects Agency (ARPA) of the U.S.
Department of Defense initiated a project to build a wide-area
packet switching network called ARPAnet. In 1969, comput-
ers from the University of California, Los Angeles, Stanford
University, the University of California, Santa Barbara, and
the University of Utah were connected, achieving distributed
computing and remote access!'.

In the 1970s: scientists envisioned numerous packet-
switched networks, such as ARPAnet, satellite network (SAT-
net), and packet radio network (PRnet). Faced with the chal-
lenge of connecting these different networks together, Vinton
Cerf and others proposed the core concept of the Internet!?.
ARPA organized an engineering team led by Cerf to develop
and validate the Internet protocol (IP) and transmission con-
trol protocol (TCP). This period was dominated by mono-
lithic applications, which typically ran as a whole system on
mainframe computers. Therefore, these applications were pri-
marily local applications with minimal network requirements,
which by today’s standards, are almost negligible. Addition-
ally, network interconnections and protocols were proprietary.

In the 1980s: with the advent of the IBM personal computer
(PC) and the shift from mainframe computing to personal
computing, the client-server application architecture emerged.
In addition to text and images, the data exchanged by applica-
tions also included audio and video. The network also began
to become complex, although according to today’s network
traffic standards, the bandwidth requirements for the network
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Fig. 1 (a) The current Internet architecture versus (b) Cloud native network architecture

in this era are still negligible, and the interconnection speed
can reach up to 100 Mbit/s. And mostly proprietary, such
as Ethernet, token ring, and fiber distributed data interface
(FDDI) are the most popular LAN technologies. Faced with
the challenge of scalability, computer scientists tend to adopt a
hierarchical design, and design schemes for hierarchical rout-
ing, hierarchical naming, and hierarchical management. Since
most upper-layer network protocols are not designed for large-
scale or cross-enterprise use, TCP/IP wins in the market be-
cause of its openness, cross-platform compatibility, flexibility
and scalability.

In the 1990s: the World Wide Web was put forward, bring-
ing the Internet into millions of households and businesses
worldwide. Tim Berners-Lee invented the hyper text trans-
fer protocol (HTTP), connecting information from anywhere,
allowing individuals with diverse perspectives to collaborate
and transform immature ideas into creativity'3!. With the sub-
sequent birth of web applications, applications ventured be-
yond corporate walls, allowing clients to connect to servers
from anywhere, thus significantly increasing the scale of op-
erations that application servers had to manage. Since a single
server instance in most enterprises couldn’t handle the load
from all clients, and a single server instance could result in a
single point of failure, the approach of running multiple server
instances with a load balancer in the front-end also became
popular. Servers themselves were divided into multiple units:
a web front-end, applications, and a database or storage. The
Internet also evolved from being a communication network
centered on connectivity and transmission to an information
network centered on content and collaboration.

In the 2000s: in 2007, the iPhone debuted with the posture
of “reinventing the mobile phone”, signifying that any user on
the internet could widely utilize network applications in a mo-
bile environment. Given the global and open nature of the in-
ternet, cybersecurity issues also began to take center stage!'.
The internet also gradually shifted from being PC-centric to
being human-centric.

In the 2010s: streaming video and social media have led to

application architectures increasingly adopting the “microser-
vices” architecture and have also promoted the rise of contain-
ers and their orchestration software, Kubernetes*!. The capa-
bilities of cloud native software!®! have increased communica-
tion between servers, supporting newer types of applications
like web search. There has been a historic shift in applica-
tion communication from a client-server model to a server-
server model. These applications demand the network to offer
higher bandwidths (10 GbE Ethernet is common) and highly
distributed communication patterns!®!.

In the 2020s: the Apple Vision Pro brings us into the era of
the metaverse, which is a milestone in the deep interaction be-
tween the real world and the digital world. The metaverse in-
terfaces augment the real world by combining aspects of arti-
ficial intelligence, human-computer interaction, and computer
vision to create applications that understand and interact with
their surroundings. New mixed-reality applications demand
higher low-latency and security requirements from the inter-
net.

B. Trend of Cloud Native Network

As shown in Fig. 1(a), the current Internet is a combina-
tion of three networks to complete the task: the bottom layer
is the access network, such as 4G, 5G, Wi-Fi and other wire-
less access networks; the middle layer is the earliest Inter-
net core-IP bearer network; the top layer is the data center
network that almost includes information and cloud services.
These three networks operate independently. However, with
the rapid growth of business requirements and the develop-
ment of cloud native application software technology, the mi-
croservices applications deployed in the data center are be-
coming more and more concentrated, and the typical business
model of the network has changed from traditional end-to-
end data transmission to end-to-cloud mass sensor data col-
lection and processing and distribute applications. In this way,
cloud service providers are becoming larger and larger, such
as Google Cloud, Amazon Cloud, Alibaba Cloud, and Ten-
cent Cloud. However, the independence of the access net-
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work, bearer network, and data center network has exacer-
bated problems such as the difficulty of adapting transmis-
sion and information services and the inability to guarantee
the quality of user services. To address this issue, technolo-
gies such as content delivery networks!”!, edge computing!®/,
and cloud-network integration!® have rapidly developed in re-
cent years. However, these remedial methods have not fun-
damentally changed the essence of the independence of the
three networks. If all services are on the cloud in the future
and the cloud centers are directly connected through optical
cables, the bearer network will become the user’s access. If
the wireless base stations (BSs) accessed by users are directly
deployed on the edge cloud, then there will be no need for a
bearer network in the network architecture.

With the development of cloud native technology, the trend
of the three-network integration on dedicated networks at
home and abroad is becoming clearer, as shown in Fig. 1(b).
In 2020, China Mobile took the lead and jointly formed a
project technical committee with 13 domestic and foreign
telecom operators, equipment providers, and cloud service
providers. Under the Linux foundation, they launched the in-
dustry’s first network cloud native platform as a service (PaaS)
open-source project, XGVela. This platform extracts the gen-
eral capabilities of the upper business layer into PaaS ser-
vices deposited on the platform side, achieving lightweight
agile business development, and accelerating the creation of
new services!!?. In 2020, China Telecom went further in
network with cloud native software technology. Its Tianyi
Cloud 5G core network adopted a cloud native architecture,
possessing advantages such as flexible deployment, simplic-
ity and efficiency, and security and reliability. Based on
business needs, it can flexibly choose user-plane function de-
vices and deployment methods, thereby providing diversified
and differentiated 5G dedicated network services to enterprise
customers!!!, In 2020, China Unicom conducted research and
technical standard formulation on the lightweight 5G core net-
work solution?!.

Since June 2021, global operators such as Interna-
tional Telephone and Telegraph Corporation (AT&T), Dish,
Telefnica Germany, and Swisscom have announced the mi-
gration of their 5G core networks to Microsoft cloud (Azure)
or Amazon cloud (Amazon web services (AWS)). Telecom
equipment providers Ericsson and Nokia also announced al-
liances with Google Cloud and AWS to jointly build cloud
native 5G core network solutions!'313. Taking Amazon as
an example, in July 2020, foreign equipment provider Eric-
sson provided Telefnica Spain with a 5G core network and
business orchestration components based on cloud native soft-
ware architecture. Amazon provided Telefnica Spain with
cloud solutions and data privacy protection, among others!!3.
Based on the cloud native technology, Telefnica Spain can
provide enterprises with the basic functions of a cloud-based

5G core network, transforming the 5G core network from
hardware-centric technology to a broad software solution. In
this way, enterprises only need to equip themselves with a 5G
wireless access network loaded with the corresponding an-
tenna, without needing to set up physical core network in-
frastructure on-site. In 2021, Amazon proposes to provide
all software and hardware for building and running a dedi-
cated network according to user needs (network performance,
number of devices, etc.), including network hardware devices
that adapt to software, embedded-subscriber identity module
(eSIM) cards, and citizens broadband radio service (CBRS)
services!'"¥. Amazon stated that AWS Private 5G simplifies
deployment, enabling customers to quickly deploy their own
5G, and AWS Private 5G does not charge any upfront deploy-
ment or equipment fees, and customers only pay for the net-
work capacity and throughput they order. The development of
these enterprise networks demonstrates the trend of the con-
vergence of the three networks. However, the current network
cloudification is all within the enterprise network, which still
cannot truly solve the problem of future network transmission
and service matching.

As AWS states that they can provide 5G as convenient
as Wi-Fi. Only by weakening or eliminating the core net-
work of the cellular system can we achieve the integration
of heterogeneous networks. However, removing the core net-
work of the cellular system immediately raises issues such as
how to maintain business continuity in fast-moving scenar-
ios, how to securely authenticate network access, and how to
ensure the quality of transmission services. Thus, given the
challenges of mobility, security, and transmission reliability
brought by multi-operator, multi-heterogeneous access, and
multi-modal transmission (4G/5G/Wi-Fi/Li-Fi/satellite, etc.)
on the edge side of the cloud native network, neither cloud
service providers nor telecom operators have ready-made so-
lutions. As a result, cross-operator user and resource manage-
ment have become a significant challenge in the architectural
design of the cloud native network.

C. Future Network Challenges

With the rapid development of Internet of things (IoT), big
data, Al, satellites, and communications technologies, the fu-
ture network will be featured as connectivity of everything,
new network architecture and personalized quality of service
(QoS)-aware intelligent services. Firstly, the so-called “con-
nectivity of everything” refers to the interconnection of tens
of billions, or even trillions, of people, machines, and things.
Secondly, network heterogeneity means that the network not
only needs to cover densely populated areas but also remote
regions. The network should not only serve people but also
support data collection from billions of sensors. Therefore,
an integrated network characteristic that spans space, air, and
ground in a heterogeneous manner is an inevitable trend for
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Fig.2 Cybertwin based Cloud Native Network architecture

future networks. Thirdly, applications cloudification: tra-
ditional communication networks primarily achieve a single
connection from A to B. In contrast, future communication
networks will mainly focus on the massive collection, aggre-
gation, processing, and fusion of sensor data, as well as its
distribution and utilization after being empowered by Al Fu-
ture network design will face the following six challenges.

e Scalability, that is, the convergence and cooperation of
multi-dimensional heterogeneous resources in the time do-
main, air domain, frequency domain, and code domain of het-
erogeneous networks.

e Mobility, that is, to maintain business continuity in fast-
moving scenarios.

e Usability, that is, the service quality guarantee for user-
oriented services.

e Security, that is, network security and protection of per-
sonal privacy. The security of the future network is not only
related to personal privacy security, but also related to national
security.

e Manageability, that is, the efficient operation and mainte-
nance of the integration of transmission, computing and stor-
age. The future network will be more diverse and complex.
Simple, efficient and flexible operation and maintenance man-
agement is becoming more and more urgent for operators.

e Economic, that is, network infrastructure with low en-
ergy consumption and low cost.

II. CYBERTWIN ENABLED CLOUD
NATIVE NETWORKS

In this paper, we propose a Cybertwin based cloud native
network (CCNN) in Fig. 2 that converge the three networks of
the data center network, the Internet IP bearer network, and
the wireless access network. CCNN is based on the cloud

native data center network, using Kubernetes as a network op-
erating system for unified virtualization of computing, stor-
age, network and other resources, unified scheduling and allo-
cation, and unified operation and maintenance management.
Utilizing the proposed Cybertwin to realize efficient collabo-
ration and integration of various heterogeneous transmission
methods and on-demand quality assurance of various hetero-
geneous application services. The CCNN breaks the tradi-
tional logic of constructing the three networks and relies on
the core cloud and edge cloud to build the IP bearer network
for the Internet. At the same time, there is no longer a need for
the complicated core networks for various wireless accesses.

In the CCNN as shown in Fig. 2, various information ser-
vices and communication services scattered across the net-
work are rapidly integrated and organized for use. Service
instance combinations are built flexibly and efficiently accord-
ing to task requirements, utilizing various communication re-
sources and transmission means, providing users in the net-
work with low-latency and high-reliability transmission, sup-
porting a diverse range of application services.

The concept of the Cybertwin was first proposed in
Ref. [16] to address challenges related to mobility, secu-
rity, and availability in cloud native networks. A Cyber-
twin maps the person entity/end-user device/non-person en-
tity/organization in the physical space to the real-name agent
in the cyberspace, has functions such as mobile agent, trans-
mission agent, and security agent. It serves as a foundational
service operating on both edge and core clouds, primarily ful-
filling logical functions like those in 4G/5G core networks, to
support the efficient and reliable operation of digital twins and
other application services.

The necessity of Cybertwin can be summarized as follows:
(1) when a user accesses the Internet, the user’s Cybertwin
performs security authentication, which solves many network
security problems; (2) the user’s behavior data in both physi-
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Fig.3 Cybertwin functions diagram

cal space and cyberspace are fully recorded by their Cyber-
twin, ensuring the protection of user data resources; (3) at
the same time, based on the user’s own personal data, intelli-
gent agent function of Cybertwin can provide truly personal-
ized services; (4) Cybertwin integrates application needs and
Multi-party resource providers negotiate available resources
flexibly, realizing the efficient matching and flexible schedul-
ing of cloud-edge service resources and edge-end transmis-
sion resources for ensuring personalized QoS-aware Intelli-
gent Services.

As shown in the Cybertwin function diagram in Fig. 3, Cy-
bertwin is the only entrance for each user to access the Inter-
net. The end entity obtains network resource services through
the Cybertwin to support personalized QoS-aware Intelligent
Services. The functions in the proposed cloud native network
can be summarized as:

e Security agent: when the end entity is connected to
the Internet, the security agent function of the Cybertwin
performs security authentication and authorization, address-
ing the security problem of the network; the security agent
function includes the Cybertwin of person entity/end-user
device/non-person entity/organization authenticating and au-
thorizing access to their cyberspace. By verifying the creden-
tials provided by users, devices, or services, it determines their
legitimacy. By examining the roles, permissions, policies, etc.
of users, devices, or services, it determines whether they can
access specific network resources or services, ensuring that
only legitimate users or devices can access network resources
or services.

e Mobile agent: the mobile agent of the Cybertwin service
quickly launches and establishes mobile policies for transmis-
sion scheduling according to user needs. Through the mobile
agent, users can freely switch between different networks and
transmit aggregation to ensure service continuity.

e Transmission agent: Cybertwin, based on users’ person-
alized integrated communication service demands, establishes
multi-link connections from the terminal entity to its Cyber-
twin and multi-path connections from the Cybertwin to the
cloud through the transmission agent function. This ensures
reliable network transmission of the proposed network.

e Personal data: the data agent service of the Cybertwin
is a complete record of the status and behavior of person
entity/end-user device/non-person entity/organizations in both
physical and cyber spaces. It includes functions such as:
(1) digital asset rights confirmation for person entity/end-user
device/non-person entity/organization, managing, protecting,
and operating their digital assets; (2) privacy protection: fil-
tering, cleaning, scrambling, and encrypting data of person
entity/end-user device/non-person entity/organizations.

e Intelligent resource allocation: the resource collabora-
tion service of the Cybertwin in cloud native networks in-
volves unified automatic scheduling of network service re-
sources based on user business needs. This includes: (1)
training universal Al models tailored to person entity/end-
user device/non-person entity/organizations based on their
data, obtaining personalized business preferences and infer-
ence capabilities; (2) the always-online capability of person
entity/end-user device/non-person entity/organizations, along
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with virtual-real interaction, integration, and division of labor
capabilities; (3) negotiating, obtaining, and matching commu-
nication network resources and network service resources to
ensure reliable transmission based on personalized services
needs.

III. FULLY-DECOUPLED RADIO
ACCESS NETWORK

The radio access networks (RANs) are responsible for the
last-mile wireless access to the cloud native network. As the
state-of-the-art RAN, the fifth mobile communications net-
work (5G) can achieve the transmission rate of several hun-
dreds Mbps in practical environments. However, 5G still
needs to address some fundamental challenges. First, the costs
of 5G become formidable, due to the dense deployment of BSs
and higher energy consumption of each BS. Therefore, both
capital and operational expenditures should be reduced. Sec-
ond, high-quality spectrum resources have been exhausted,
so resource utilization efficiency should be improved. Last,
users’ quality-of-experience (QoE) should be guaranteed so
as to meet the diversified requirements of various services.

Despite the above challenges, the next-generation mobile
communications network (6G)[!”! should also take into ac-
count the emerging characteristics of future wireless net-
works. For example, satellite communications'8! are envi-
sioned to be integrated with 6G and serve as the complement
to the current BS-based terrestrial networks. Furthermore, to
realize Internet of everything, trillions of devices need to be

connected. Moreover, the uplink may consume more com-
munication resources instead of downlink in certain scenarios
for data collection. Data processing and Al-assisted content
generation!!! will also consume huge computing and caching
resources at the edge and cloud.

To deal with the above issues, we have proposed a novel
fully-decoupled RAN (FD-RAN)?Y! for 6G. In the following,
we first introduce the architecture of FD-RAN and highlight
its unique features. Then, we present the key technologies
employed in FD-RAN.

A. Architecture

In general, the most significant features of FD-RAN are:
1) physical separation of control signalling and data transmis-
sion; and 2) physical separation of uplink and downlink data
transmission. The major components of FD-RAN are illus-
trated in Fig. 4 and are introduced below.

e Control BS (C-BS). C-BS handles all the control sig-
nalling with user equipments (UEs) through the bi-directional
control link. C-BS carries out the control plane functions for
UEs, including authentication, access management, mobility
management, resource allocation indication, etc. A UE will
always need to establish the secure control plane connection
with C-BS for accessing the network. Typically, C-BS con-
trols a wide area like C-RAN, so that the other BSs can serve
UE:s in a cooperative fashion with the help of C-BS.

e Uplink BS (UL-BS). UL-BSs only have the signal re-
ception function, thus they are utilized for uplink data recep-
tion for UEs. UL-BSs are usually light-weight since the have
less antennas and energy consumption. However, UL-BSs can
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be deployed densely, so as to be closer to UEs, whose transmit
power is typically lower. Furthermore, the transmitted signal
of a UE can be received by multiple UL-BSs through the re-
ceive diversity technique.

e Downlink BS (DL-BS). DL-BSs are responsible for
downlink services, namely transmitting data to UEs. Com-
pared with UL-BSs, DL-BSs are typically equipped with mas-
sive antennas to enable high-capacity multiple-in multiple-out
(MIMO) transmission. The energy costs of DL-BSs are also
much higher, so the deployment of DL-BSs has higher re-
quirements compared with UL-BSs. Similar to uplink, vari-
ous cooperative transmission techniques can also be exploited
in downlink.

e Core network. All the above three types of BSs are con-
nected with the same core network, which utilizes cloud na-
tive deployment. On the one hand, these BSs are managed
and controlled by the control plane. On the other hand, the
UEs’ data processed by UL-BSs (DL-BSs) are forwarded to
(retrieved from) the Internet via the data plane.

The fundamental advantage brought by FD-RAN is flexi-
bility. In FD-RAN, since the uplink and downlink are totally
separate, we can regard uplink and downlink as individual net-
works, which have their own spectrum resources and deploy-
ments. Then, it is no longer required to find and use a pair of
spectrum bands for both uplink and downlink as in frequency
division duplex (FDD) systems, or consider the time slot allo-
cation and synchronization of uplink and downlink as in time
division duplex (TDD) systems. Instead, the spectrum used
for uplink or downlink can be flexibly aggregated or released,
without any impact to each other. Besides, resource coop-
eration on all dimensions including space, time, frequency,
power, etc. can be achieved flexibly and efficiently within the
uplink and downlink networks. UEs can also be flexibly as-
sociated with different UL-BSs and DL-BSs, instead of being
tightly coupled to the same BS as in 5G. The deployment of
UL-BSs and DL-BSs can also be separately considered, based
on the statistic distribution of uplink and downlink traffic, re-
spectively. This can save infrastructure costs compared with
deploying traditional fully functional BSs in many scenarios.
What is more, de-activation of UL-BSs and DL-BSs will not
influence each other, thus sleeping mechanism of BSs can be
freely utilized to save energy costs.

To summarize, the design objectives of FD-RAN include:

e Simplicity and flexibility of network architecture;

e Efficiency and economy of resource utilization;

e Personalization and QoE-guarantee of services provi-
sion.

B. Key Technologies

Considering the unique features of FD-RAN, several key
technologies need to be further developed so as to realize

FD-RAN and its benefits. This subsection introduces the no-
feedback transmission at the physical layer, and the flexible
resource cooperation at the MAC layer, respectively.

1) No-feedback transmission: In 5G, channel feedback
is required to realize MIMO transmission. For example, in
downlink, BSs first transmit pilots to UEs. Since pilots are
known to UEs, these symbols can be used for channel esti-
mation. Then, UEs calculate the channel state information
(CSI) and feedback to the BSs. In 5G standards, CSI con-
tains the precoding matrix indicator (PMI), rank indicator (RI)
and channel quality indicator (CQI), which jointly determine
how data signals will be transmitted through multiple anten-
nas. However, due to the physical decoupling of UL-BSs and
DL-BSs, CSI cannot be feedbacked directly.

To this end, we propose the no-feedback transmission for
FD-RAN. In general, the basic idea is to use UE’s location as
information and infer the CSI. To realize the inference, histor-
ical channel data are required. Each channel data sample con-
tains the channel coefficients at a specific time and location.
For a DL-BS, a mapping from an arbitrary location within its
coverage area to an appropriate CSI needs to be generated and
stored at the DL-BS. The UE first informs the DL-BS its loca-
tion through the C-BS. Then, DL-BS queries the CSI for the
UE’s current location from the mapping and use it to carry out
MIMO transmission. The uplink is similar, where UEs utilize
the mapping to determine their transmission parameters at the
current locations.

Obviously, it is not trivial to generate the mapping with
high performance. Generally, we have two categories of so-
lutions, namely codebook-based and non-codebook-based. In
the codebook-based solution, the optimal CSI can be derived
from each sample of historical channel data. Then, we only
need to find the representative CSI for each location with
channel data. Since the values of CSI are all discrete, the
representative CSI can be simply obtained from the statistic
of all CSI at the location. For those locations without his-
torical channel data, we can use interpolation to find the cor-
responding CSI from the CSI of nearby locations, or adopt a
classification neural network to determine the CSI. In the non-
codebook-based solution, we can directly train an end-to-end
neural network, which takes the location as input, and outputs
the corresponding precoding matrix for the location through
the feedforward process. Note that the precoding matrix does
not necessarily belong to a codebook, meaning that it has the
potential to overcome the loss caused by discretization of pre-
coding matrix. However, such neural networks are not easy to
train since the dimension of inputs is too small compared with
the dimension of outputs. Advanced neural network architec-
tures and training techniques should be considered.

2) Flexible resource cooperation: In 5G, a UE is still
served by a single BS. However, we believe that such a simple

Authorized licensed use limited to: Nanjing University. Downloaded on March 28,2025 at 04:24:04 UTC from |IEEE Xplore. Restrictions apply.



194 Journal of Communications and Information Networks

service provision pattern cannot meet the diversified and per-
sonalized requirements of users in the upcoming 6G. There-
fore, it is indispensable for the network to enable flexible
resource cooperation on all resource dimensions and among
multiple BSs.

Owing to its unique decoupling paradigm, FD-RAN can
pool all the wireless resources and BSs, and employ a power-
ful resource scheduler to satisfy users’ QoE. In order to fully
utilize wireless resources, multiplexing on different domains
should be considered, which are enabled by corresponding
physical layer techniques. Besides, to increase the upper-
bound performance of a single UE, cooperative transmission
or reception techniques with multiple BSs should be used.
For the downlink of FD-RAN, we mainly consider single-user
MIMO with spatial multiplexing, multi-point transmission on
the same or different frequency, and will integrate multi-user
MIMO with multi-point transmission. Since FD-RAN can al-
ways evolve by upgrading the BSs, emerging physical layer
techniques such as non-orthogonal multiple access (NOMA)
and rate-splitting multiple access (RSMA)?! may also be
considered in the future. For uplink, we mainly consider re-
ceive diversity. Note that all the physical layer techniques
used in FD-RAN are no-feedback transmission.

The most challenging part of flexible resource allocation in
FD-RAN is how to implement an efficient resource scheduler
in a relatively large-scale network comprising multiple BSs
controlled by the C-BS. Also, we need to consider the pos-
sible utilization of different physical layer techniques. Note
that uplink and downlink networks can use their own sched-
ulers without having to consider each other. Normally, in
the extensive literature on wireless resource allocation, an
optimization problem is formulated. However, the problem
is usually intractable and cannot be solved easily, making
the optimization-based schedulers infeasible in practical net-
works. On the other hand, heuristic algorithms are easy to
implement, but the performance cannot be guaranteed, espe-
cially when the solution space is very large as in FD-RAN.
Therefore, we will turn to Al-based solutions, considering
the recent advance of Al, especially large foundation models.
Although AI has its own limits, such as the requirement on
massive training data, generality to other environments, corre-
sponding solutions are also being developed in such a rapidly
growing field.

[V. CLOUD NATIVE TECHNOLOGIES FOR
RESOURCE ORCHESTRATION

A. Cloud Native Principles

The cloud-native network aims to apply cloud-native tech-
nologies to build scalable, agile network architectures. This
new design approach is guided by key principles!??!:

e Use lightweight containers. Cloud-native applications
compose autonomous microservices in lightweight containers
to enable fast, efficient scaling. It can improve the utilization
of cloud-native network resources.

e Implement loosely coupled microservices. Microser-
vices in the cloud-native network are loosely coupled, dis-
covering each other through service registries. This enables
independent scaling to meet changing demands.

e Use APIs for service interactions. Cloud-native services
interact via lightweight APIs, enabling each service to lever-
age the optimal language and frameworks for its function.

e Leverage DevOps processes. Cloud-native applications
have independent lifecycles managed via DevOps. This al-
lows multiple continuous integration (CI)/continuous delivery
(CD) pipelines to coordinate deployment and management of
cloud-native apps.

e Incorporate security across lifecycles. Cloud-native se-
curity calls for robust and seamless intrinsic security embed-
ded across all stages of application and infrastructure lifecy-
cles.

B. Operating System for CCNN

In order to support flexible, on-demand allocation of multi-
dimensional resources and address evolving demands in in-
creasingly complex network systems, in this paper we pro-
pose a Cybertwin-based management framework for inte-
grated scheduling of networking, computing, and storage re-
sources built on Kubernetes as shown in Fig. 5. This unifies
virtual abstraction and management of multi-dimensional re-
sources using containerized plugins'?*!. Key components of
the operating system include: virtual resource models, control
plane, and data plane, which are elaborated in the following.

In the cloud-native network operating system, there are
mainly three types of cloud resources: computing resources,
storage resources, and networking resources. For instance,
computing and storage resources can be managed through
CI/CD pipelines and reasonably allocated to users for meet-
ing the personalized resource needs of different users through
containers and orchestrators. The cloud-native network op-
erating system can extend the system resources through inter-
face methods (CRI, CNI, CSI). This enables connecting to dif-
ferent backends to implement user service requirements with
distributed abstraction and unified scheduling of networking-
computing-storage resources.

C. Cloud-native network operating system control
plane

The control plane enables global orchestration of heteroge-
neous networking, computing, and storage resources. It pro-
vides personalized policy configuration and flexible resource
allocation tailored to individual cloud-native service needs.
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The master node of the cloud-native network cluster is re-
sponsible for managing the resources, providing the resource
data access entry for the cloud native network. It mainly
includes four components: API server, controller manager,
scheduler controller, and Etcd, which are related to the actual
work nodes!?*.

e API server acts as the sole gateway for HTTP operations
on cluster resources. It handles requests to get, create, update,
or delete resources, serving as the primary control point. The
API server enables unified management spanning networking,
computing, and storage resources.

e Controller manager automates Kubernetes objects and
workloads. It utilizes specialized controllers tailored to each
resource type, handling provisioning and lifecycle manage-
ment. For example, a ReplicaSet controller manages pod
scaling while a Node controller monitors server health. The
scheduler places workloads based on resource availability,
constraints, and policies. It binds pods to optimal nodes, con-
sidering factors like capacity, affinity, and anti-affinity rules.

e Scheduler utilizes configurable filters and scoring algo-
rithms to support different placement strategies for different
users resource requirements.

e Etcd provides a consistent key-value store for cluster
data and configurations. It serves as the backend database
for the API server, scheduler, and controller manager. etcd
enables state sharing and coordination between component.

In particular, we propose two new components to enable

the implementation of the unified security policies across all
cloud-native applications and services, as follows.

e Zero trust is a security model that requires strict identity
verification for every access request. By building zero trust
into the control plane, all network traffic and resource access
can be secured through robust authentication and authoriza-
tion.

e Cybertwin control engine manages identity, access con-
trol, logging, auditing, and other security functions. It inter-
acts in real-time with the zero trust module to obtain user
identities, validate access tokens, and retrieve security poli-
cies. Based on this security information, the Cybertwin en-
gine configures and pushes out network and access rules to
user Cybertwin services. For example, it allows creation of
microsegmentation policies to restrict lateral movement be-
tween workloads. It also enforces role-based access control
for users resources.

By centralizing security functions in the control plane, or-
ganizations gain consistent policy enforcement. Security con-
figuration no longer needs to be manually replicated across
each application and environment. Granular visibility into
all network activity also improves threat monitoring and re-
sponse.

In summary, the cloud-native network operating system
control plane enables unified security across distributed cloud
environments. Zero trust principles are applied through secu-
rity methods such as software-defined perimeter (SDP), strong
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identity controls and microsegmentation. Real-time coordina-
tion between the Cybertwin engine and zero trust modules au-
tomates and optimizes policy configuration. This architecture
represents a significant evolution beyond traditional network
security approaches.

D. Cloud-native network operating system data plane

The data plane executes the actual workload based on the
management and scheduling policies defined by the control
plane. The workloads are abstract resources in Kubernetes,
including stateless loads (Deployment), stateful loads (State-
fulSet), jobs (Job), cron jobs (Cronjob), etc. Pods are the
logical management units in the cloud-native network oper-
ating system. Node provides the runtime environment to ex-
ecute Pods assigned by the control plane schedulers. It asso-
ciates with the Master management nodes, owning a name and
IP, system resource information, containers runtime service,
maintaining kubelet and load balancer (kube-proxy). Each
Node runs the following set of key processes.

e Kubelet: it is responsible for tasks like creating, starting,
and stopping containers corresponding to Pods, communicat-
ing with the API Server, and managing applications running
on the worker nodes. In addition, Kubelet also feeds back
the running status of applications to components on the mas-
ter nodes. Based on the cloud-native network management
and control engine, it obtains personalized service resource
demands through the users Cybertwin service. And it delivers
the multi-dimensional resource management and scheduling
policies from the control plane to the worker nodes on the
data plane. The working nodes perform personalized resource
scheduling according to different users service requirements.

e Kube-proxy: an important component that implements
communication and load balancing mechanisms for Kuber-
netes Service, which is responsible for proxying incoming re-
quest traffic to multiple instances of an application.

o Container runtime: responsible for creating and man-
aging containers. It works with Kubelet to run application
services in the cloud-native network based on provided inter-
faces.

The data plane provides a homogeneous runtime environ-
ment governed by the intelligent control plane. This enables
application portability across the infrastructure. The reliable
data plane resources in turn allow the control plane to opti-
mize placement and orchestration. The combination enables
automated management of massively distributed cloud-native
applications.

In particular, the data plane of the cloud-native network op-
erating system runs the actual network services. Telecom op-
erators are deploying many of their communication services
in a cloud-native fashion on the data plane. This provides end
users with heterogeneous and diversified access options.

The Cybertwin concept acts as a proxy for users (person
entity/end-user device/non-person entity). Cybertwins are de-
ployed on the data plane as fundamental cloud services, which
handles communication and mediates service access on behalf
of its physical twin. Although they run on the data plane, the
control plane manages the Cybertwins centrally. For instance,
a Cybertwin could broker network connectivity for a mobile
device user. It perceives the personalized needs of the human,
such as bandwidth requirements. It then interacts with compo-
nents in the control plane to facilitate the appropriate network
service delivery.

The Cybertwin provides an abstraction layer that hides the
complexities of the underlying infrastructure. Users (per-
son entity/end-user device/non-person entity) simply interface
with their corresponding Cybertwin to obtain services tailored
to their personalized needs. The Cybertwin model also en-
ables advanced functionality through data plane and control
plane integration. The Cybertwin leverages data plane visibil-
ity into human behavior, device telemetry, and object interac-
tions. It feeds pertinent details to the control plane.

Equipped with rich contextual data, the control plane
scheduling engine can make smart decisions aided by Cyber-
twin services. It can orchestrate services and resources in a
way that aligns to the personalized needs of each user. For ex-
ample, the scheduling engine could direct network bandwidth
to a Cybertwin that reports a high-definition video streaming
session from its human twin. Or it could assign additional
computing power to a Cybertwin managing a machine twin
performing intensive batch data processing.

In essence, Cybertwins bridge the physical world their
twins operate in and the virtual cloud environment. The con-
trol plane utilizes the data plane visibility Cybertwins pro-
vide into individual needs. It in turn orchestrates the network
and resources accordingly. The cloud-native network operat-
ing system provides unified abstraction and management of
multi-dimensional resources. It orchestrates service contain-
ers based on personalized user requirements. Leveraging ser-
vice mesh and end-to-end service monitoring technologies,
the cloud native network enables resource isolation, data iso-
lation, and elastic scaling for cloud services. This ensures
secure, reliable, and efficient operations across cloud-native
applications.

E. Key Benefits

The key characteristics and benefits of this designed re-
source management framework and network operation system
are:

e Decouple applications from physical infrastructure. The
cloud-native network operating system provides a uniform ab-
straction layer above heterogeneous infrastructure and data
center resources. Resources from across data centers are
pooled and made available to applications via flexible, dis-
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tributed scheduling. This standardized runtime environment
shields applications from underlying infrastructure differ-
ences and enables seamless deployment and migration.

e Automated application service deployment. The cloud-
native network operating system leverages containerized ap-
plications, decoupling them from underlying infrastructure
dependencies. Applications are deployed through declarative
YAML manifests, standardizing and automating the deploy-
ment process. This enables efficient large-scale deployment
of containerized microservices across the cloud-native envi-
ronment.

e Automated application service orchestration. The cloud-
native network operating system has the ability to automati-
cally manage and orchestrate containers, which can automati-
cally allocate and schedule resources for each container. This
enables complex applications composed of many microser-
vices to be efficiently deployed across multiple servers in the
cloud-native environment. In pursuit of adhering to the cloud-
native security principles, specifically the incorporation secu-
rity across lifecycles, we introduce an intrinsic security ar-
chitecture rooted in the concept of Cybertwin, drawing inspi-
ration from the mechanisms observed in biological immune
systems.

e FElastic scaling. The cloud-native network operating sys-
tem can continuously monitor application load and demands.
It will provide millisecond-level elastic scaling to rapidly pro-
vision or deprovision resources based on real-time application
requirements and infrastructure capacity.

e Self-healing. The cloud-native network operating sys-
tem can continuously monitor the running status of applica-
tions in the cloud-native network. When an application fails,
it will automatically delete and recreate the container and re-
lated components. Also, when faults occur on the host where
the application is located, it automatically performs service
migration, ensuring stable operation of application services.

V. INTRINSIC SECURITY ARCHITECTURE
BASED ON CYBERTWIN FOR
CLOUD-NATIVE NETWORKS

A. Immune System

Through hundreds of millions of years of evolution, the
biological immune system has developed a set of delicate
mechanisms to maintain a dynamic balance between survival
metabolism and defense against invasion in the body!®!. As
shown in Fig. 6, the complex biological immune system can
be divided into two major categories: innate immunity and
adaptive immunity, which together contains four lines of de-
fense. The innate immune system includes the isolating pro-
tection provided by skin and mucous membranes, as well as
the non-specific protection offered by phagocytes and other
cells. The adaptive immune system includes the adaptive
immune responses of T cells, and precise response of anti-
body generated by B cells experiencing random mutations. It
should be noted that innate immunity is the non-specific im-
munity inherited from birth, while adaptive immunity is the
specific immunity, which is the ability to learn and form mem-
ory.

By drawing on the mechanism of the biological immune
system, we propose an immunology-inspired intrinsic se-
curity architecture, which can provide intrinsic security for
cloud-native networks. As shown in Fig. 7, the immunology-
inspired intrinsic security architecture is mainly divided into
two parts: zero trust security system and adaptive defense sys-
tem, in terms of function realization.

e Zero trust security system includes two main functions.
One is physical or logical isolation, i.e., achieving the isola-
tion of users and services through the separation of the data
plane and control plane, SDP, physical firewalls and other
equipment; the second is dynamic authorization of access to
network resources based on the results of continuous moni-
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toring and trust level scoring for the user, equipment, environ-
ment, service.

e Adaptive defense system also includes two main func-
tions. The first one includes fast response, e.g., blocking net-
work and service being attacked using the dynamic configura-
tion ability of container networks, based on the network secu-
rity situation obtained through distributed collaborative sens-
ing; the second one is dynamic security defense based on gen-
erative pre-trained transformer (GPT)/reinforcement learning
with human feedback (RLHF) learning, i.e., adaptive opti-
mization of trust level scoring and access control policies in
zero trust architectures.

Overall, zero trust security provides general and pervasive
defense methods to all attacks by assuming that all objects
are untrustworthy and authenticating all traffic/?6-?71. Mean-
while, the adaptive defense architecture emphasizes real-time
response and self-adaptation to specific attacks, and continu-
ously generates adaptive access control policies (i.e., network
antibodies) to the security policy engine.

The immunology-inspired security intrinsic architecture
has the characteristic of “responding to all changes with con-
stancy”. Although it is not known what kind of attack has been
encountered, as long as risks or hazards are perceived, the
immunology-inspired intrinsic security architecture can resist
and mitigate the attack by adjusting access control strategies.
Once the risks or hazards are eliminated or reduced, it can be
considered that a network antibody matching the attack char-
acteristics (that is, specific access control strategy) has been
found.

B. Zero trust security system based on Cybertwin

We realize the immunology-inspired security intrinsic ar-
chitecture based on cloud-native network concept and the Cy-
bertwin. The reason is to consider the integration of cloud-

native software development, testing, deployment, and opera-
tion (Kubernetes, CI/CD DevOps) as a convenient and low-
cost implementation condition for immunology-inspired in-
trinsic security architecture. The testing environment can be
seen as parallel adjoint network (PAN)[?8!, and the produc-
tion environment can be seen as a protected network, form-
ing an integrated development-security-operation (DevSec-
Ops). Meanwhile, considering that Cybertwin is a real-name
proxy of a people/machine, object, or organization in the cy-
berspace, possessing functions such as mobile agents, trans-
port agents, and security agents, it has a natural ability to
perform immunology-inspired security functions. Thus, we
have implemented a cloud-native network security architec-
ture based on Cybertwin!'%l. It includes two functional parts:
a zero trust security system based on Cybertwin and the adap-
tive defense functions.

As shown in Fig. 8, the blue box represents the basic mod-
ule of the proposed zero trust security system based on Cyber-
twin, including:

e Access control gateway: the execution point that autho-
rizes access to network resources, serving as the interface be-
tween the control plane and data plane. It is typically deployed
on a SDP.

e Access authorization decision module: the decision
point of whether to allow access to network resources. It cal-
culates a trust score for the network agents or Cybertwin of
users (the unified combination of persons, devices, environ-
ments and services) based on the access rules provided by the
security policy engine, the verification results provided by the
identity verification module, and the security risk assessment
provided by the security situation analysis module. This trust
cost is used to determine access control decisions that match
the security requirements of the access request task. It is worth
noting that the access authorization is temporary and time sen-
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Fig. 8 Cloud-native network security architecture based on Cybertwin

sitive.

e Security policy engine: manager of security require-
ments and access policies. It determines the methods of iden-
tity authentication and access authorization rules according
to the security requirements of tasks and provides execution
strategies for the identity authentication engine and trust eval-
uation engine.

o Identity verification module: module for identity verifi-
cation. It verifies the true identities of users, equipment, and
application software based on user-signature databases, equip-
ment signature databases, and software signature databases.

e Security situation analysis: network security situation
and risk analysis. It conducts continuous status monitoring,
risk assessment, and user portrait based on network activ-
ity/traffic log data, such as time attributes, space attributes,
behavior attributes, etc. If there exists any abnormal situation,
it will report to the access authorization module in real time,
and the access authorization decision can downgrade, suspend
or cancel the corresponding access authorization.

As shown in the left box in Fig. 8, users and terminals first
send requests to the access control gateway of Cybertwin. The
security policy engine then determines the identity authenti-
cation method and access authorization rules according to the
security requirements of the access request task. The identity
authentication engine sends an authentication report to access
authorization decision module point according to the identity
authentication method. If the identity is verified, the users
are scored and authorized by the access authorization deci-
sion module based on the trust evaluation rules and the secu-

rity risk assessment provided by the security situation analysis
module. It is worth noting that this process is executed in a
distributed manner, meaning that the Cybertwin of each entity
authenticates the physical entity itself. Once the user (or ter-
minal) has obtained authorization from Cybertwin, they can
access local private data.

If a user wants to access a network service in the core cloud,
Cybertwin sends a service access request to the access con-
trol gateway corresponding to the network service. The iden-
tity authentication module authenticates the Cybertwin of the
user according to the user, device, software/service signature
database and identity authentication rules, then sends the re-
port to the access authorization decision module. After the
Cybertwin has been authenticated, it is scored and authorized
by the access authorization decision module based on the trust
evaluation rules and the security risk assessment provided by
the security situation analysis module.

Existing zero trust under the enterprise network also uses
these five modules to authenticate and authorize business ac-
cess requests. Because zero trust under the enterprise network
only has one control plane, it makes centralized authorization
decisions. The Cybertwin-based zero trust is distributed au-
thentication and authorization due to the distribution charac-
teristics of Cybertwin. Cybertwin acts as the users agent in the
edge cloud, storing the users private data, and accessing the
services in the core network on behalf of the user. Cybertwin
not only authenticate and authorize users but also authenticate
and authorize services that access user data to protect user pri-
vacy.
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Fig. 9 Fine-tuning and strategy generation based on human feedback

C. Adaptive Defense Functions

Traditional defense techniques are no longer sufficient to
address evolving and unknown cybersecurity threats. There-
fore, there is an urgent need to deploy adaptive defense
techniques, which can dynamically generate security policies
based on security situational awareness and historical records.
In our architecture, we introduce two different types of de-
fense approaches: (i) real-time security response based on dis-
tributed decision-making and (ii) security policy generation
based on pre-trained models.

e Real-time Security Response

To sense security situations, we deploy black-box and
white-box probe systems. Black-box probes simulate access
from outside and monitor response indicators, while white-
box probes record critical operation information from inside.
The data collected by both black-box and white-box probes
are leveraged as the data source for security situational aware-
ness. In order to obtain situational awareness and decision-
making capabilities in distributed, decentralized systems, we
introduce the Cellular Automata model®! to our framework.
Cellular Automata continuously updates group awareness and
decision-making strategies according to state information.
Our framework generates response policies based on situa-
tional information in real time. When anomalies are detected,
the control node will automatically remove and migrate in-
fected containers.

e Security Policy Generation

In addition to the real-time response, the proposed archi-
tecture also updates security policies (i.e., authentication and
authorization policies) based on historical logs. We follow the
pretrain and fine-tuning paradigm and leverage human feed-
back to train the policy generation model, as shown in Fig. 9.
Initially, we train a Transformer-based foundation model on
massive unlabeled log data in an unsupervised manner!®"!.

The foundation model extracts and learns semantic features
among log entries. Then, we train a small-scale model using
supervised learning to generate some security policies. These
policies are scored by human security experts or by certain
evaluation metrics. After that, a reward model is trained to au-
tomatically rate security policies. We fine-tune the foundation
model with reinforcement learning (RL), which obtains scores
from the reward model and optimizes the current model. Fi-
nally, after the fine-tuning stage, the security policy generation
model is acquired, which provides better security policies for
the zero trust security modules.

VI. CONCLUSION

In this paper, we have proposed a CCNN that merge the
RAN, the IP bearer network, and the data center network.
Based on the cloud native data center network, the CCNN
uses Kubernetes as a network operating system for unified
virtualization of computing, storage, network and other re-
sources, unified scheduling and allocation, and unified op-
eration and maintenance management. Moreover, we have
proposed a fully-decoupled RAN architecture that can flexi-
bly and efficiently utilize the resource for the personlized user
services. We have also proposed a Cybertwin-based manage-
ment framework built on Kubernetes for integrated network-
ing, computing and storage resources scheduling. We have
designed an immunology-inspired intrinsic security architec-
ture with a zero trust security system and adaptive defense
system. The proposed CCNN is a new network architecture to
address the 6G challenges.
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