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Abstract—With rapid advances in communication technology,
a new access architecture of fully decoupled radio access network
(FD-RAN) has been proposed. FD-RAN completely decouples the
base station (BS) into uplink data base station (UBS), downlink
data base station (DBS), and control base station (CBS). Different
BSs handle the uplink and downlink data of the user plane,
as well as control signaling, and facilitate communication needs
through multi-BS cooperation. To ensure the security of multi-BS
cooperation and user access, it becomes imperative to conduct
key negotiations among multiple parties. However, as the number
of simultaneously accessed BSs increases, the existing access
security mechanism imposes excessive overhead in FD-RAN,
compromising both access security and efficiency. Additionally,
it becomes susceptible to distributed denial of service (DDoS)
attacks launched by potential attackers. This paper introduces a
lightweight authentication and key agreement (AKA) protocol
based on secret value (mi, ni) sharing technology to negoti-
ate multi-BS group communication keys, which ensures access
security in FD-RAN. By leveraging interpolation polynomial
and multi-party key negotiation, the proposed protocol achieves
efficient and cost-effective key negotiation on both the user and
BS sides, which mitigates the risk of man-in-the-middle (MitM)
and DDoS attacks. Security analysis and further evaluation show
that the proposed scheme can resist various known attacks, and
guarantee the computational and communication efficiency of
key negotiation within the FD-RAN context.

Index Terms—FD-RAN AKA, multi-BS cooperation , access
authentication, group key

I. INTRODUCTION

To enhance communication performance, the next gener-
ation access network has been studied. Among them, fully
decoupled radio access network (FD-RAN) [1], proposed by
Yu et al., is a novel and effective scheme. As shown in Fig.
1, FD-RAN completely decouples the control plane and the
user plane. Simultaneously, the base station (BS) is decoupled
into the uplink data base station (UBS), the downlink data base
station (DBS), and the control base station (CBS). Specifically,
the UBS and the DBS handle uplink and downlink transmis-
sions of user data respectively, while the CBS manages the
interaction of control signaling with both users and data BSs.
Leveraging multi-base station collaboration, flexible schedul-
ing, and intelligent spectrum allocation, FD-RAN can ensure
service quality and users’ experience very well.

However, while FD-RAN introduces numerous advantages
as a novel access architecture, it also presents new challenges.
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Fig. 1. FD-RAN Architecture

As depicted in Fig. 1, the FD-RAN framework results in
an increased number of BSs serving the same user simultane-
ously, necessitating close collaboration among multiple BSs.
Nevertheless, these BSs are situated externally, and with the
complete decoupling of traditional BSs, their communication
functions become dispersed and lose proximity to the core
network (CN). External attackers could target or compromise
these decoupled BSs, which poses a significant threat to the
security of user data transmission and waste communication
network resources. To address this and ensure the security of
FD-RAN multi-BS cooperation, it is imperative to establish an
efficient identification trust mechanism among the UBS, DBS,
CBS, and the CN. This mechanism is crucial for safeguarding
the security and integrity of the FD-RAN architecture.

Moreover, since its incredibility, simplex communication,
and constrained computing capabilities, assistance from the
CBS and the control plane becomes imperative when users
access the data BS. This inherent challenge renders the existing
fifth-generation (5G) mobile communication technology au-
thentication and key agreement (AKA) [2] proposed by the 3rd
generation partnership project (3GPP) group ill-suited for FD-
RAN. Attempting to establish a multi-party trust relationship
with 5G AKA would result in unsustainable authentication
costs and if exploited by an attacker, could lead to distributed
denial of service (DDoS) attacks. Consequently, FD-RAN
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demands a more suitable AKA to ensure access security. The
aforementioned mechanism must not only guarantee the safe
and efficient cooperation between multi-BS and the CN but
also ensure the security of user access to FD-RAN effectively.

To address analogous challenges, In [3], an anonymous
switching authentication scheme for vehicle exhaust based
on aggregate proxy signature technology is proposed. In [4],
a group authentication scheme is proposed based on mul-
tiple signatures and aggregate message authentication codes
(AMAC) technology. Employing the Chinese Remainder The-
orem, a fast handover authentication protocol (FHAP) is intro-
duced in [5]. The access authentication protocol proposed in
[6] is mainly used to solve the problem of user anonymity and
traceability. A lightweight group key negotiation mechanism
using secret value sharing technology is proposed in [7] to
enhance handover authentication. In [8], a comprehensive
network roaming scheme is presented, spanning from 3GPP
to worldwide interoperability for microwave access (WiMAX).
This scheme encompasses handover authentication and secure
channel establishment, accounting for the transition between
different types of access points within the long term evolu-
tion (LTE) network. Two fixed-track handover authentication
schemes tailored for group user handovers are proposed in [9],
particularly applicable to fixed lines such as high-speed rail.

Although the above solutions contribute to security and
authentication efficiency, they are not well suitable for FD-
RAN multi-BS collaboration architecture, and therefore can
not satisfy the security needs in FD-RAN.

In this paper, we employ a group key negotiation approach
to establish an AKA mechanism among data BSs, the CN,
and the user equipment (UE) in the FD-RAN architecture. The
primary contributions of this work are outlined as follows:

• Utilizing a lightweight group key negotiation mechanism
based on secret sharing technology, we construct inter-
polating polynomials for key negotiation between data
BSs and the CN, and construct interpolating binomials to
complete the FD-RAN AKA mechanism. This facilitates
efficient and secure collaboration among multiple BSs,
ensuring users’ efficient and secure access to FD-RAN.

• Throughout the FD-RAN AKA mechanism, keys are in-
dependently generated at each end, mitigating the risk of
man-in-the-middle (MitM) attacks. The implementation
of 0-RTT access authentication between UE and data BSs
reduces access overheads, enhancing both authentication
and session efficiency and preventing DDoS attacks.

• Security analysis demonstrates that the proposed mecha-
nism can resist numerous known attacks, while the formal
BAN logic verification proves the security of it. Fur-
thermore, a comprehensive analysis and comparison of
the proposed security mechanism with existing schemes
highlight that it is superior within the FD-RAN context.

The rest of this paper is organized as follows. In Section
II, we describe the system model. The proposed scheme is
explained in Section III. Security analysis and performance
evaluation are completed in Section IV and Section V respec-
tively. Finally, Section VI concludes the paper.
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Fig. 2. System Model

II. SYSTEM MODEL

This section describes the system model studied and the
security assumptions for the corresponding entity.

The system model, depicted in Fig. 2, encompasses the
following security entities: UBS, DBS, CBS, group manager
(GM), network management center (NMC), and UE.

The following is security assumptions for the system model:
• This study is carried out in the static FD-RAN scenario.
• NMC&GM: It is assumed that the NMC and GM can not

be destroyed by any opponent and are trusted. The GM
is a trusted party integrated into the NMC.

• CBS: The CBS collects messages from data BS and
forwards commands from the NMC to data BS. The CBS
is completely trusted and it forwards signaling without
error between data BS node and the NMC.

• Data BS: Data BS is untrusted, numerous, vulnerable,
and have limited computing resources. Data BS may be
impersonated by malicious adversaries, then trick other
data BSs into providing access services to illegal users.
There is no direct communication between data BSs and
GM, no RRC channel is established, and signaling trans-
mission can only be carried out through CBS forwarding.
Therefore, establishing the trust relationship between data
BSs and GM needs additional support.

• UE: The UE can be a variety of terminals with limited
computing power, untrusted, and untrust data BSs.

• In addition, it is assumed that all data BSs can be attacked
by viruses or even hijacked.

III. PROPOSED SCHEME

In this section, an AKA scheme is proposed to achieve
efficient security guarantee for FD-RAN multi-BS cooperation
access security. It is described below:

The overall FD-RAN access flow is summarized in Fig. 3.
The process of accessing FD-RAN involves three steps.

Step1 is the authentication between data BS and the CN.
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Fig. 3. FD-RAN Access Authentication Flow

Step2 is the authentication of UE accessing multi-BSs. Step3
is session key negotiation between user and data BS. For
the convenience of description, the following are built with
the UBS group as an example, which does not affect the
presentation of the scheme. Specific description is as follows:

1) Step1: First, the data BS group completes group key
negotiation with GM through CBS and obtains the key UK.

The group key negotiation scheme is shown in Fig. 2
1⃝, 2⃝, 3⃝. A group of data BSs in the same area can negotiate a

shared group key with the help of CBS. Each m members in a
group first send a set of values with randomly selected points
and shared secret value (xi, yi) to the CBS nearby it. Each
CBS then forwards the information it has collected to the GM
securely. After receiving these m values, GM first selects a
group key UK and lets f(0) = UK. Then, GM constructs
an interpolating polynomial f(x) of order M , regenerates
m points on the polynomial f(x), and returns them to each
group member. These group members obtain the group key
UK by recovering the polynomial, and use the key UK for
group communication, thus establishing the trust relationship
between the members in the group. All of them can interact
securely through the key UK.

2) Step2: When UEs access FD-RAN, UE access CBS
through the AKA mechanism first. At the same time, UE
sends an key negotiation request to GM to negotiate the access
security keys of UE and UBS.

At this stage, each legitimate UEi is also authorized by the
NMC, which acts as the group manager, sharing a secret value
(mi, ni) with the NMC. These secret values will be stored in
trusted hardware configured in the UE, and the data stored
there can not be read by adversaries. The access key between
the UEi and UBSi will be shared among the UEi and UBSi.
The process is described as follows:

• Each UEi with access needs first generates a random

number RUi
and timestamp tsui

, and then puts these data
into the configured trusted security hardware. The trusted
hardware module calculates h(mi, IDUEi , RUi , tsui) and
feeds it back to the UEi, where h() is the hash function.
Finally, UEi uses CBS as the forward relay node to send
the key negotiation request information to GM (sent by
AKA mechanism):

GKAui
req = {hi = h(mi, IDUEi , RUi , tsui),

IDUEi
, RUi

, tsui
}.

(1)

• After receiving the key negotiation request information
GKAui

req, GM first performs data source authentication
and data integrity authentication on the received data:
in this process, GM calculates h∗(mi, IDUEi , RUi , tsui)
through the locally stored mi and the received parameter
{IDUEi

, RUi
, tsui

}, and compares whether hi is equal to
the calculated h∗. For the sake of description, assume that
the UEi authentication passes. After that, GM calculates
the point (mi, ni +RUi) for the verified UEi, generates
ts, assigns the UBS group to the user UEi, derives the
UBS group key UK, obtains

TUKi = KDF (UK, IDUEi
, tsnew), (2)

and constructs binomial U(x) through two points, namely
(0, TUKi) and (mi, ni + RUi

). Next, the GM selects
point Qi

∗ on U(x) for UEi and calculates

AuthUi
= h(TUKi, IDUEi

, tsnew, RUi
, Qi

∗). (3)

Finally, GM sends the key negotiation response message
{AuthUi

, IDUEi
, tsnew, RUi

, Qi
∗} to the user UEi, and

hnew = {ENCUK(IDUEi
, tsnew), tsnew} (4)

to the corresponding UBS group. After the UBS in the
group decrypts, the key TUKi can be obtained.

• Once the response message is received, UEi first calcu-
lates the point (mi, ni+RUi

) through a trusted hardware
module. Then, UEi recovers the binomial U(x) through
the point (mi, ni + RUi) and the received point Qi

∗ to
retrieve the initial session key TUKi = U(0). The UEi

then computes

AuthUi

∗ = h(TUKi, IDUEi
, tsnew, RUi

, Qi
∗) (5)

and checks whether AuthUi

∗ is the same as the received
hash value AuthUi

. If both values are the same, UEi

believes that the initial session key is valid and accepts
it. Otherwise, UEi stops key negotiation.
Through this process, UEi and CBS complete the access
authentication, confirm the trust relationship, and gener-
ate the key KgNB to interact with CBS on the client side.
Meanwhile, the key TUKi is generated independently on
the UEi and UBSi terminals. Next, when UEi access
UBSi, UBSi and UEi can confirm each other’s identi-
ties through TUKi and completes the secure session.

The key TUKi is used to complete access authentication
and secure session between user UEi and data BS group.
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3) Step3:
• Different keys are required between UEi and different

UBSi, which is accomplished by deriving the key TUKi:

TUKi
∗ = KDF (TUKi, IDUEi

, RACi
, tsnewu

), (6)

where RACi
and tsnewu

are the new random numbers and
timestamps generated by UEi, respectively. For different
UBSi, the random number RACi is different, so the key
TUKi

∗ is different.
• UEi sends access authentication requests and session

information to UBSi at the same time:

ACreq =
{
ENCTUKi

∗(Messageu), IDUEi
,

ENCTUKi
(RACi

, tsnewu
), hUEi

= h(

TUKi
∗, IDUEi , RACi , tsnewu)

}
.

(7)

After receiving ACreq for the first time, UBSi uses the
key TUKi and IDUEi

, RACi
, tsnewu

to derive the key
TUKi

∗. By calculating

h∗ = h(TUKi
∗, IDUEi

, RACi
, tsnewu

) (8)

and comparing whether h∗ and hUEi
are the same, data

source authentication and data integrity authentication are
carried out. After the authentication is successful, UBSi

use the key TUKi
∗ to decrypt the session information

Messageu. In this way, UEi completes UBSi access
authentication and secure sessions. In this process, access
and session are performed simultaneously, and 0-RTT
access authentication is implemented.

• After receiving the ACreq information of UEi for the
first time, UBSi obtains the key TUKi

∗, and then uses
the key to conduct a secure session with UEi.

In summary, FD-RAN access security are guaranteed.

IV. SECURITY ANALYSIS

In this section, we analyze the security of the proposed
scheme and verify the scheme by the formal model BAN logic.

A. Security Analysis:

• Mutual Authentication: The proposed scheme can realize
the mutual authentication between UEi and target data
BS group. In the proposed scheme, only legitimate users
will be able to upload or download data via data BSs.
UBSi verifies UEi by checking the received TUKi

∗.
Only legitimate users verified by GM can obtain the key
TUKi, so they can choose to complete the encryption,
sending and decrypting of data by TUKi

∗ through key
derivation. In addition, UEi validates DBSi by checking
whether the received data is encrypted by TUKi or its
derived key. Because only legitimate DBSi can use UK
to decrypt hnew and get the initial session key TUKi.
Legitimate DBSi can then choose to encrypt the data by
key derivation and send it to UEi. Therefore, the scheme
can complete the mutual authentication between the user
and the target data BS group.

• Resist Eavesdropping Attacks: The information generated
by the key TUKi is encrypted by GM using the data BS
shared group key UK and encapsulated in hnew. Even if
the attacker could intercept hnew with an eavesdropping
attack, attacker would still not be able to get the key
TUKi because UK is unknown. In addition, the keys
used to protect sensitive data are not transmitted over the
communication link. Therefore, the proposed scheme can
prevent attackers from launching eavesdropping attacks to
obtain sensitive information.

• Resist Replay Attacks: Attackers always try to intercept
messages and replay them further. However, when the
timestamp value in the reply message is checked as in-
valid, attacker is still unable to successfully authenticate.
In addition, the timestamp values cannot be modified and
replaced because they are hashed to obtain key negotia-
tion information AuthUi , hnew, and so on. Therefore,
replay messages can be easily detected by checking the
validity of timestamp and key negotiation information.

• Resist Man-in-the-Middle Attack: A MitM attacker can-
not derive the initial session key TUKi by eavesdropping
on the public parameters of a wireless communication
channel. Because TUKi is derived based on key UK
after mutual authentication is successful. Therefore, it is
not feasible for an attacker to launch a MitM attack to
invade an existing connection. In addition, an attacker
cannot create the correct key negotiation request infor-
mation without a shared secret value (xi, yi) or (mi, ni).
Therefore, no one can impersonate a legitimate data BS
or a legitimate UE.

B. BAN Logical Verification:
BAN logic is a formal model [10], which is widely used to

analyze the security of authentication schemes. In this section,
BAN logic is used to provide authentication proofs. Because
the security process of UBS and DBS is the same, to simplify
the description, the security of UE accessing UBS is verified
in the following. Tab. I below describes some symbols and
logical rules used in BAN logic analysis.

TABLE I
SYMBOLS AND LOGICAL RULES

Symbole Description
P | ≡ X P trust X
P ◁ X P can see X
♯X X’s id is fresh

P | ∼ X P mentioned X
P | =⇒ X P manage X

(X,Y ) X ,Y is a part of (X ,Y )
{X}K X is encrypted by key K

P
K←→ Q P,Q communicate with the key K

Rules Formular

R1.Message meaning rule P |≡P
K←→ Q,P◁{X}K

P |≡Q|∼X

R2.Random verification rule P |≡ ♯(X),P |≡ Q| ∼ X
P |≡Q|≡X

R3.Application of jurisdiction rule P |≡ (Q|=⇒ X) ,P |≡ (Q|≡ X)
P |≡X
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1) Safety Goals: The proposed protocol should meet the
following safety goals:

• G1. UBSi| ≡ UEi
TUKi←→ UBSi

• G2. UBSi| ≡ UEi | ≡ UEi
TUKi

∗

←→ UBSi

2) Protocol Idealization: In order to facilitate derivation,
the communication message of the proposed scheme is first
converted into an idealized form, as follows:

• Message 1: UE −→ GM : Initial session key
negotiation request information:

GM ◁
{
{UEi

(mi,ni)←→ GM, IDUEi , RUi ,

tsui
}h, IDUEi

, RUi
, tsui

}
.

(9)

• Message 2: GM −→ UEi: Initial session key
negotiation response message:

UEi ◁
{
IDUEi

, RUi
, tsnew, Qi

∗, {IDUEi
, RUi

,

tsnew, Qi
∗, UEi

TUKi←→ TUKi UBSi}h
}
.

(10)

• Message 3: GM −→ UBSi: Transmission of initial
session key generation information:

UBSi ◁
{
{tsnew, IDUEi

, UBSi
TUKi←→ UEi}UK

}
(11)

• Message 4: UEi −→ UBSi: Secure Access and
Sessions:

UBSi ◁
{
IDUEi

, tsnewu
, RACi

, {IDUEi
, tsnewu

,

RACi
, UBSi

TUKi
∗

←→ UEi}TUKi
,

{Messageu}TUKi
∗
}
.

(12)

3) Safety Assumption: In order to analyze the proposed
scheme, the following assumptions are made about the initial
state of the scheme:

• A1. UEi| ≡ UEi
TUKi←→ UBSi

• A2. UEi| ≡ GM
UK←→ UBSi

• A3. UBSi| ≡ GM
UK←→ UBSi

• A4. UBSi| ≡ ♯(tsnew)

• A5. UBSi| ≡ (UEi/GM | =⇒ UEi
TUKi←→ USBi)

• A6. UEi| ≡ ♯(tsnew)
• A7. UBSi| ≡ ♯(tsnewu

)
• A8. GM | ≡ ♯(tsui)
• A9. UEi| ≡ ♯(RUi)
• A10. UBSi| ≡ ♯(RACi

)
• A.11 GM | ≡ ♯((mi, ni))

• A.12 GM | ≡ UEi
(mi,ni)←→ GM

4) BAN Logical Verification: Based on the idealized form
of the message and hypothesis, the idealized scheme is ana-
lyzed. The following is the main proof procedure:

• According to message 1, message 2 and A1, A6, A12,
applying R1, R2 yields:
S1. UEi| ≡ UBSi| ≡ UEi

TUKi←→ UBSi

• According to message 3 and A3, applying R1 yields:
S2. UBSi| ≡ GM | ∼ {IDUEi

, tsnew, UEi
TUKi←→ UBSi}

• According to S2 and A4, applying R2 yields:
S3. UBSi | ≡ GM | ≡ UEi

TUKi←→ UBSi

• According to S3 and A5, applying R3 yields:
S4. UBSi| ≡ UEi

TUKi←→ UBSi

• According to message 4 and S4, applying R1 yields:
S5. UBSi| ≡ UEi| ∼ {IDUEi

, RACi
, tsnewu

, UEi
TUKi

∗

←→
UBSi}

• According to S5 and A7, A10, applying R2 yields:
S6. UBSi| ≡ UEi| ≡ UEi

TUKi
∗

←→ UBSi

Therefore, the above logic proves the access authentication
security of the proposed scheme.

V. PERFORMANCE EVALUATION

In this section, the proposed authentication scheme will
be compared with existing schemes in terms of computing
overhead and communication overhead.

A. Computation Overhead

The cost of access authentication is defined as the time cost
of the encryption operation involved in the proposed scheme.
The time cost of using OpenSSL library for raw encryption
operations on a 13th Gen Intel(R) Core(TM) i9-13900HX 2.20
GHz processor was investigated. According to the simulation
results, the time cost of symmetric encryption/decryption
operation Tsy ≈ 0.001ms, the time cost of a one-way hash
function Th ≈ 0.019ms and the time cost of dot multiplication
operation TM = 1.082ms are obtained. Tab. II compares the
proposed authentication scheme with some existing work (
[2], [4], [7] and [9]) in terms of the computational complexity
of authentication delays. Among them, the total cost includes
the cost of accessing CBS (5G AKA), which is 18Th, and
the cost of accessing data BS for application schemes ( [2],
[4], [7] and [9]). As can be seen from Tab. II, the total time
required for authentication in the proposed scheme is less than
in the other schemes. This is because the operation used in
our scheme is efficient (such as hash function), its operation
cost is significantly less than other operations (such as dot
multiplication), and our scheme is more suitable for FD-RAN.

TABLE II
COMMUNICATION OVERHEAD

Scheme/Cost m UE n DBS Access Authtication/ms
[4] m ∗ [21Th + n ∗ (5Tm + 5Th + 2Tsy) + 4Tm]
[7] m ∗ [18Th + n ∗ (9Th + 4Tsy)]
[9] m ∗ [18Th + n ∗ 10Th]

5G AKA[2] m ∗ [18Th + n ∗ (18Th + 6Tsy)]
Ours m ∗ [18Th + n ∗ (3Th + 2Tsy)] + n ∗ (2Tsy + 2Th)

As shown in the Fig. 4: For a single UE, as the number of
data BS providing services increases, the overhead generated
during the access of each scheme is shown in Fig. 4(a). For
20 collaborative data BSs, as the number of connected UE
increases, the overhead generated during the access of each
scheme is shown in Fig. 4(b). Among them, the scheme in
reference [4] costs much more than the other four because
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(a) Multi-Data BSs Serve Single UE (b) 20 Data BSs Serve Multi-UEs

Fig. 4. Computation Overhead Comparison

of its complex operation. The remaining four schemes are
mainly implemented through one-way hashing and symmetric
encryption, which have low overhead. Among them, the
scheme proposed by us has the lowest computational cost.
As can be seen from Fig. 4, 5G AKA [2] scheme has higher
computational overhead than the other three schemes, and
in the FD-RAN multi-BS collaborative access scenario,
5G AKA [2] scheme cannot resist various attacks, such as
DDoS attacks and MitM attacks. In addition, the 5G AKA
[2] scenario does not establish a trust relationship within
the data BS group. The authentication costs of the schemes
in literature [7] and [9] are similar. In FD-RAN multi-BS
collaborative access scenario, the computing costs are higher
than our schemes. In addition, as will be analyzed next in
the communication overhead, the proposed scheme also has
a lower communication overhead in the FD-RAN. When the
number of users is larger and the number of collaborative
BSs is larger, the above advantages will be more obvious.

B. Communication Overhead

As for the communication cost, the size of the authentication
message of the proposed scheme is evaluated and compared
with some existing schemes. In order to better compare the
communication overhead with existing schemes, we calculate
the relevant parameters used in these schemes. Based on the
size of all messages, as we can see in Tab. III that the
communication overhead of the proposed scheme is lower than
that of schemes in [2], [4], [7] and [9].

TABLE III
COMMUNICATION OVERHEAD

Option Communication Overhead/bits
[4] 19456
[7] 4130
[9] 5376

5G AKA[2] 4520
Ours 3968

VI. CONCLUTION

In this paper, in the FD-RAN multi-BS cooperation sce-
nario, we propose an AKA scheme to ensure multi-BS co-

operation security and user access security. In FD-RAN, the
proliferation of data BSs, coupled with the high cost of fiber
connections and the lack of inherent trust between data BSs
and other entities, underscores the need to establish a robust
trust relationship among these components. To reduce access
costs and avoid DDoS attacks, we cannot simply use the 5G
AKA mechanism. Our scheme employs a lightweight group
key negotiation protocol based on secret value sharing and
share (xi, yi) and (mi, ni) secret value among data BSs, UE,
and the CN respectively. This process facilitates key construc-
tion and the establishment of trust relationships between each
ends. To further economize costs and ensure key security, the
access and session keys between UE and data BSs are derived
from data BS group keys. Security analysis demonstrates the
scheme’s resilience against known security attacks. Statistical
analysis underscores the cost-saving advantages and efficient
authentication capabilities inherent in the proposed scheme.
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