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Abstract—Packet loss inferring can enable a transceiver to dis-
tinguish between channel impairment and collision for transmis-
sion failures, and thus can improve the network performance by
exclusively performing rate adaptation or adjusting the medium
access parameter. Machine learning methods from literature have
shown great potential in producing models that can detect the loss
causes over various network trace, however haven’t considered
accurate data-driven loss inferring on resource-constrained devices
that cannot accommodate deep models. In this paper, we propose a
novel packet loss inferring framework that can train lightweight
models to distinguish between channel losses and collisions by
learning the data trace from both simulation and real devices.
Specifically, we first train a sophisticated teacher model based on
extensive simulation datasets, whose knowledge is then transferred
to a small student model that can be deployed on tiny device.
The simulation-reality distillation is conducted via personalized
trace from each client correspondingly, whose performance bound
is analytically guaranteed. We have implemented our method on
real testbed and show that the network access performance can be
significantly improved, especially for sudden network variations.

Index Terms—Medium access control, rate adaptation,
knowledge distillation, simulation-reality gap, loss diagnosis.

I. INTRODUCTION

ACKET loss inferring has been a long-standing challenge
for multi-user wireless access systems, which is required
to track the cause of transmission failures, i.e., either due to
insufficient channel conditions or collision caused by multi-user
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concurrent transmission [1], [2]. Wireless transceivers, e.g.,
IEEE 802.11 distributed coordination function (DCF) based
WiFi interfaces, can benefit from such tracking and funda-
mentally improve the link performance, especially in dense or
mobile conditions, such as airport, meeting room, vehicular
communication, etc., where frequent signal blocking or intensive
collisions could cause extremely low medium access control
(MAC) efficiency and degraded throughput performance [3], [4].
That is because, for contention based distributed wireless access
systems, e.g., Wireless PAN, WiFi, etc., the transceivers can
only determine if the transmission is successful by checking the
feedback ACK frame, while cannot infer the packet loss cause
if no ACK is received. For example, a WiFi transceiver would
simultaneously double the back-off window and apply degraded
modulation and coding scheme (MCS) upon packet loss, leading
to even more crowded channel and thus excessive time for
the following re-transmission, which can further degrade the
network performance.

Existing literature has intensively investigated the loss infer-
ring to differentiate the collision from channel loss, e.g., to
improve the rate adaptation [5], [6], [7], [8], or to optimize
the random access parameters [9], [10]. Methodologies include
protocol re-design, signal monitoring and transmission statistics
collection, etc. For example, Sen et al. propose to add an extra
function to notify the transmitter of the collision happened
during the transmission process [11], [12], [13] propose to
monitor the trend of the signal strength to infer the loss from
channel cause, and [14] observe the statistical error patterns,
e.g., error rate and bit-level or symbol level error distribution
to differentiate the collision from channel loss. However, there
schemes often require non-trivial efforts to revise the protocol,
or suffer from low loss inferring accuracy with large delays due
to inaccurate channel tracking or outdated statistical results [15],
and thus are not always effective in practice.

As a solution, machine learning (ML) paradigms are applied
to infer the packet loss from various network traces in a model-
free way. Hermans et al. propose a support vector machine
(SVM) based classifier to classify the interference via mining
the corrupted packets [16]. Yi et al. utilize a deep neural network
to successfully infer loss from different interference source for
wireless sensor networks [17]. Chen et al. also employ a neural
network to distinguish between wireless and congestion loss to
improve the link management [18]. Compared with traditional
model-based methods that explicitly construct packet infer-
ring functions following the protocol standards [19], ML-based
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Fig. 1. Visualizations produced by t-SNE from the MAC parameters time
series data. (Reducing the high dimension data to two-dimensional vectors)
(a) There are difference between simulation data and real testbed. Different
testbed also have gaps with each other. (b) Simulation data are shifted when
users merge, i.e., we can draw a boundary between the collision and normal
points.

methods can infer the network status based on the transmission
traces, e.g., collected from network stack log, etc., and thus are
easier to implement and can be generalized to practical scenarios
[14], [20].

However, there remains crucial challenges to implement the
ML methods for loss inferring. First, an accurate model often re-
quires large training datasets, which need non-negligible efforts
to collect from real network systems. Besides, deep model in-
ference can consume significant computing power that are often
beyond the capacity of most tiny Internet of things (IoT) devices
for packet-level loss inferring. To save the efforts for building
the training datasets, some learning-based solutions utilize the
simulation trace for model training [21], [22]. Nonetheless, it
is pointed out that there may be non-negligible gap between
the simulation trace and the reality, which would compromise
the performance when applying the simulation-trained model
to real hardware [23]. In our preliminary experiment results
that shown in Fig. 1(a), such simulation-reality gap can also
be observed from the visualization produced from the time
series of the back-off window during the node merge event (i.e.,
significant collisions would happen) [24]. Fig. 1(a) also show
that the gaps among different transceivers cannot be neglected,
which may come from their diverse external environments and
internal network stack executive conditions, e.g., clock shift,
catching effect. So simply training a neural network for all
network devices cannot always well infer the loss for different
clients.

In this paper, we present a brand-new ML design to achieve
fast packet loss inferring that can accurately distinguish between
collision and channel impairment for classical multi-user wire-
less access scenario where carrier-sense multiple access with
collision avoidance (CSMA/CA) scheme is employed. We iden-
tify two key scenarios where accurate loss inferring is crucial to
the network performance, i.e., sudden channel deterioration and
massive users merge,' which can avoid unnecessary back-off
waiting time and conservative rate selection upon transmission
failures. Specifically, we generate the network traces from the
multi-access simulation of the protocol to train a sophisticated

'Such as connected vehicles arrive simultaneously at road intersection, or
massive unmanned aerial vehicles merge.
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teacher model, whose knowledge is distilled to a small model
for each user based on a small set of the personalized trace
from corresponding devices. We have theoretically shown the
distillation efficiency from simulation to reality and implement
the proposed method on real devices. Experimental results show
that the student model can support effective loss inferring on
real hardware and significant performance improvement can be
achieved.

The contribution of the paper can be summarized as follows.

e we propose a novel ML based loss inferring framework to
train effective model from both simulation and real data.

® We design a two-phase training method that can transfer the
knowledge from the protocol simulation to the real devices
so that a lightweight neural model can support accurate loss
inferring on resource-constrained devices.

e We theoretically analyze the distillation efficiency from
simulation to reality regarding different sizes of the distil-
lation dataset.

® We have implemented our method on real devices, which
experimentally show that the proposed methods can sig-
nificantly improve the network performance, especially for
sudden channel deterioration and users merge cases.

The remainder of the paper is organized as follows. In
Section II we present the related works to this paper. Section
IIT shows the detailed design of the proposed framework. We
provide our theoretical analysis about the simulation-reality
distillation in Section IV, and show the performance evaluation
in Section V. And finally Section VI concludes the paper.

II. RELATED WORK

Loss inferring aims to differentiate the cause of packet drop
between channel impairment and collision. In this section, we
introduce the related works regarding the medium access and
rate adaptation (RA) schemes that can benefits a lot from loss
inferring, and then we also introduce related machine learning
schemes for MAC and RA.

A. CSMA/CA Protocol and Rate Adaptation

The CSMA/CA MAC scheme has been widely applied in pop-
ular IoT network protocols, e.g., IEEE 802.11, IEEE 802.15.4.
The main principal is that before send the packet to air, each user
should listen to the channel status and would perform back-off
process, i.e., maintain a back-off counter which decreases only
if the channel is idle, only when the packet would be sent. If a
transmission fails, the back-off window would be increased to
alleviate the channel load and thus the collision probability [25].

RA is to determine the MCS level according to the channel
status. Unlike cellular networks that employ dedicated control
channels to track the channel status and set the MCS correspond-
ingly, WiFi or WPAN rely on the statistical transmission results
(e.g., Auto Rate Fallback [26]) or channel probing (e.g., Minstrel
[27]) to determine the MCS level for the egress packets.

The back-off adjustment and MCS selection should be con-
ducted according to different packet loss causes as they are de-
signed for collision alleviation and channel adaptation purposes
respectively. Accurate loss inferring can avoid unnecessary
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oversize back-off size or unneeded conservative MCS selection
comparing with current program running on most IoT devices,
which would by default conduct MAC and MCS adjustment
simultaneously.

Existing literature and experiments have well shown that
in static or quasi-static conditions, current RA schemes, e.g.,
Minstrel, can well track the slow channel variations and thus
minimize the channel loss, and thus most packet loss can be
approximately attributed to collision [27]. However, in highly
dynamic conditions where sudden users merge or signal atten-
uation, e.g., vehicles merge at intersection, it iS necessary to
identify the loss cause and perform the right operation corre-
spondingly.

B. Loss Inferring for Rate Adaptation (RA)

It is shown that inaccurate channel estimation can cause sig-
nificant throughput loss [28]. [29] show that differentiate the loss
can greatly improve the network access efficiency. [5] proposes
to examine the loss pattern in preambles to resolve the concurrent
transmission, and thus improve the RA accuracy. [6] employ
the TXOP function in IEEE 802.11e to distinguish collision
from channel noise, and thus optimize the rate selection. [7], [8]
leverage the RTS/CTS probing to identify the collision. Zhou
et al. propose to infer the collision types by examining the
channel idle time status and the active neighbors [30]. Pang et al.
propose to verify the loss reason by checking if the packet header
can be successfully received, which can indicate if collision
happened and thus optimize the rate selection for next packets
[31]. Pefkianakis et al. investigated the ‘loss pattern’ from the
frame aggregation and BlockACK, and infer if it is caused by
collision which is then used to improve the performance of
the RA [32]. [33] utilized the relationship between noisy error
and subsequent fragments packet loss and distinguish it from
collision. These methods require explicit network modelling or
protocol knowledge to construct the loss inferring function, and
haven’t considered the gap between protocol implementation
and device discrepancies.

C. Machine Learning for MAC

To coordinate the transmission for multiple users, reinforce-
ment learning (RL) has been applied to maximize the network
access performance. [34] propose to employ Multi-Agent RL to
guide the channel access for WiFi users. Kumar et al. propose
to apply the deep Q-learning to adaptively adjust the contention
window to improve the MAC performance [35].Bayat- Yeganeh
et al. train multi-state RL agents to track the optimal probability
of transmission for P-persistent CSMA networks [36]. However,
existing works have attributed the packet loss to the simulta-
neously transmission collision only, and have yet considered
the channel error. In this paper, we use the recent network
logging data to infer the packet loss for CSMA networks. It
is also possible to apply the mechanism to other multi-user
access networks, e.g., TDMA networks, where there also exist
transmission conflicts. Identifying the conflicts from channel
error can help to avoid unnecessary time slot adjustment or rate
degradation, and can achieve the network performance following
the same principle of the paper.
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Fig. 2. System Model: multiple user with CSMA/CA scheme for AP access.

D. Machine Learning for RA

ML enabled methods are extensively applied in RA and MAC
by conducting model-free design, i.e., conduct neural network
training and inference based on network trace without prior
network protocol knowledge. Chen et al. apply the reinforcement
learning to capture the channel condition online and adjust the
rate selection for IEEE 802.11ac devices. [37]. Xu et al. propose
to map the signal strength time series to the future channel
status, which can optimize the rate selection for vehicle users
[38]. [39] utilizes neural networks to predict the throughput
of different rate options for optimal WiFi MCS selection. [40]
experimentally shows that machine learning methods can help to
find a suitable MCS for IEEE 802.1 1¢ even in mobile conditions.

E. Simulation-Reality Gap

Accurate loss inferring should consider both the protocol
specification and the actual discrepancies of actual devices.
Current ML methods for smart networking are often based
on simulated datasets [41], [42], and have yet to consider the
simulation-reality discrepancy, which is also shown in Fig. 1(b)
in our case. [43] utilize both the simulation trace and real-world
test to optimize the learning-based network configuration. [23]
consider to apply the teacher-student learning to adapt the sim-
ulation knowledge to reality, which has inspired us to transfer
the protocol knowledge to the real device.

III. FAST PACKET LOSS INFERRING DESIGN

Our objective is to train a neural model that can accurately
infer the loss cause while restrict the computing power for each
inference. We first train a teacher model using the abundant
simulated trace, and then for each user, conduct knowledge
distillation between the teacher model to a student model using
a few real traces collected from corresponding device.

A. System Model

We consider a time-slotted multi-user wireless access system,
where N clients follow the CSMA/CA protocol to compete for
the channel resource for transmitting data packets to an access
point (AP). As shown in Fig. 2(a) dedicated loss inferring thread
read the time series sampling from MAC layer parameters, of
length L. When a data packet is scheduled for transmission,
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the transceiver should determine the back-off size and the MCS
level before it is sent to air. For simplicity, we consider the basic
IEEE 802.11 DCF [25] and the original ARF scheme [26] for
the MAC and RA protocols respectively on a real device to show
the performance gain from accurate loss inferring.

The loss inferring thread collects L samplings of the network
stack parameters at recent L time slots when there is a packet loss
(ACK timeout), including back-off, send and ACK status at each
time slot, and concatenate into a vector (a data sample) v;. The
purpose is to train model w so that the classifier hy () : © — y
can map v; to the loss cause, i.e., y = (y1,y2), y1 indicates
channel impairment and y5 indicates concurrent collision.

Client devices run the original CSMA/CA and RA schemes.
When an ACK timeouts and re-transmission is scheduled. We
consider the saturated case and no limits for the re-transmission
tries. The classifier results will be used to control the correspond-
ing MAC and RA components. For channel loss, only the RA
parameters would be updated and the back-off window would
stay unchanged. For collision loss, user will not change the MCS
level and only increase the back-off window size.

We examine the effectiveness of loss inferring by examining
two typical scenarios, users merge and sudden channel dete-
rioration. In users merge case, a set of new users will join in
the channel competition, which will significantly increase the
collision probability; in sudden channel deterioration case, the
number of users remains does not change and the channel gain is
manually reduced for some users, which means that their packets
will likely be dropped for too aggressive MCS selection before
the RA could react and adjust to proper level.

B. Data Collection

According to CSMA/CA protocol, when a data packet is
scheduled for transmission and then the back-off counter is
initialized, if the channel is sensed busy, the counter will be
frozen until when the channel become idle. Thus the channel
variation trend can be indicated by monitoring the back-off status
of the device by a series of Boolean variable b at each time
slot, i.e., b = 1 indicates that back-off counter is non-zero while
b = 0 means that back-off counter is zero. If a data packet is
under transmission, then b is set to 0. The historical back-off
status can show the channel crowdedness variations and thus
can reflect the trend of the collision probability.

For previous transmission attempts, their starting moments
show that the channel has been idle at least for DIFS duration,
which can also reflect the level of channel competition. If the
transmission is successful, then the moment when receiving the
ACK frame can show there is no collision in this transmission
duration. The send and ACK status can also be represented by
Boolean variables, i.e., s = [0, 1] indicates there is a transmis-
sion starts at this time slot while a = [0, 1] indicates there is an
ACK received at this time slot.

The time slot for the MAC scheme is denoted by o. Assume
that at time ¢, an ACK frame timeouts. Then we sample NV values
at time moments [t — (N — 1)o,t — (N — 2)o...,t — 1, 1] for
all the above-mentioned indicators, i.e., the back-off status, the
transmission starting and ACK receiving status. Then these
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Fig. 3. Teacher-Student distillation for adapting simulation to reality.

time series data are pre-processed to a status vector v, i.e.,
fist compress by summing up the consecutive K data and then
concatenate them to v.

We have created users merge event in simulation environment
where five clients are competing the channel to access to an
AP and another five clients suddenly join in the channel access
competition. We have collected these three indicators series and
the visualization is shown in Fig. 1(b). We can observe that
there exists clear boundary between normal time and the merge
moment, which show potential that training a neural model can
also differentiate the collision-caused loss.

Except for the simulation trace, we also conduce the users
merge and channel deteriorate test on our testbed and collect the
trace with corresponding labels, i.e., approximately attribute the
packet loss to collision for merge case and to channel loss for
the latter. Fig. 1(a) shows data trace from different testbeds are
different, and thus when training the student models for different
clients, we use corresponding testbed trace from that client.

C. Simulation-Testbed Knowledge Distillation

Deep model with more layers that trained over large datasets
often can provide higher accuracy. However, IoT devices are
often restrained in computing resource and memory space, and
has difficulties in accommodate sophisticated models. In quick
variation conditions like users merge or sudden channel dete-
rioration, frequent packet loss may happen and corresponding
model inference can consume significant computing power and
cause excessive inference delay and outdated results. Besides,
it it time-consuming to collect the trace from real devices,
especially the labelling process.

To achieve accurate loss inferring over tiny IoT devices,
we design a teacher-student knowledge distillation method that
can transfer the knowledge from abundant simulation data to
real devices with limited ground truth trace. The framework is
shown in Fig. 3. The datasets from simulation and the testbed
are denoted by D, and D, respectively. We use a relatively
large model with parameters w to capture the priors from the
simulation model, and then perform knowledge distillation from
the simulation model to the testbed model w,. The goal of the
simulation model training is to learn parameters that minimize
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the following loss over D:
min L(w,) := — ED ylog(hw, (). (H
W xeDg

For the testbed model training, the loss function we optimize
over D; is determined by D,’s loss, distillation loss £4;s and the
domain consistence loss Lg.:

E(Wt) =L+ alys + 5£dc- (2)

The testbed model classification loss £; is to learn from the real
trace and defined as

Ly =— E ylog(hw,(z)), (3)

zeD,

where y is the label from users merge and channel deterioration
experiments and h, () is the inference result of the testbed
model.

The distillation loss Lg; is set to

Ed’is =—E qug(hWt (.T))7 (4)
z€Dy

where ¢ is the softmax probability from the simulation model
over the testbed trace:

exp(me)
= —m 5
=T () ©)

JEly1,y2]
T is the distillation temperature [23] to generate soft probability
from the output of the simulation model, i.e., m;, whereby the
simulation knowledge can be transfer to the testbed model.
The domain consistence loss L4, is defined as

Lac = ||xg)sth (xs) — xg%thws (@) (6)

It is to regulate the simulation and the testbed datasets in a latent
embedding space by minimizing their distribution difference.

The detailed training procedure is shown in Algorithm 1,
which has two phases. In the first phase, the simulation model
wy 1s trained only on the simulation datasets D;. In the second
phase, the testbed model w; is trained with the loss function
in (2) based on the testbed datasets D; under the guidance
of the simulation model. Following the above proceed, the
knowledge from massive simulation trace can be transferred to
the limited-size testbed model.

IV. SIMULATION-REALITY DISTILLATION ANALYSIS

We assume that the simulation and testbed models can be
approximated as linear classifiers [44], [45]. We analytically
investigate the efficiency of the proposed simulation-reality
knowledge transfer between the simulation (teacher) and the
reality (student). From the analytical results, we can summarize
the relationship between the size of the testbed trace and the
performance of testbed model.

We establish the theory for the error bound of distillation on
classifiers h € H whichis defined by h(x) = 1{wTx > 0} with
parameters w on any data sample x € R?, where H is the set of
all classifiers. We denote D, the distribution of the simulation
dataset on which the teacher linear classifier hy, € H is learned
with parameters w,., and D, the distribution of the testbed dataset

IEEE TRANSACTIONS ON MOBILE COMPUTING, VOL. 23, NO. 5, MAY 2024

Algorithm 1: Simulation-Testbed Distillation.

1: Initialize w;, w, to random values
2: Set Batch size = 64;

Phase 1 - Simulation Model

3: procedure Simulation Networkw,
4: for all mini batches in D, do
5: Pick mini batch ¢ Dy ;
Compute loss £L(w)
Update network model with mini batch ¢
end for

6
7
8:
9: end procedure

Phase 2 - Testbed Model

10: procedure Knowledge Distillationws — wy
11: for All Testbed in B do

12: Pick Testbed b

13: for all mini batches in D, ;, D, do

14: Pick mini batch i D, 4, j Dy p ;

15: if Teacher Network then

16: Gsoft,j<— soft targets for mini batch j
17: Cdis — 7x£ED Qsoft,j log(hwt (]))
18: end if '

19: if Student Network then

20: Ly + fxiEDtylog(hws )

21 Lic HxlED hw, (i) — XEEDthws Gl
22: loss = Ly + aLlgis + BL4c

23: Update testbed model with mini batch j
24 end if

25: end for

26: end for

27: end procedure

with n samples on which the student linear classifier hy € H is
learned. Besides, our theory relies on the following reverse cdf
function:

w x|

o —1
p@}%QFSQMWX)Zﬂ’ @

for any 0€[0,7/2]. We use dyay to measure the domain
discrepancy between two distributions. By denoting £ (h) the
risk of classifier ~ on the data distribution D, we define A =
Lp,(h.) + Lp, (h.) with h, = argmin, ey Lp. (h) + Lp, (k)
corresponding to idea joint classifier that minimizes the com-
bined error. Besides, our theorems are built on the following
existing theorems.

Proposition 1: (Theorem 1, Ben et al. [46]). Considering the
distributions D, and Dy, for every h € H and any o € (0,1),
with probability at least 1 — o (over the choice of the samples),
there exists

1
Lp,(h) < Lp,(h) + §dHAH(Ds, Dy) + A, (8
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where A= Lp, (h)+ Lp,(h)
hy = = arg minhe?—lﬁD ( ) + ‘CDt( )

Proposition 2: (Theorem 3, Mary etal. [47]). For any training
set D = {x; € R%i =1,...,n} sampled from the distribution
D, let h(x) = 1{wx > 0} be the linear classifier learned by
distillation from the teacher h with weight vector w,. Then,
when n > d, it holds that

Ep.p[R(D)] = 0. ©
For n < d, it holds for any 8 € [0, w/2] that
Ep.p[R(R)] < p(B) +p(n/2 = B)",

where R(h) = Pyp|h(x) # h(x)] denotes the probability of
student h predicting differently from teacher h.

Now, we have the following theory for the error bound of the
ht distilled on the empirical dataset Dt

Theorem I: By distilling from the simulation classifier /5 on
any testbed dataset Dt € R¥*"_the error of student classifier ht
on the empirical distribution D; is bounded:

with

(10)

Lp,(h) <Lp,(h )+%dHAH(DS,Dt)+A, (11
when n > d, and
£0,(he) < £p, () + 5usn(Ds, Dy)
+A+p(B) +p(r/2-B)", (12)

for every 5 € [0, 7/2], when n < d.

Proof: We start from the relationship of error between the
classifier on the distribution of the simulation dataset and that
of the testbed dataset. According to Proposition 1, with defining

€ H as the learned classifier on the distribution of testbed
dataset D;, we have

1
Lp,(h) < Lp,(hs)+ idHAH(Dsa Dy)+x. (13)

Next, we present the error bound of the distillation. According
to Proposition 2, we can obtain the relationship of the error bound
between th and h; as distilled on testbed dataset f)t consisting
of n samples with d dimensions on each sample. Specifically,
when n > d, it holds that

Lp,(he)=Lp, (he). (14)
For n < d, it holds for any 3 € [0, 7/2] that
Lp,(he) < Lp,(he) + & +p(B) +p(x/2~ B)". (15

Considering (14) and (15) with (13) together yields the
theorem. |

Remark 1: The size of testbed dataset is of great importance
to the error of learned classifier. The error decreases with the
growing of the size of testbed dataset. Nevertheless, the error
keeps unchanged after the size of testbed dataset exceeding a
certain value.

Remark 2: The domain discrepancy between the distribution
of simulation dataset and testbed dataset is positively related to
the distillation error. The error decreases with the reducing of
the domain discrepancy, and vice versa.
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Furthermore, we compare the error between the classifier
obtained by distillation and the original classifier trained on
testbed dataset only, to present when to adopt the distillation.
By defining the hj, € H as the original classifier obtained by
only training on testbed dataset, we have the following theorem.

Theorem 2: Assuming that the size of simulation dataset is in-
finite and the capacity of teacher classifier is strong enough, i.e.,
Lp.(h.) = Lp,(h,) = 0, the error of classifier h; obtained by
distillation on the empirical distribution D; is smaller than A
with probability at least 1 — o for any o € (0, 1). Spec1ﬁcally,
Lp,(hi) < Lp, (hp,) holds when

[2log2
dHAH(stDt) §2£ﬁt(hbt)+ nga (16)

for n > d, and

Sdua(Ds, D)+ p(B) + pl/2 — B)"

logg
2n

forn < d with any g € [0, 7/2].

Proof: By the definition of classifier, we know that h(x) €
[0, 1]. Our proof for the error bound of classifier i p, trained only
on testbed dataset is based on Hoeffding inequality. Specifically,
considering n independent variables u; € [a;, b;], i =1,...,n,
with the average u = %L >, u;, then the Hoeffding inequality
holds P(ju — Eu| > €) < 2exp(— ﬁﬁ) forany e > 0.

Accordingly, we can bound the error of classifier hp
only on testbed dataset:

<Ly, (hp,) + (17

trained

P (\th(hf,t) —Lp (hp)| > e) < 2exp(—2n€?), (18)

with the probability at least 1 — 0. Re-organizing (18) obtains
log2

EDt(th) Sﬁﬁt(hﬁt)—i_ 42an. (19)

Similarly, denoting by D, the empirical distribution of simu-
lation dataset on which the teacher model A, is trained, then

llogg
‘CDS (hs) < ‘Cﬁs (hs) + %7

where m is the size of the simulation dataset. Considering that
the capacity of h is strong enough to enable L5, (hs) ~ 0, and

log% ~ 0
om

(20)

the size of simulation dataset is infinite to enable

we have
Lp,(h (2D

<) can be obtained, i.e.,

A= 0.

s) =~ 0.

Since A = Lp,(
Lp,(h

), the similar derivation as

(22)

when the size of simulation dataset is infinite and the capacity
of teacher model is strong enough.
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Now, joint considering (19), (21), (22), and (11) in Theorem 1
together derives the (16) in Theorem 2. Putting (19), (21), (22),
and (12) in Theorem 1 together obtains the (17) in Theorem 2.1l

From the above analysis, we can conclude from Theorem 2
that the distilled testbed model can theoretically approach to the
performance of the simulation model when the size of simulation
dataset is large and the capacity of teacher model is strong.
Normally, these two conditions can be satisfied in our framework
since the simulation dataset can be generated from the protocol
standard, i.e., can have as much as we want. The simulation
model is not deployed on device and thus its size is not restricted.
So we can infer that the dominant factor to affect the testbed
model performance is the discrepancy between the distribution
of the simulation dataset and the testbed dataset. Besides, from
(11)—(12), we can learn that the accuracy of the testbed model
will increase with the testbed trace until the testbed trace size
reaches certain threshold, i.e., be bounded. Such conclusion is
also demonstrated in our experiments in next Section. Thus we
not only use the personalized testbed trace from corresponding
clients, we also employ different size of the datasets used for
distillation, i.e., depends on when the loss of the testbed model
achieves the threshold.

V. PERFORMANCE EVALUATION

We conduct experimental evaluation of the proposed frame-
work in real devices. First, we implement the IEEE 802.11
DCF MAC scheme in both simulation and testbed to generate
corresponding traces. For the simulation model, we use the
ResNet34, and for the testbed we use a multi-layer classifier with
two hidden layers that can cost 2 ms for one model inference
operation at Raspberry Pi 4B. Each testbed model is trained
following Algorithm 1 and deployed to test the loss inferring
performance.

A. Trace collection

It is straightforward to have both the data and corresponding
labels from the simulation environment as the collision and
channel loss can be artificially generated. For the testbed, it is
not practical to generate pure collision or channel loss events
and label the corresponding data, so we create the users merge
and channel deterioration events, where the dominant reason
for packet loss is the inter-user collision and channel loss re-
spectively. The data we use in this paper can be obtained from
network driver program of most devices. In the experiment, we
set N to 100, i.e., 100 historical samples for the backoff status
b, ACK status s and the transmission starting moments, and fed
to the machine learning models.

B. Network Implementation

We use an wireless transceiver module nRF24L01 working
in 2.4 GHz unlicensed frequency with three MCS levels (250
kbps/1 Mbps/2 Mbps). The entire MAC and ARF protocols

2E.g., the back-off parameter can be obtained from the ‘back-off timer
Counter’ from the WiFi driver in Linux kernel.
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(a) nRF24L01 module driven by Raspberry (b) Multi-testbed MAC test
Pi

Fig. 4. Testbed: nRF24L01 driven by Raspberry Pi.
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Fig. 5. Model accuracy during training.

are implemented using the transceiver interface that run on
Raspberry Pi 4B, as shown in Fig. 4.

For multi-testbed test, all client nodes compete the 2.4 GHz
channel send uplink packets to an AP node. All Raspberry Pi
systems are connected to a logging script on a computer via
the 5 GHz WiFi through a NETGEAR router rax200. We use
Pytorch to train the models, which is also installed on Raspberry
Pi to perform the model inference. We implement the network
protocols (MAC and RA) in python so that we can directly apply
the inference results to control the access behavior.

C. Experiment Results

To evaluate the loss inference results and eliminate other
factors, we let the testbed follow the basic IEEE 802.11 DCF
without RTS/CTS scheme and the ARF rate selection scheme
when boot up. For any packet drop, if the loss cause is collision,
then the rate selection for the next transmission attempt will not
change; if it is channel loss, then the back-off window for next
attempt will keep the same as the previous value. We show that
such simple scheme can effectively improve the throughput and
reduce the transmission latency for each packet.

1) Testbed Model Accuracy: During the training phase, we
measure the accuracy of a simulation model trained on sim-
ulation trace (in Fig. 5(a)), a testbed model trained solely on
testbed trace and trained by distillation (in Fig. 5(b)). It can
be observed that the testbed model accuracy can be greatly
improved by distillation than just training over testbed trace,
which show that the knowledge from large simulation trace can
be effectively transferred to small testbed models that consume
limited inference time, which is critical for resource constrained
devices.
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Fig. 5(c) shows the relationship between a testbed model
accuracy and the size of the testbed trace used for the distillation.
The accuracy will first increase to a certain value and then stop
rising, which is consistent with the conclusion in Section IV and
motivates us to determine the proper size of testbed trace.

2) Network Performance Metric: The distillation-trained
testbed models over corresponding personalized testbed datasets
are deployed on them respectively. We have measured the net-
work performance for two typical scenarios, i.e., users merge
and channel deterioration to verify how the access performance
can be improved by loss inferring. Figs. 6 and 7 show the network
throughput in a time duration when users merge happens at
different network scales. It can be observed that during both
static period or users merge moments, the distilled testbed model
can always outperform than the default standard (CSMA + ARF)
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that has no loss inferring guidance for the network access. Be-
sides, large distillation datasets from reality can bring significant
performance gain by comparing high (15 k samples), medium
(10 k samples) and small (5 k samples) amounts of testbed trace
data. In addition, we observe that the loss inferring results from
our method can help the device to quickly adapt to the new
contention condition after users merge event.

Fig. 8 shows the throughput performance when there is a
channel deterioration event where the signal strength between
each client and the AP is manually turned down at a certain
moment. We can have similar observation that the loss inferring
can improve the network performance during and after the
sudden channel deterioration event by detecting the cause of
the packet dropping.

Fig. 10 shows that our method scale well over different num-
bers of clients in the experiment duration (10 minutes) at static
conditions where no manual events are conducted. The aggre-
gated throughput of the whole network can be improved in both
strong and weak signal-to-noise ratio (SNR) conditions. It is
observed that higher performance gain can be achieved for more
clients, showing the importance of the loss inferring as there are
much more collisions for large size network, and thus are useful
for future massive IoT network access.
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TABLE I
THROUGHPUT - ABLATION EXPERIMENT

3 6 9 12
Our Method 1642 1527 1486 14.66
CSMA + ARF 16.02 1470 14.08 13.86
Simulation Data Only 1640 15.16 1457 1432
Testbed Data Only 16.02 1493 1426 14.08
Classification Loss Only | 16.18  15.05 14.28 14.10

We also record the sizes of the back-off windows in users
merge event duration. It can be shown in Fig.9 that for a
collision-dominant scenario, our method can significantly re-
duce the back-off window size, i.e., avoiding unnecessary back-
off and shortening the waiting time for egress packets and thus
improve the throughput.

3) Ablation study: We have conducted the ablation study by
comparing the overall network throughput of different configu-
rations, as listed in Table 1.
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VI. CONCLUSION

In this article, we have proposed a novel loss inferring frame-
work that can transfer the knowledge learned from network sim-
ulation to real testbed via a teacher-student distillation method
to diagnose the packet loss cause. We have analyzed the effec-
tiveness of such simulation-to-reality knowledge distillation and
tailored personalized training for different clients based on their
own practical trace. We have implement the proposed method
on real devices, which show that the network performance can
be significantly improved by explicitly guiding the MAC and
RA process from accurate loss inferring.
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