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ABSTRACT

Web 3.0 promises a more decentralized and
valuable Internet by allowing users to truly own
and control their data. This is in contrast to Web
2.0, where users and their generated data and traf-
fic have been centralized by several major Internet
platforms. In this article, we investigate the design
of Web 3.0 platforms through a case study. Specif-
ically, we propose a platform targeting the long-tail
market comprising customized products. To han-
dle the decentralized user demands, we realize the
concept of virtual enterprise (VE) on the platform,
such that different users can cooperate through
running specific VEs with predefined workflows,
thus greatly reducing the transaction costs. Fur-
thermore, we develop the micro-blockchain pro-
tocol, allowing users to store consistent copies
of transaction data on their own devices. Unlike
existing coin-based blockchains, micro-blockchain
does not require global consensus, hence it can
naturally scale with more concurrent transactions.
Moreover, a data-driven trust model is utilized,
so that users can evaluate their trust relationship
with others solely based on the data of their past
activities, instead of requiring the help of a central-
ized trust authority, which is usually acted by the
platform. At last, we point out the key issues on
designing general Web 3.0 applications.

INTRODUCTION

Through the decades, Internet has incubated a
variety of Web applications that greatly enrich our
life. The way that users interact with the Web has
also changed dramatically. In the so-called Web
1.0 era, a website is more of an online newspaper,
since all the contents are put on the website by its
owners. In other words, the Web is read-only to
users. The most representative websites in this era
are yahoo.com and google.com. However, the
most charming fact of Internet is that it can eas-
ily connect users at different locations. With the
development of Internet infrastructure and mobile
Internet, high-quality and ubiquitous access to the
Internet has become available for more and more
people. Then, the Web soon turns into a place
where all users can share their life, thoughts, cre-
ativity, resources, skills, etc. with others. Given the
significant difference with Web 1.0 in that users
can actively participate and contribute to the
Web, Web 2.0 is so named, and Web applications
have achieved unprecedented prosperity.

In Web 2.0, the most successful Web appli-
cations are Internet platforms, such as Facebook,
Amazon, Airbnb, Uber and YouTube. Platforms
are helpful since they greatly reduce information
asymmetry and connect service providers and
consumers with very low costs. However, plat-
forms lead to several issues [1]. One is the pro-
tection of data property right [2]. Since user data
is kept by the platform, users do not actually own
their data, even with data protection laws such
as General Data Protection Regulation (GDPR).
Hence, users are under the threat of data leakage
and data abuse. What is worse, data silos are cre-
ated, so the value of data cannot be fully explored,
and the owners of data (i.e., users) cannot bene-
fit from the value. Another issue is the over cen-
tralization of Web. Due to the inherent network
effect of platforms, only very few companies can
survive in each field. Consequently, these compa-
nies will become ever larger, and will monopolize
the market by controlling users’ traffic and data,
making them more difficult to be replaced.

In recent years, owing to the blockchain hype
[3], the idea of decentralization has been pre-
vailing. Then, Web 3.0 is conceived, aiming at
decentralizing the Web. Web 3.0 allows users
to truly own their data. As illustrated in Fig. 1, a
Web 3.0 platform differs from its Web 2.0 coun-
terpart mainly in that it does not keep user data.
In other words, user data is decoupled from the
application, and can be stored either locally on
users’ own devices or at a third-party data stor-
age service provider [4]. Platforms still solve the
information asymmetry problem, but authorization
from users is required to use the data. However,
user data generated from other platforms can also
be accessed. For users, data becomes visible, con-
trollable, traceable, and profitable. With the owner-
ship of users’ data guaranteed by Web 3.0, novel
applications can be developed, e.g., for Metaverse.

Currently, Web 3.0 applications are far from
prepared to seize the market from traditional Web
applications. It is also challenging to build a Web
3.0 platform. On the one hand, how to save the
huge amount of user data efficiently and secure-
ly outside the platform needs to be addressed.
On the other hand, without the trust authority
acted by the platform, it is difficult for users to
establish mutual trust and make transactions on
the platform. To this end, we showcase a com-
plete design of a novel Web 3.0 platform. The plat-
form focuses on crowdsourcing users with various
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abilities to manufacture customized products.
Unlike mass-produced products that have very
large demands but only a few stock keeping units

With the development of Internet infrastructure and mobile Internet, high-quality and ubiquitous

access to the Internet has become available for more and more people.

(SKUs), customized products have a large number

of SKUs, but the demand for each SKU is small.

However, the aggregate demands are large, form-

ing the so-called long-tail market, which is essen-

tially decentralized. It is difficult for a traditional
company to make profits from the long-tail market,
since without economies of scale, the costs will be
extremely high. Instead, with a platform, users with
different skills can easily form virtual enterprises

(VEs) [5] and cooperate on making customized

products. To build the Web 3.0 platform, user

activity organization, user data storage and user

mutual trust establishment are all designed in a

decentralized manner. Therefore, the studied case

is representative and our design can be general-
ized to other Web 3.0 platforms. The main contri-
butions of this article are listed below:

+ We realize the concept of VE for decen-
tralized user organization and cooperation.
We present modeling of a general VE and
design the workflow for running a VE on the
platform.

+ We develop micro-blockchain, a decen-
tralized and scalable user data storage
scheme. We design deterministic consensus
protocol and immutable data structure for
micro-blockchain.

+  We utilize a data-driven method for evaluat-
ing mutual trust between users in the decen-
tralized environment. We introduce the
transaction graph and calculate trust under
the Bayesian inference framework.

The remainder of this article is organized as
follows. In Section II, we introduce the modeling
of VE and the workflow of manufacturing a cus-
tomized product on the platform. The design of
micro-blockchain is described in Section Ill. Then,
decentralized trust calculation is presented in Sec-
tion IV. Last, Section V concludes the whole arti-
cle and discusses future directions on designing
general Web 3.0 applications.

DECENTRALIZED ORGANIZATION:
VIRTUAL ENTERPRISE

Manufacturing products usually require multiple
steps carried out by different parties. Therefore,
the users crowdsourced by the platform must

be organized for realizing efficient cooperation.
As companies are such organizations in the real
world, we resort to the concept of VE. A VE is
a temporarily established, one-time organization
for accomplishing a specific task. It can also be
regarded as a “Co., Ltd.” — company with limited
lifetime. Since the costs of establishing a VE on
the platform are very low, VE can quickly seize
the emerging opportunities. In order to let users
establish and operate VEs for different tasks easily,
we need to model a general VE first. Then, the
established VEs can operate in a decentralized
way with all participants complying with the pre-
defined workflows. Furthermore, the platform can
generate the enterprise resource planning (ERP)
systems for the VEs automatically.

A VE can be modeled as a multi-party, multi-
step transaction. Specifically, it is modeled by a
set of participants, called Roles, a set of subtasks,
called Nodes, and a set of procedures. A proce-
dure is basically a state transition from one Node to
the next, yet an execution result (success or failure)
is associated with the transition as the condition.
The procedure also specifies the Role assigned to
undertake the Node. By connecting all the Nodes
with procedures, the workflow of VE is determined.
Note that a VE is similar to a state machine, but it
can be in more than one states at the same time,
so it allows parallel execution of Nodes.

To further illustrate the model of a certain VE,
other powerful model description languages can
be used, such as behaviour tree (BT). A simple
example of a VE described by BT is given in Fig. 2.
The task of VE is to manufacture a customized
product related with an intellectual property (IP).
The first Node is Product Design and is assigned
to the Designer Role. The second and third Nodes
are Design Reviews, assigned to Factory Role and
IP Authorizer Role, respectively. These two Nodes
can be executed in parallel. If the result of either
Node is failure, then execution process returns to
the Product Design Node again. Otherwise, the
execution proceeds to the next Sample Manufac-
ture Node, and will be completed by the Factory
Role. Note that exceptions are not handled in this
example for clarity.
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FIGURE 3. Lifecycle of a VE.

Based on the above model of VE, a user can
easily create a new VE template on the platform
through a proper user interface (Ul), such as fill-
ing in a form. The user is regarded as the chief
executive officer (CEO) Role of the VE. To cre-
ate a VE template, first, CEO creates other neces-
sary Roles of the VE. Then, CEO decomposes the
whole task of VE into subtasks and creates Node
for each subtask. Each Node is assigned to a pre-
viously created Role. Also, the predecessor Node
and fallback Node should be selected when nec
essary. A Node's predecessor is where it comes
from a successful execution, and its fallback Node
is the next Node if it returns a failure result. There
are also two special Nodes: one is the Start Node,
which has no predecessor; and the other is Fin-
ish Node, which indicates the end of execution
process. With specific translation rules, the VE
template created from the above process can be
translated into the BT model, and can also be
used to generate the ERP system automatically.

The whole lifecycle of a VE can be finished
on the platform through five steps, as shown
in Fig. 3. In step 1, users share their creative
business ideas or demands, e.g., describing a
customized product that does not exist in the
current market. In step 2, based on a business

idea, a user (i.e.,, CEO) can create a VE template
as described above. In step 3, based on the VE
template, the CEO can establish a VE instance
through an open recruiting process. Specifical-
ly, CEO will list the requirement and price (pay-
ment) for each Role, and other users can apply
for the Roles. CEO will then pre-select a user
for each Role, and starts a confirmation process.
All pre-selected users can see each other during
confirmation, and a user can freely quit at this
time. If all pre-selected users confirm, then the
VE instance is established, and the users become
participants of the VE instance. In step 4, the VE
instance begins execution automatically, follow-
ing the workflow defined by the VE template. At
each Node, after finishing the subtask, the user
undertaking the corresponding Role can submit
the Node together with some proof data. If the
Node cannot be done, for example, the subtask
is Review and the work from previous Node can-
not pass the review, then the user can also reject
the Node, leading to a failure result. Finally, in
step 5, if Finish Node is submitted, then the VE
instance terminates, and the participants get
paid. However, the VE template still exists, and
CEO can update the VE template or establish a
new instance.

DECENTRALIZED DATA STORAGE: MICRO-BLOCKCHAIN

The key feature of a Web 3.0 platform is that the
platform assures users’ control and ownership
of their data. Therefore, we adopt a decentral-
ized user data storage scheme so as to let users
actually own their data by storing data on their
own devices, such as laptops and mobile phones.
For our platform, user data mainly refers to the
data generated from running a VE, and the data
property right belongs to the participants of the
VE. The decentralized data storage system should
meet the requirements of consistency and scal-
ability. Consistency guarantees that there are no
conflicts between different copies of data stored
at each user, while scalability ensures that the
performance (e.g., throughput and delay) of data
storage will not degrade dramatically when the
number of concurrent VEs on the platform is
large.

Blockchain is a well known decentralized data
storage technology. Each node stores a copy of
the whole transaction data, and the consistency
of data is guaranteed by the consensus protocol.
Blockchains are often categorized into two types,
namely public (permissionless) blockchain and
consortium (permissioned) blockchain.

In a public blockchain, all the nodes can pro-
pose a block, which can be accepted by other
nodes. Public blockchains usually face the scal-
ability problem. For example, it is well known that
the throughput of Bitcoin is about 7 transactions
per second, and the delay (confirmation time) of
a transaction is about 60 minutes, i.e., time for
generating 6 blocks. One reason is the require-
ment of global consensus, which is resource-con-
suming and inefficient. Actually, it is not necessary
for every single transaction to be processed by all
the nodes. This idea leads to layer-2 technologies,
including lightning network, side chain, sharding,
etc. Some other interesting ideas also emerged
from research. For example, Monoxide [6] par-
titions the whole network into several parallel
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chains (zones) so as to reduce the burden of each
chain. Transaction atomicity across different zones
is achieved, and Chu-ko-nu mining is designed
such that the mining power of each zone is at the
same level of the whole network, thus the security
of each zone is guaranteed. In Flow [7], the whole
workload is separated into the non-deterministic
consensus part and deterministic computation
part, which are assigned to two different node
roles, respectively. By slicing the workload with
different properties, the overall throughput can be
improved.

Another reason is the randomness of consen-
sus protocol, i.e., the proposer of a new block is
randomly determined. For example, in the proof-
of-work consensus protocol, the valid proposer
is the node that solves a math puzzle first, and
the corresponding probability is proportional to
the computing power of the node. Such random-
ness will lead to forking, a temporary inconsisten-
cy of the global state. Although forking can be
resolved later by the consensus protocol, it is a
waste of resources and will degrade the system
performance. Therefore, some research works
attempted to improve the consensus efficiency
by handling forking properly. In [8], the Conflux
blockchain utilizes a Tree-Graph structure without
discarding any forks, such that more blocks can
be used. Algorand [9] exploits a cryptographic
primitive called verifiable random function (VRF),
which can deterministically conduct a sortition
process. A block proposer as well as a set of com-
mittee nodes are selected from the sortition, thus
the probability of forks is eliminated.

Compared with public blockchains, being a
node of a consortium blockchain requires autho-
rization. Hence, consortium blockchains usually
have much fewer nodes, and can easily achieve
a higher transaction throughput. However, the
privilege for authorizing a node is usually con-
trolled by an association, leading to high node
management costs. Thus, consortium blockchains
are mainly used for long-term cooperation among
authoritative institutions or large organizations.

Inspired by the blockchain technology and its
recent advance, we propose micro-blockchain, a
lightweight decentralized mechanism tailored for
storing data owned by multiple users. The main
idea of micro-blockchain is to create an indepen-
dent micro-chain for each VE, and the nodes of
the micro-chain are the devices of users participat-
ing the VE. Besides, there will be no global chain
used for synchronizing all the micro-chains, since
there is no global state (e.g., users’ accounts)
to be maintained. Micro-blockchain is scalable
since different micro-chains can work in parallel
without conflicting with each other. Furthermore,
although the platform is public and every user can
participate in a VE freely, a micro-chain is only
authorized to its nodes, i.e., participants of the VE.
Therefore, users’ data property right is protected,
and the perimeter of each micro-chain is secured.

Same as modeling of a VE, we still treat a
VE as a multi-party, multi-step transaction. Like
other blockchains, a transaction represents a state
change of the VE. To record the change, a block
will be generated for the transaction and then
stored on the micro-chain after consensus proto-
col. In the VE model, a transaction corresponds
to a Node, and the initiator of the transaction is

Inspired by the blockchain technology and its recent advance, we propose micro-blockchain, a

lightweight decentralized mechanism tailored for storing data owned by multiple users.

the Role assigned to the Node. Transaction data
includes the proof data and execution result of
the Node, which are submitted by the Role of
Node. With each transaction recorded on micro-
chain, the whole execution process of a VE can
be easily validated.

In the following, we elaborate on the consen-
sus protocol of micro-blockchain. For each hap-
pened transaction, consensus should be reached
on deciding how it should be stored by each
user. There are two main tasks for the consen-
sus protocol, namely to store the correct data,
and to store the data on each user with consis-
tency. Hence, consensus protocol contains two
layers, namely user-level consensus, and data-level
consensus. Note that most of the existing block-
chains do not validate the correctness of stored
data. However, we believe it is necessary for our
platform to make sure that the stored data is cor-
rect, i.e., all the users consent to write the data,
before it is immutably written on the blockchain.
In order to avoid the troubles caused by forking,
we adopt a deterministic consensus strategy. Spe-
cifically, the block proposer for each transaction
can be pre-determined from the VE template. For
example, the initiator of the transaction, can be
assigned as the block proposer by default. All the
other users complying with the consensus proto-
col will approve the assignment. Although single
point failure may occur, failure of the user will also
influence execution of the VE, which is a larger
problem. In other words, since the users/Roles
are non-fungible, assigning a deterministic block
proposer will not be less secure than randomly
selecting one.

The workflow of consensus protocol is illus-
trated in Fig. 4. At the current Node, the user
undertaking the Role initiates a transaction by
broadcasting the Node execution result and proof
data to other users. The transaction is attached
with a counter, and is cryptographically signed
by the user. During the user-level consensus,
other users receive the transaction and validate
the contained proof data and signature. After
a user successfully validating the transaction, a
cryptographically signed response message with
the same data as received will be sent back.
The response message is regarded as a vote for
the transaction. Each user will collect and veri-
fy the votes from others, until all valid votes are
collected. At this time, user-level consensus is
reached, otherwise, the consensus rolls back to
the very beginning, and no data will be saved.
The data-level consensus begins after user-level
consensus. With the transaction data and all the
received votes, the pre-determined block pro-
poser generates the block and propagates it to
other users, together with a counter and signa-
ture. When receiving the block, a user successive-
ly checks the identity of the block proposer, the
validity of the block, and the validity of user-lev-
el consensus. If all the examinations pass, then
the user agrees with the block through a signed
vote and propagates it to other users. Similarly,
data-level consensus is reached when all the users
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vote for the block. At last, the block is stored on
chain and each user has a consistent copy. Since
a block is generated for each transaction, the con-
firmation of transaction is fast.

At last, we describe the data structure of
micro-blockchain, as shown in Fig. 5. We adopt
an immutable data structure, which mainly exploit
the cryptographic primitive called accumulator.
A cryptographic accumulator is efficient for set
membership tests [10], and it has been used by
other well-designed blockchains such as Libra. In
Fig. 5, an arrow indicates a hash operation from
the original data to a fixed-length result, repre-
sented by “Ox....” On the bottom, we can see that
a transaction (TX) is at least composed of the
hash of submitted proof data, result of the current
Node and a cryptographic signature. The data
itself can be stored off-chain, since the data may
contain large files such as videos, which will con-
sume a lot of storage space of the user’s device.
Besides TX, votes from the user-level consensus
are also included in the block, with each vote
containing a signature signed on the transaction
data. The TX and votes are then hashed separately
and the hash results constitute the header of the
block. The header of each block is hashed again
and is put into the accumulator. When the VE ter-
minates, the accumulator is hashed and can be
saved off-chain for indexing. In order to further

save the storage space, a user can run a light
node by only keeping the accumulators. With
micro-blockchain, each user’s data are essentially
backed up by other users, and can be recovered
easily from other users’ devices.

DECENTRALIZED TRUST: TRANSACTION GRAPH BASED
TRUST CALCULATION

Besides information asymmetry, another main
obstacle for doing business is the lack of trust.
Unfortunately, it is much harder to establish trust
between users on a Web 3.0 platform. On the
one hand, unlike a centralized Web 2.0 platform,
the decentralization characteristic of a Web 3.0
platform prohibits it from acting as a trustworthy
third-party to fill the trust gap between users. On
the other hand, the user credit score system of
Web 2.0 platforms are not applicable, since credit
scores are mainly used for quantizing the trust
that users earn from the platform. For example, a
high credit score does not necessarily mean that
another user will also trust the user for making a
transaction. In addition, for a multi-party transac-
tion, it is required that each pair of users should
have a certain level of mutual trust, thus the total
trust required is proportional to the square of the
number of users.

In a decentralized environment without a
common trust authority, trust can only be estab-
lished by either direct contact or transitivity
on social networks [11]. To this end, we intro-
duce a data-driven decentralized trust model
for our platform, based on the work by Jgsang
et al. [12]. With the model, a trust value can
be calculated for two arbitrary users, no mat-
ter whether they have made any transactions
before. The calculation is solely based on the
past activities of users, i.e., the transaction data
stored on users’ devices. Then, a user can quan-
titatively evaluate the trust with other poten-
tial participants of the VE, and thereby decide
whether to join the VE.

In order to find all the potential connections
between two users, an undirected transaction
graph (TG) is generated based on all the fin-
ished VEs on the platform. A user is a vertex in
TG, and an edge indicates that the pair of users
have cooperated in at least one VE before. We
adopt Bayesian inference to calculate the trust
value of two neighbor users. In general, Bayes-
ian inference can update the posterior probability
of an event based on the historical observations
on the event. We use a binomial event to model
a VE, which can either be successfully ended or
abnormally terminated. After the ending of each
VE incorporating the two users, an observation
will be obtained, and it is represented by a 2D
vector taking the following values: [1,0] if the VE
successfully ends, [0,1] if the VE abnormally termi-
nates due to either of the two users, and [0,0] if
the VE abnormally terminates due to other users
in the VE. Further, as time elapses, the vector is
discounted by multiplying a decay factor. Then,
at the current time, the discounted vectors of all
observations are added, and the two elements in
the vector are used as the two parameters of beta
distribution, whose expectation (a.k.a. the Bayes-
ian reputation score) can be used to characterize
the success probability of a new VE incorporating

2
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the two users. We interpret this success probabili-
ty as the trust value of the two users.

Now we consider how to operate two trust val-
ues from two adjacent edges on the TG. Suppose
we have three vertices A, B, C and two edges
AB and BC. The first operation is trust discount-
ing (denoted by x), and it describes how trust
is propagated from A to C through a common
“acquaintance” B. The second operation is trust
consensus (denoted by +), and it describes how
trust is superposed at B from two different sourc-
es A and C. Then, subjective logic theory (SLT)
is used to formulate the above two operations
[12]. The theory uses four parameters 6 = {belief,
disbelief, uncertainty, base rate} to describe the
judgement on an event. If the event is binomial,
then beta distribution can be used, with base
rate equal to 0.5. Then, we can calculate the trust
value through following steps: (s1) parameters of
beta distribution are transformed to SLT param-
eters following (9) in [12], (s2) trust discounting
and trust consensus can be done by following
the rules described in Section 6.3 of [12], (s3)
the SLT parameters are transformed back to beta
distribution parameters to calculate the Bayesian
reputation score.

Before we can finally calculate end-to-end trust
value between two arbitrary users, we still need
to find all the paths first. Since different paths
can have overlapping edges, only some of them
will be used so as to avoid repetitive calculation.
However, we should also take care of information
loss when discarding edges. More formally, the
objective of graph simplification is to generate a
two-terminal series-parallel graph (SPG) [12]. For
example, for the sixth topology shown in Fig. 6,
the trust between user A and E can be expressed
by ((AB x BD) + (AC x CD)) x DE. Note that each
edge should only appear once in the simplified
SPG, and this is called the canonical expression
of SPG. SPG has the property that it can be trans-
formed into canonical expression.

It is known that recognition of SPG can be
done in linear-time. One way is to check wheth-
er there exists a vertex (except the two terminal
vertices) in the graph that only has one prede-
cessor vertex and one successor vertex. If such
a vertex does not exist, then the graph is not an

For users joining the platform independently without invitation, they can start with participating in VEs

with smaller economic scales and lower risk levels, so as to gradually connect themselves to TG.

SPG. Then, we can find the optimal SPG from
TG for two users. As in [12], optimality is defined
according to the confidence of SPG, which can
be calculated from 1 - uncertainty. Since it is dif-
ficult to find optimal SPG from TG directly, a heu-
ristic greedy algorithm is adopted so as to find a
suboptimal SPG for trust calculation. The algo-
rithm first finds all the available paths between
two vertices with breadth first graph searching.
During the searching, the confidence of current
path is calculated, and the path will be discarded
if its confidence drops below a threshold. Then,
the suboptimal SPG is constructed from zero by
iteratively adding a path into it in a greedy way,
until it does not pass the check of SPG. We show
the algorithm in Algorithm 1.

For a new user to join the platform, the most
efficient way is through an invitation from an old
user. It is supposed that the two users have a
certain level of mutual trust in the real world, so
a high observation value can be assigned to the
users, e.g., [3,0]. Thus, the new user has an initial
connection to the TG via the old user, and can
have higher trust values with other users through
the old user’s connections. Besides, the old user
will also benefit from the new user’s successful
transactions on the platform. For users joining the
platform independently without invitation, they
can start with participating in VEs with smaller
economic scales and lower risk levels, so as to
gradually connect themselves to TG.

At last, we conduct a series of experiments
to illustrate how mutual trust between two users
are affected by the happened transactions. Spe-
cifically, we evaluate totally six cases, and their
topologies are shown on the right of Fig. 6. After
a step, some transactions happen, and the trust
values between terminal nodes will be updated.
A red (green) edge shown in Fig. 6 indicates one
more successful (failed) transaction happened
during each step. For example, in case 3, user A
and B, as well as user B and C, will make a suc-
cessful transaction after each step, and the values
of edge AB and BC will change. There are totally
three groups of tests. The initial values of all edges
are set to [1,0] by default. In the first group of
tests consisted of case 1 and 2, we observe the
trust value of two neighbor users A and B. After
9 steps, we can see that the trust value reaches
about 0.9 and 0.1, respectively. Therefore, suc
cessful transactions can increase the trust value,
while failed transactions affect the trust value neg-
atively. In the second group, we test the effect of
trust discounting from the comparison between
case 3 and 4. After 9 steps, the former’s trust
value reaches about 0.8, while the latter is only
about 0.6. The reason is that the enhanced trust
between A and B cannot be transited to C via a
weak trust relationship between B and C. Last, we
evaluate the effect of trust consensus. We consid-
er a basic trust chain in case 5, and compare it
with case 6. In both cases, we also set the value
of DE to [3,0]. We can see that with the existence
of a parallel path, the end-to-end trust value in
case 6 is higher, since trust relationship between
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FIGURE 6. Trust value comparison for different cases.

A and D is strengthened. Also, E can be treated
as a new user invited by the old user D, so it can
utilize D’s connections to establish a higher trust
relationship with A.

CONCLUSION AND FUTURE DIRECTIONS

In this article, we have showcased the design of a
decentralized Web 3.0 platform that aims at man-
ufacturing customized products and meets the
decentralized long-tail demands in the market.
With the developed VE model, users can coop-
erate by running different VEs in a decentralized
way with low costs. User data is also stored in a
decentralized way following the micro-blockchain
protocol, with data correctness and consistency
guaranteed. Furthermore, with the help of trans-
action graph and trust operations, mutual trust
can be quantitatively evaluated between two arbi-
trary users based on their own transaction history.

FUTURE DIRECTIONS

1) Order Matching on the Platform: A VE is
basically an order with a very small scale, so the
average cost of producing a single unit of good is
high. To reduce cost, the key is to reduce the mar-
ginal cost of a user when participating in a VE. An
effective way in economics is to increase the scale
of production. However, the mass production of
standardized goods cannot be applied to manu-
facturing customized products. To this end, we uti-
lize the theory of mass customization (MC) [13].
MC aims to provide customized products to users
with the same level of cost as mass production.
The idea is to transform customized production

of a good into many batch productions of every
part of the good. Through decomposition and
reorganization of production workflow, the same
part of the product can be reused by many dif-
ferent products, so the total demand on this part
becomes larger, and the cost is reduced.

Based on the theory of MC, an order matching
system can be developed on the platform, such
that orders/VEs containing similar subtasks can be
aggregated for a user, so as to reduce the average
cost for finishing the subtasks. Order matching
is a more efficient way to establish multiple VEs,
since the platform can utilize global information
to match the requirements between orders and
users. It can also realize economies of scale for
users. Suppose there exist a number of VEs on the
platform awaiting for establishment. For each VE,
the CEO sets a highest acceptable price for each
Role on doing the subtasks. Each user is capa-
ble of undertaking some Roles of different VEs,
and also has a lowest acceptable price for doing
the subtasks. Besides, the total production scale
of VEs that the user participates should be larger
than a minimum amount, so as to reduce cost.
The objective of order matching is to maximize
the number of matched orders.

2) Research Directions in Web 3.0: Web 3.0
is inevitably a trend for the next decades, and will
revolutionize the Internet towards a more decen-
tralized paradigm. In order to let users truly own
their data, we believe that the way to store user
data must be changed. Besides blockchain-based
solutions, a third-party data storage service can also
be considered [4]. To access user data, each user
should have a decentralized identity in Web 3.0,
which can be realized through the Cybertwin [14].
As the user’s entry point to the Internet, Cyber-
twin is naturally trustworthy to the user, so it can be
used as the delegate to access the personal data.
Authorization of data access can further exploit the
zero-trust architecture (ZTA). With user data sep-
arated from the application, data communication
and computing in such an application-data decou-
pled architecture also deserve further studying.
An efficient and secure way for fetching data from
users is required. In order to save network band-
width and reduce the risk of data leakage, it is bet-
ter requesting the result calculated from data than
requesting the data directly. This can be achieved
through function-as-a-service (FaaS) deployed at
the data storage service provider. Another problem
is how to standardize the format of various kinds
of data, such that data can become interoperable
among different applications. With the above pre-
requisites, study on data economy is indispensable.
Without data silos and monopoly, data can be
treated as assets and can be traded in the market
[15]. Users can gain profits from data, and different
companies can all acquire the complete set of user
data to provide better services to users. Last, it is
also interesting to integrate Al-generated contents
(AIGC) with Web 3.0. As an example, product
design in our case can be replaced by AIGC. Also,
the creation of VE template can be assisted by fine-
tuned large language models.
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