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Abstract—The Fully Decoupled Radio Access Network (FD-
RAN) divides the base station (BS) into three components:
the Uplink Data Base Station (UBS), the Downlink Data Base
Station (DBS), and the Control Base Station (CBS) to achieve
an ultra flexible network. FD-RAN can easily realize dynamic
multi-BS cooperation to boost throughput and guarantee users’
quality of experience. However, as the number of cooperating
BSs and concurrently accessed Internet of Things (IoT) devices
increases, significant Authentication and Key Agreement (AKA)
overheads will be incurred, and the system becomes vulnerable to
various security threats. This paper proposes a novel lightweight
AKA protocol that employs secret value sharing for secure
key negotiation among BSs, UE and the core network (CN).
Furthermore, multi-device of IoT access is optimized through
Aggregated Message Authentication Codes with Detecting Func-
tionality (AMAD) to efficiently manage and aggregate access
requests. By utilizing interpolation polynomials and multi-party
key agreement techniques, the proposed solution improves key
negotiation efficiency while mitigating risks from man-in-the-
middle (MitM) and Distributed Denial of Service (DDoS) attacks.
Security analyses are conducted to validate the protocol while
showcasing its superiority on computation, communication and
transmission efficiency.

Index Terms—FD-RAN, AKA, multi-BS cooperation, multi-
user access, group key negotiation

I. INTRODUCTION

HE future of communication networks will be driven by

the needs of billions of users and trillions of connected
devices [1], requiring a robust and efficient architecture. Tradi-
tional networks confront challenges due to inadequate uplink
coverage, inefficient resource scheduling, and limited trans-
mission modes. The Fully Decoupled Radio Access Network
(FD-RAN) [2] emerges as an innovative solution to enhance
network performance and user experience. As illustrated in
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Fig. 1. A Multi-device Access Scenario in Fully Decoupled Radio Access
Network.

Fig. 1, FD-RAN evolves from the fifth-generation networks
(5G) by fully decoupling the control and data planes, and dis-
aggregating the traditional base station (BS) into three distinct
types: Uplink Data Base Station (UBS), Downlink Data Base
Station (DBS), and Control Base Station (CBS). Owing to its
flexibility, FD-RAN can realize advanced resource scheduling
and flexible multiple BSs cooperation, enhancing network
capability and improving user’s quality of service (QoS) [3].

Despite its unique advantages, the FD-RAN architecture
introduces new security issues. Instead of serving the user
with a single BS, FD-RAN is featured by the flexible co-
operation of multiple BSs to serve users [4]. Consequently,
significant security costs will be incurred for key negotiation,
key computation and key transmission, and the network may
be exposed to security threats such as Distributed Denial of
Service (DDoS) attacks. Thus, a reliable and efficient multi-
BS Authentication and Key Agreement (AKA) mechanism is
required to verify the identities and establish trust relationships
among the core network (CN), cooperative Data BSs and each
accessing user [5].

Multi-BS AKA in FD-RAN architecture faces several major
challenges. First, unlike the control BS and CN, which are
considered root of trust, data BSs are untrustworthy, since the
control and data BSs are physically decoupled in FD-RAN.
So, Data BSs need to be authenticated to verify their identity.

Second, the authentication procedure for user equipment
(UE) access to Data BSs is more complex than that of
traditional AKA [6]. In FD-RAN, given that user identity
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information is exclusively stored in the control plane, mutual
authentication between Data BSs and UE must be conducted
through the CBS. Upon receiving the authentication request
for the UE from Data BS, the CBS must first verify the
legitimacy of Data BS and then confirm the legitimacy of
UE. The results are then transmitted to both the UE and
Data BS by CBS respectively. Obviously, the process for
authentication becomes more complicated. Moreover, since
FD-RAN provides data transmission through multi-BS coop-
eration, UEs must undergo mutual authentication with each
of these BSs. The frequent authentication among the UE and
multi-BS could result in more overheads, increasing system
burden and adversely affecting communication quality.

Lastly, in massive machine-type communication scenarios,

such as the Internet of Things (IoT) and the Industrial Internet
[7], multiple UEs from the same user or entity need to initi-
ate simultaneous access requests [8], which increases access
overheads and reduces access efficiency of FD-RAN. All these
requests will be forwarded to the CBS for AKA negotia-
tion. This redundant verification process leads to significant
waste of resources, increases access authentication costs and
adversely affects the communication efficiency of FD-RAN.

To address the above issues, we propose a novel AKA

mechanism that utilizes group key negotiation for efficient
mutual authentication between the Data BS and CBS, as
well as among Data BSs themselves. This mechanism reduces
redundant interactions for authentication information, thereby
also improving the efficiency of UE’s access to multi-BS.
Furthermore, by employing group key agreement and aggre-
gation techniques, we optimize the AKA scheme for multi-UE
by selecting a single representative UE to perform the AKA
process with the BS, rather than requiring each UE to undergo
the AKA individually. In this way, we significantly reduce the
AKA authentication overheads during multi-UE access FD-
RAN and mitigate the risk of DDoS attacks. To the best of our
knowledge, we are among the earlier researchers to investigate
the authentication security of multi-UE access tailored for
multi-BS cooperation in FD-RAN. This work aims to ensure
not only the efficient and secure access of multiple UEs but
also the effective and secure cooperation among multiple BSs.
The key contributions of this paper are as summarized follows:

o Lightweight Authentication Mechanism: We introduce
a new lightweight symmetric key algorithm combined
with Shamir’s secret sharing and verifiable secret sharing
technologies to create stable Data BSs group. This mech-
anism significantly reduces the authentication overheads
while guaranteeing the security of multi-BS cooperation.
Secret information is transmitted using interpolation poly-
nomials, and a designated group leader is appointed to
facilitate efficient cooperation.

o Lightweight Authentication for Single UE: To minimize
access overheads for individual UEs, the derived key from
the Data BS group key negotiation is utilized as the root
key for authentication and session establishment between
the UE and the Data BS group. This process allows
for 0-Round Trip Time (0-RTT) access authentication,
drastically reducing overheads related to security keys
distribution, computation, storage, and management.

o Lightweight Authentication for Multiple UEs: To address
the security risks and overheads associated with multi-
ple UEs accessing FD-RAN, we employ a contributory
broadcast encryption (CBE) technique. This method es-
tablishes a group for UEs that are in close proximity
and share the same access needs. An aggregate message
authentication code (AMAD) with detection capabilities
is implemented to facilitate the aggregation of access
requests, ensuring UE anonymity while enabling the
traceability of malicious UEs.

o Security and Performance Analysis: Security assessment
demonstrates the advantages of forming cooperative Data
BS groups with lightweight dense value sharing. AMAD
effectively identifies malicious identities and enhances
group robustness. Performance analysis shows that our
solution significantly reduces the access and authentica-
tion overheads for multi-BS cooperation in FD-RAN.

The remainder of this paper is organized as follows. Section
II reviews the related work. Section III introduces the system
model, security assumption, design goals and overview of our
scheme. Section IV introduces the preliminaries and related
technologies. Section V details the proposed scheme, including
group establishment, and UE authentication. The security anal-
ysis is performed in Section VI. The performance evaluation
is described in Section VII. Finally, we draw the conclusion
in Section VIII.

II. RELATED WORK
A. Security of Multi-AP Transmission

In the context of ensuring the security of multi-AP cooper-
ation, most related works focus on constructing groups and
emphasize mobile handover authentication. For example, a
vehicle anonymity handover authentication scheme based on
aggregated proxy signature technology is proposed in [9]; [10]
introduces a pre-handover authentication mechanism for high-
speed rail user groups based on the Chinese Remainder Theo-
rem (CRT); [11] presents an access authentication protocol pri-
marily aimed at addressing user anonymity and traceability is-
sues. Additionally, [12] utilizes a lightweight group key agree-
ment mechanism based on secret sharing technology, focusing
on achieving better handover authentication without conduct-
ing in-depth research on interactions within satellite groups.
[13] proposes two pre-handover authentication schemes for
fixed orbit groups used by mobile relay nodes with an Software
Defined Networking (SDN) controller, resulting in negligible
handover delays. [14] proposes a group authentication scheme
based on multiple signatures and AMAD technology. [15]
introduces a robust and universal handover authentication
scheme for 5G HetNets, which leverages the characteristics
of chameleon hash functions and the tamper-proof features of
blockchain to achieve anonymous authentication. [16] presents
a fast and secure handover authentication scheme suitable for
all mobile scenarios in Long-Term Evolution (LTE) networks,
offering perfect forward secrecy (PFS), master key forward
secrecy (MKFS), and user anonymity security guarantees.
Lastly, [17] outlines a comprehensive network roaming scheme
that spans from the Third Generation Partnership Project
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(3GPP) to worldwide interoperability for microwave access
(WiMAX), encompassing handover authentication and secure
channel establishment while accounting for transitions be-
tween different types of access points within LTE network.
These works have their advantages in providing anonymity
for group communications and reducing overheads. However,
as analyzed in Section VII, these schemes incur significant
overheads when applied to the FD-RAN architecture, failing
to meet the security communication requirements for flexible
and efficient multi-BS cooperation.

B. Security of Multi-UE Accessing

Ensuring user access security is relatively straightforward
for users. Grouping user equipments or devices with similar
mobility patterns or resource requests allows for more efficient
group authentication, significantly reducing overheads. Con-
sequently, there is a growing consensus in the literature on
the necessity of designing authentication schemes that support
multi-user equipments access. Chen et al. [18] pioneered a
group authentication and key agreement (GAKA) method
based on Secure Context Transfer (SCT), designed for a large
number of UEs. In [19], their machine-type communication
(MTC) AKA protocol transmits a group temporary key (GTK)
to the Serving Node (SN) for local authentication among
Mobile Devices (MDs) after the first MD completes access au-
thentication. However, these protocols lack privacy protection.
To address this, Lai et al. [20] introduced a Lightweight Group
Authentication Protocol (LGTH) that employs Aggregate Mes-
sage Authentication Code (AMAC) technology. This protocol
enables the Home Subscriber Server (HSS) to authenticate the
MTC group by verifying the group’s AMAC, thus optimizing
the authentication process. Similarly, Cao et al. [21] pre-
sented the Group-Based Aggregate Authentication Mechanism
(GBAAM) for MTC in LTE networks, which can verify the
MTC group through aggregated signatures. While these ag-
gregation methods reduce signaling and communication costs,
the LGTH protocol is vulnerable to internal forgery attacks
and does not adequately protect identity privacy. Conversely,
the GBAAM protocol incurs high computational costs due to
its reliance on public key cryptography.

Cao et al. [22] enhanced the LGTH mechanism with
a Lightweight Privacy-Preserving Access Authentication
(LPPA) protocol for large-scale devices in LTE-Advanced net-
works. However, the LPPA requires numerous key identifiers,
leading to significant storage and communication costs while
failing to achieve identity anonymity. Further advancements
by Cao et al. [7] incorporated Chebyshev chaotic mapping and
the CRT into a new access authentication scheme (LSAA) that
supports both single UEs and large-scale MDs. Nonetheless,
this scheme falls short in securing multi-BS cooperation within
the FD-RAN architecture, resulting in increased computational
and storage demands for keys. The access authentication proto-
col in [23] primarily addresses user anonymity and traceability.
[24] proposes a handover authentication scheme for mobile
multi-users that utilizes AMAD and contributory broadcast
encryption, focusing on handover operations, such as the tran-
sitions between different Access and Mobility Management

Functions (AMFs) brought about by mobility. [25] presents
an authentication scheme for large-scale vehicular devices in
3GPP networks that minimizes network congestion by using
mobile relay nodes to enhance link quality and reduce latency.
Further, [26] proposes grouping users based on their signal-
to-noise ratios and historical handover information, allowing
group members to bypass authentication phases during BS ac-
cess. Additionally, pseudonyms are changed at each handover
to enhance privacy. [27] integrates user capabilities with SDN
technology in ultra-dense heterogeneous network (HetNet)
scenarios, proposing a privacy-preserving handover authenti-
cation mechanism. [28] employs pairing-based cryptography
and batch signatures to secure handover processes, supporting
user revocation and reducing overheads. [29] designs a region-
based fast handover protocol ensuring identity randomization.

Despite the improvements in efficiency and reductions in
overheads that these solutions offer for secure multi-UE ac-
cess, they are primarily tailored for the current single-BS
access scenarios. Different from the above works, we aim
to realize secure multi-UE access in a decoupled multi-BS
cooperation architecture within FD-RAN, while also ensuring
security and efficiency for multi-BS cooperation.

III. SYSTEM MODEL AND DESIGN GOALS

This section introduces the system model studied in this
paper, along with the corresponding security assumptions and
security objectives.

A. System Model

Core Network

CBS UBS Group;

User Plane
e m Control Plane

Fig. 2. System Model.

The system model is illustrated in Fig. 2, the key security
entities include Data BSs, CBS, AMF, Authentication Server
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Function and Unified Data Management (AUSF/UDM), and
UEs as described below:

e Core Network (CN): Comprising AUSF/UDM and AMF,
the CN manages UE access. The AUSF handles authenti-
cation requests and provides relevant vectors, while UDM
facilitate identity verification and user data management.
The AMF establishes control plane session with the user
and acts as a multi-BS group manager.

o CBS: The CBS collects signaling messages from UEs and
Data BSs, forwarding instructions from the CN. Trusted
for its reliability, the CBS ensures accurate transmission
of signaling messages between various nodes and the CN.

o Data BS Group: Comprising UBSs and DBSs, Data BSs
are responsible for transmitting user data. These BSs
are considered untrusted due to their vulnerability to
attacks and limited computational resources. They do not
communicate directly with the CN’s control plane but and
utilize relay through the CBS.

e UE and UE Group: UEs can include various devices
equipped with adequate computational capabilities and
wireless transceivers. These devices can form groups
based on trust relationships and similar access needs.

To fulfill the security requirements of FD-RAN, the proposed
solution employs AMAD and secret sharing technology to
facilitate mutual authentication and key negotiation among the
Data BS group, CBS, UE groups, and the CN.

We assume that the CN and its components cannot be
compromised by adversaries. However, Data BSs may be
impersonated by malicious entities, potentially deceiving other
Data BSs into providing access and session services to
unauthorized UEs. In our system model, we assume secure
connections among the CBS, AMF, and AUSF/UDM. The
CBS is deemed fully trustworthy, reliably forwarding signaling
messages between Data BSs and the AMF.

We also assume that adversaries can modify, inject, or
intercept messages in transit, posing threats to the proposed
scheme. All Data BSs may be vulnerable to virus attacks or
hijacking, allowing attackers to execute replay, impersonation,
and MitM attacks. If encryption or session keys are compro-
mised, the security of message transmission is at risk.

B. Our Scheme and Its Design Goals

In the proposed scheme, a lightweight group key negotiation
technique based on secret sharing is first employed to establish
a cooperation group of multi-BS, ensuring efficient and secure
cooperation among them within the FD-RAN architecture.
This group key is designated as UK. Subsequently, for in-
dividual UE accessing FD-RAN, the access key is derived
from the BS group key UK to facilitate secure access. For
multi-UE seeking access to FD-RAN, a flexible UE group is
constructed with the CBE technique, and access requests are
aggregated through the AMAD technique. During the access
process, UE negotiate keys ¢ with the CBS to ensure control
plane data transmission. The secure key TUK between UE and
the Data BS is derived by the AMF using the BS group key
UK along with the identity and other information of the UEs.
Our scheme aims to achieve the following objectives:

e Mutual Authentication and Key Negotiation: Initial au-
thentication involves AUSF/UDM authenticating UE
groups while the AMF authenticates Data BS groups,
relaying results back to the AMF and CBS. The UE
group must also verify the identities of AUSF/UDM,
AMF, and CBS. When accessing a target Data BS, both
the UE group and the Data BS’s legitimacy must be
confirmed. Additionally, a secure session key must be
established to ensure confidentiality in subsequent trans-
missions. Sensitive data within the FD-RAN must remain
protected, necessitating secure channels among Data BSs
and between Data BSs and CBS during communication.

« Malicious Identity Detection: If the CBS cannot authenti-
cate the UE group, it should refrain from issuing a direct
authentication failure message. Instead, it must identify
potentially malicious members and provide feedback to
the group with a list of these identities. Similarly, the
AMF should record any unverified members of the Data
BS group and relay this information back.

e Anonymity and Traceability: UEs should operate under
anonymous identities that are updated regularly. Only
AUSF/UDM should be capable of computing these iden-
tities in case of disputes.

o Key Escrow Freedom (KEF): Each member of the UE
and Data BS groups retains its key material, eliminating
the need for a trusted third party outside the CN for key
distribution.

o Resistance to Protocol Attacks: The proposed solution
must withstand various protocol attacks, including replay
attacks, impersonation attacks, MitM and DDoS attacks.

o Performance Optimization: To minimize authentication
latency, we consider computational, communication, and
transmission overheads. The overall performance of our
multi-BS collaborative authentication and UE access au-
thentication should surpass existing solutions.

IV. PRELIMINARIES

This section introduces preparatory techniques employed.
In Sections IV and V, several symbols related to the proposed
mechanism and frequently utilized throughout the discussion
are presented, as summarized in Table L.

A. Group Key Negotiation of Secret Sharing Technology

In our previous work [5], we focused on group key ne-
gotiation technology based on secret sharing to propose an
AKA mechanism for FD-RAN. A group of nodes, such as
Data BSs in the same area, negotiates a shared key with
the help of a CBS. The n members send randomly selected
values to the CBS, which securely forwards this information to
the AMF. The AMF selects a group key UK and constructs
an interpolation polynomial f(x) of degree N, regenerating
the n points for each member. Group members then recover
UK through polynomial reconstruction, enabling secure intra-
group communication and establishing trust among the BSs.

B. Contributory Broadcast Encryption Scheme

Multiple mobile devices belonging to the same user or
within a trusted group often share similar mobility patterns
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TABLE I
SYMBOLS USED IN OUR SCHEME
Notation Definition
UE; the i-th user equipment. U E}, is the group leader
SUCI;, GUTI; anonymous identity of U E;
SUPI; identity of UE;
IDUBSi the identity of UB.S;
G the UEs’ group
F, h, h* the MAC and the hash function, respectively.
K; UE; and AUSF/UDM own this key in advance
PK; the public key of U E; in UE group
a; Group secret key of UE
X xT x is a (I + 1) x n matrix, x7 is its transpose
UK is the group key of Data BS Group, TUK is
UK, TUK the session key between UE and Data BS
(zi,93), (i, v;) the secret value of UB.S; and U E; respectively
m; message sent by UE;
c; message authentication code of U E);
C = (C1,C») the AMAC of UE group
AU; UFE; uses AU; to verify the AUSF/UDM
MAC! The AMF message authentication code
AMF utilized for protecting integrity
CK;, IK; encryption and integrity key obtained by U E;
Ae{1,2,..,n} the CBS communicates with UFE; in A
E the encrypted text
3 session key of CBS and U E;
0 digital signature
ts, T'S timestamp
r, R random number

* Subscription Permanent Identifier (SUPI), Subscription Concealed Iden-
tifier (SUCI), Globally Unique Temporary Identifier (GUTI).

and resource requests, enabling their collective grouping. This
approach streamlines authentication and resource requests,
significantly reducing wait times and wireless channel us-
age. Extensive research has focused on group formation and
mobile gateway selection for such configurations [30]-[39].
In addition to communication, computational, and storage
capabilities, selecting a secure mobile gateway U Ej, should
also consider factors like trust levels [40]-[42].

A proposed solution by [43] introduces a grouping mech-
anism where the next Generation Node B (gNB) leverages
information from the SDN controller, such as distances be-
tween UEs to organize all UEs within its coverage area. This
grouping information is then relayed to the trust-level superior
UE},, which broadcasts it to nearby members.

Wau et al. [44] presented a contributory broadcast encryption
scheme, establishing a group key negotiation system among
mutually authenticated members. Each member U E; in group
G receives a unique index i(i € M,M = 1,2,...,n). The
process of CBE scheme is as follows:

e Group Key Negotiation (GKA): For w € M, each UE,,
randomly selects G;, € G,s;, € Z, and computes
Siw = g%, M; ., = e(G;u,q). The public key for
UE, is then PK, = ((Sow:Mow), -5 (Snws Mnw))-
For ¢ = 0,...,n,l € M, where i # [ and
l # w, UE,, computes [, = Giwh;’”“’ and sets
o (10,100 -+ s =105 41,005 - - 3 Pl ). Af-
ter completing these calculations, U FE,, publicly sends
(PKUJ, Q1w ey Q1w Vwdl,wy - -y amw).

o Public Key Derivation (PKD): The public group key is
computed as: PK¢g = ((So, Mp), ..., (Sn, M,)), where

SZ' = HZ':l Si,w> Mi = HZ:l Mi,w (Z = 07 .. .,n) and
the calculation is among the group key space.
e Decryption Key Derivation (DKD): UE; will calculate
the key: oy = (,qu, ey =10 41,y - - 7,Un,l) (O <1<
n,l € M,i#1), where ;= i1, HZ:LW# il o
In the CBE scheme, new keys are generated in a homomorphic
manner, meaning that when there are changes in the group
members, all keys associated with the group can be main-
tained simply by modifying the key materials of the changing
participants, thereby eliminating the complex process of re-
grouping. Once the above phases are completed, the group G
will use the group key for secure communication.

C. Aggregate Message Authentication Code

[45] presents the AMAD scheme to improve information
compression rates and detect erroneous MACs using j-degree
double orthogonal codes. [24] employed the AMAD algo-
rithm to construct an effective aggregation access scheme.
We adopt the Construction II algorithm from [45] and de-
scribe it using the notation from the proposed mechanism.
Let R be a comprehensive generating matrix of double

orthogonal code with parameters (n,w, amin) = (27,5 +
1,2971), where j > 3. Let ¥ be the extended comprehen-
sive generating matrix of R. Let R; = (R;1,...,Rin) €
{O,l}n (Z = 1,...,j + 1), and Xi — (Xi,17~--aXi,n) =

(Ri1,YRi2,7v*Ri3,...,7" " 'Sin), where ~ belongs to
GF(2"). The Construction II algorithm in the AMAD includes
the operations (K Gen,Tag, Agg, TVrfy):

o KGen: Generate the key for initial authentication of UE
with AUSF/UDM based on the UE’s identity information.

o Tag: For each UFE; in the group, compute the tag ¢; =
F(Krp,,m;) with the MAC function, where m,; and
Kip, are UE;’s message and key respectively.

o Agg: Given the tuples of senders (ID;,m;,¢;)i € M as

inputs, calculate C; = (C11,Ch9,...,C1 j41) = ¢RC¢
and Cy = (Cc1,Ca9,...,C2 j41) = c¢*x%, where ¢ =
(c1,...,cn) and ¢f is the last h bits of ¢;. Then we get the

aggregate message authentication code C' = (C1, Cs).

o TVrfy:The receiver calculates ¢ = (c¢1,...,¢,)i € M and
verifies r = C'—cRC. If r = 0, the verification is passed;
otherwise, it invokes the Construction II algorithm and
output the list of malicious users.

V. PROPOSED SCHEME

This section introduces the detailed description of the
proposed scheme, which consists of two parts: group key
negotiation for Data BSs and FD-RAN access authentication,
which is introduced separately for single UE access and multi-
UE aggregated access to FD-RAN.

A. Data BS Group Key Negotiation

Since the group key negotiation process for uplink and
downlink Data BSs is the same, for convenience, we will
describe the process using the uplink Data BS UBS; as an
example, which does not affect our explanation. The process
is shown in Fig. 3.
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Fig. 3. Group Key Negotiation Process.

1) System Initialization Phase: During this phase, each
UBS; is authorized by the AMF, which acts as the group
manager, and shares a secret value (z;,y;) with the AMFE. In
order to ensure security, these secret values are saved in trusted
hardware configured within the AMF and Data BS, ensuring
that adversaries cannot read the stored data.

2) Group Key Negotiation Phase: During this phase, the
group key is shared between the AMF and each U BS; of the
group. The process is as follows:

o Each UBS; generates a random number R; and a times-
tamp ts;, which are stored in a trusted secure hardware
module. This module computes h(z;, IDyps,, Ri,ts;)
and returns it to the Data BS U BS;, where h() is a hash
function. The Data BS then sends a group key negotiation
request to AMF via the CBS, formatted as:

GKA;eq = {hz = h(l‘,’,IDUBS“Ri,tSi), (1)
IDUBS}' 5 Ri, f,Si}.

o Upon receiving the request GKAL (1 < i < n),
the AMF authenticates the data source and verifies
its integrity. It computes h*(z;,IDyps,, Ri,ts;) us-
ing the z; saved locally along with the parameters
{IDygs,, Ri,ts;} that have been received, and compares
h; with the computed h*. After verification, the AMF
calculates the point (z;,y; + R;) for each authenticated
UBS,;. Assuming all N BSs pass authentication, the
AMF randomly selects a group key UK and constructs
an N-degree interpolation polynomial f(x) using N + 1
points: (0, UK) and (z;,y; +R;)(1 < i < N). The AMF
selects N points P} on f(z) and computes

Auth; = h(UK, IDygs,, Ri, Pf,...,P5).  (2)

It then broadcasts the key negotiation response
{Authi, IDUBS”IDUBSjaPl*a o ,Pj’\}}(l <1< N) to
all of the U BS; in the group, where I Dy Bs; is the group
leader designated by the AMF.

o Upon receiving the response, each UB.JS; calculates
(xi,y; + R;) using the trusted hardware module, and
recovers the polynomial f(z) using the point (z;, y;+R;)

and the received points { Py, ..., P%} from AMF to re-

trieve the group key UK: UK = f(0). Then, it computes

Auth? = h(UK,IDygs,, R;, Pf,...,P%) and checks

whether Auth? matches the Auth,. If they match, UB.S;

accepts U K; otherwise, it terminates the negotiation.
Upon completion, the N members of the U B.S group use UK
as a shared key for secure group communications. The Data
BS UBS; serves as the group leader for efficient informa-
tion transmission, while secure interactions with CBS/AMF
are conducted using UK. This negotiation establishes trust
relationships within the CBS/AMF and the Data BS group,
enabling secure subsequent interactions.

B. FD-RAN Access Authentication

The process for UE access to the FD-RAN can be divided
into three primary steps: initialization, access authentication,
and secure session establishment. Below, we detail the access
authentication process for both multiple UEs and a single UE.
1) Initialization Phase

This phase primarily focuses on completing the initializa-
tion, including group key negotiation and the initial process.

1) Group Key Negotiation:

e The Data BS group negotiates a group key UK with
the AMF by sharing secret values, establishing trust
relationship within the group.

o UEs with similar access requirements and close proximity
negotiate keys through CBE, securing the corresponding
encryption and decryption keys.

2) Initial Process: Each legitimate UFE; is authorized by
the AMF, which serves as administrator of the group. The
UE; and the AMF possess a common secret value (u;,v;)
to facilitate access to the UBS;. These secret values are
securely stored in the UE’s trusted hardware module, ensuring
protection against adversaries.

2) Multi-UE Access Authentication

During the multi-UE access process, two main types of
authentication occur: between the Data BSs, CBS, and UEs, as
well as secure transmission of user data and control signaling.
The process is described in Fig. 4.

Multi-UE access authentication consists of three steps:

Step 1: Initialization Phase

This stage completes the aforementioned initialization. For
convenience, we use the uplink Data BS UBS as an example,
which does not affect the analysis.

Step 2: Key Negotiation Phase

In this phase, multiple UEs establish trust with the CBS,
AMEF, and AUSF/UDM through AMAD and shared secret
values, negotiating key &; between UE; and C'BS;. Simulta-
neously, U E; sends an initial session key negotiation request
to the AMF, sharing the initial session key TU K; with U BSS;.

Step 2.1: UE Layer

o UE; = UEy, : (myl|c;|| GKASLCT)

Each UE,; uses SUCI; to conceal its identity, selecting a
random number 7; and generating m; = (SUCL||PK;||r;)
for authentication, in which PK; is UFE;’s public key cal-
culated during the CBE negotiation of UEs. The message
authentication code ¢; = F(K;,m;) is computed. Next,
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UE; generates a random number Rypg, and a timestamp
tsy g, which are stored in the trusted secure hardware. The
hardware calculates h(u;, SUCI;, Ryg,,tsug,;) using secret
values (u;,v;) and sends it back to UE;. The initial session
key negotiation request is generated as:

GK AL = {h; = h(u;, SUCI;, Ryg,, tsuE,),
SUCI;, Ryg,, tSUEi}-

Finally, UE; sends (my]|c;|| GKAZ{ 1) to UE},.

e« UE), » AMF, : (Mg)

As mentioned in section IV, after receiving messages from
all UE;, UE), calculates C; = cRY where ¢ = (cy,...,cp),
and choose the last h bits of ¢; to form ¢ and set ¢* =
(¢f,...,ct)er € GF(2M). UE), computes Cy = c*x°. Then,
UE), generates the AMAC C = (C1,(5) and transmits the
group authentication information Mg to the AMF.

Mg = (ma|]...||mn||GKASUCH |||

req 4
GKALC™|C||PKg). @

3)

Step 2.2: Control Plane
o« AMF — AUSF/UDM : (Mg|IDanF)
The AMF retains

GK A%

req

= {GKALCM || ||IGKAZL (5)

req req

and forwards (M{||[IDanr) (where M{, does not contain
GKA from Mg) to AUSF/UDM.
o AUSF/UDM — AMF : (AUg =

(AUA|.... | AU Iran))

a) Upon the receipt of the message: AUSF/UDM
retrieves U E;’s true identity SU PI; associated with SUCI;
and checks it. Based on K; and m;, AUSF/UDM calcu-
lates ¢; and get ¢ = (c1,...,c,). Subsequently, it checks
r = C = cRC. If r = 0, then the authentication for group
G is successful. Otherwise, it will invoke the Construction II
algorithm to generate the index catalog J matching deleterious
the UEs in G.

b) Upon UE group G authenticated: AUSF/UDM
generates new temporary identity GUTI; = h(SUPI;, r;,
IDapF) for all UE;. Tt then selects a random number 7 g n
and computes CK;, IK;, K%, qr and K’ . Finally, it
generates the UE authentication signaling AU; and the group
authentication token AUg.

OKi :fQ(Ki7THN)7
IK; =f3(K;,manN),
Klyysp =KDF(CK;, IK;,ID sy, SUPL),
Kiyp =KDF(K4ysp, IDanr),
AUl :((Ti; SUPIi)KZUSF’KgMFaGUTIi)y
AUg :(AUlH .- HAU7LHTHN)~
« AMF — CBS, : (AUTHg =
(AUTH,||...||AUTH,||PK¢||run||GK ASUCTe))

res

(6)

Once receiving the token AUg, AMF retains legitimate
UEs’ requests in GKAS  to generate key for UBS au-

req
thentication and session. To simplify clarity, let’s assume

that all UEs in the group are authenticated as legitimate
by AUSF/UDM. After retrieving GK AT AMF first
verifies access UBS authorization and data integrity. In
this process, AMF computes h*(u;, SUCIL;, Ryg,,tsuE,)
using the locally stored w; and the received parame-
ters {SUCI;, Ryg,,tsyg, },» comparing h; with the com-
puted h*. For convenience, let’s assume that UF; passes
authentication. AMF then computes the point (u;,v; +
Ryg,) for UE;, assigns servicing UBS group for UE,
and derives the UBS group key UK, obtaining TUK,; =
KDF(UK,GUTI;,tspew) where tspe, is a timestamp.
Then it constructs the polynomial U(z) with (0,TUK;) and
(us,v; + Rup,). Next, it selects a point @ on U(z) and
computes Authy g, = W(TUK;, GUTI;, tSpew, Rug,, QF) to
obtain Authg for the UE group. Finally, it generates the
session key negotiation response information GK AGUT!e =
{Authg,GUTIg,tsS..,,, Ruk,, Q% } and sends

new?

hnew = {ENCUK(SUCIG, GUTIG,tSG

new

), tsS (7)

new

to the corresponding UBS group, which can decrypt it
to use SUCI; along with UK to obtain the session
key TUK;. Afterward, AMF retains K, calculates
MACAMF = fl(KIiLUV[F’ THN,Ti, (TZ‘, SUPIi)KzUSF) and
computes AUTH; = (MAC";p, GUTI;) for each GUT I,
ultimately sending the token AUT Hg = (AUTH4||.. .||
AUTH,||PK¢||ran) and GK AGUTI6 to CBS,.
. CBSl —UE}y :
(AUTHg||GK AT e ||IDeps, |[6]| E||A[| T S1)

Upon receiving AUT H¢, C'BS; considers that UE group
G has been accepted as genuine. Currently, C BS; can inter-
act with several members of the group, and these members
form a set A € {1,2,...,n},A = {0,1,...,n}/A. Then,
CBS; randomly selects 7 € Z, and computes the ciphertext
E = (e1,e2) where e = g7 and ez = ([[;c35i)"-
The session key of C'BS; and the members in A is given
by & = (Il;cx M:i)7. Finally, CBS; signs the authenti-
cation data using its private key and forwards § to UE}:
§ = (IDcps,||TSi||B|A|GK AT ||AUTH) sk o ps,
where T'S; denotes a timestamp produced by CBS;.

Step 2.3: UE Layer

o Generate Secure Key § for UE and CBS:

Upon receiving the message, U Ej, first verifies the freshness
of T'S; then broadcasts to group G. Each UE; calculates
CKi,IK;,K'y;gp, Ky similarly to AUSF/UDM and
validates the accuracy of AUT H; and . When all validations
are confirmed, UE; deems AUSF/UDM, AMF, and CBS;
to be legitimate. At this moment, mutual authentication is
complete among these entities, and U E; applies «a; to derive
the key with CBS from the ciphertext E:

& = e(00,,e1)e(hi, e2). 8

o Generate Secure Key TUK; for UE and UBS:
Upon receiving GKASUT! UE; computes the point
(uj,v; + Rypg,) with the trusted hardware module. Sub-
sequently, UE; recovers U(xz) with (u;,v; + Rypg,) and
the received point ()7, thereby obtaining the initial ses-
sion key TUK; = U(0). Afterward, UE; computes
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Authf;p, = hTUK,;,GUTI;,tspew, Rug,,Q;) and checks
whether Authy;p matches the received Authyg,. If the two
values are equal, UFE; believes the initial session key is
trustworthy; otherwise, U LJ; terminates the key negotiation.

After Step 2, UE;, UBS group, and AMF retain GUTI,.
UEFE; confirms trust relationship and generates session key &
for interaction with C'B.S;. Simultaneously, UE; and U BS;
independently generate the initial access and session key
TUK;. In Step 3, UBS; verifies the accessing UFE; through
TUK; and completes the secure session.

Step 3: Data BS Secure Access and Session

In this study, the downlink and uplink mechanisms are
the same. Using the uplink as an example, we describe the
situation where the UE group accesses the UBS group:

Step 3.1: Multi-UEs Session with UBS

o UE; = UE}, : (Messagee||tsnew, ||GUTI||Rac,)
UFE; requires different keys for different UB.S and com-
pletes the process by deriving key TUK; ;

TUK,;; = KDF(TUK,;,GUTIL;, Rac;,tsnew.), (9)
where Rac, and tspe,, are random number and timestamp
generated by UFE;. Different keys are generated by
different random numbers. Each UZFE; accesses UBS
with GUTI;, to prevent the leakage of real identity.
UE; generates the authentication message ACYBS
(ENCTUKi,i (Messagee)”tsizewc ||GUTI1| |RAC«; PKZ)’
where PK; is the public key of UFE;, and Message, is the
initial session information. Afterward, each member of the
UE group G sends its ACY5S to UFE},. This step can be
executed offline.

o« UE), — UBSJ : ACreq

After receiving ACYB 9 and decrypting it, U E), reorganizes
the information and sends an access request for group G to any
UBS,. This request includes the group access authentication
requests and session information encrypted with the TU K of
each UE. The two pieces of information are aggregated into:

AC'req = {ENCTUKG (Messageg), hUEh =
h(TUKhJ“ GUTIhy RAC}L ’ tSZewe)7
GUTIG, GUTIh7 RACG ) tsgewe }

(10)

o« UBS, - UBS: ENCyx{ENCryk, ,(Message),
GUTIm,tsflewﬂ,RAcm}

Upon receiving AC)qq, UBS; retrieves the corresponding
UE; information sent by AMF and derive UK to
obtain TUKj. Then, it obtains the key TUK} ) with
TUK}, and the received information. By computing
h* = WMTUKp, GUTIy, Rac,, tsh.,. ), UBS, compares
h* with hy g, for verifying data source and data integrity.
If the verification is successful, the legitimacy of group
G is confirmed, and UE; can session with UBS,
using TUKj}, . Subsequently, UBS group leader UBS;
allocates UEs and sends the corresponding information
ENCyr{ENCruk, ,(Message), GUTI,,ts7,.,, ,Rac,}
to different UBSs based on their transmission capabilities.

o UBS; Generates TUK; , and Receives Message} :

AUSF/UDM

|

B o I Data BSG
UEi UEy CBS AMF
Step1 I UE Group Key Agreement ] I Data BS Group Key Agreement
Mc=(m)||...||m,||C| GKAG||PKc)
1. o
quest information GKAc |
ards the Mg th oes not
FKA to AUSF/UDM__ __
MllID v
T Verify users and invoke
Step2
temporary identity G
—_—— = —
1.AMF computes the session key TUK; for 1
each UE; to session with the Data Bs, |
eneration
to UE and Data BS
alculates
MACAwGUTI) based on AU
rates token
[ER U R THj||....||AUTH, | PKg|[ra~)
AU NG| GKA s e
: | I
|2-" : T.CBS Computes the session key |
from the ciphertext E . £ and the ciphertext E |
3.Each UE; extracts the session 3.CBS generate a signature d 3
Key TUK; from their secret \:llucl with lts priyate key |
AUTNG||GKASo||[IDcas]| 8 ||CIIW TS
broadcast <
— - - >
,T.F;nh UF e IKi
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il Racil[PKi)
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Protected byTUK.., TUKii
K — — — 04— — —bp

Fig. 4. Multi-UE Access Process in FD-RAN.

When any data BS uses UK to decrypt the informa-
tion {ENCruk, ,(Message), GUTI,, s}, ,Rac,} as-
signed by U BS}, it first assumes that the data source is legit-
imate and the data is intact. Then, based on GUTI,, it gener-
ates the key T'U K, and together with GUT I, Rac, ,15},c. »
it obtains the key TUK, ,. After that, it uses TUK, , to
decrypt the session information M essage,. If decryption fails,
it reports the abnormal UE to CBS. If decryption is successful,
it subsequently communicates with UE,, with TUK, ,.

In summary, this completes the aggregate access authenti-
cation and secure session of the UE group with the data BS
group, achieving O-RTT access authentication.

Step 3.2: Multi-UEs Session with DBS

In the FD-RAN architecture, it is common for a single DBS
to serve multi-UE. Therefore, different keys are needed to
encrypt data between DBS and different UEs. The session
between DBS and multi-UE is actually a session between a
single UE and DBS, and the process is as follows:
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o DBS; session with U E; securely: The first data sent from
DBS; to UE; must be encrypted with TUKppg, =
KDF(TUK;, GUTIyg,,IDpgs,,tSpBS;, RDBSi,)’
where tspps, and Rppg, are the timestamp and random
number generated by DBS;, and TU K is generated by
DBS; based on GUT Iy g,

o The data sent to UF; takes the form: {{Messagep,
tspps,, Rpps, GUTlup,, IDpBs; }TUK pps, s tSDBS; »
Rpps,,GUTIyg,,IDpps, }-

o After UE; receives the above information,
It can generate TUKpps, by combining
tSDBSi:RDBSi:GUTIUEi»IDDBSi with TU K, then it
can decrypt and obtain the corresponding information.

Thus, different DBS; use different keys to conduct secure
sessions with different U F;.
3) Single UE Access Authentication

The access of a single UE can also be divided into three
steps: initialization, key negotiation, and Data BS group secure
session. The specific procedure is the same as that for the
multi-UE case with UFE},, except that there is no need for
group negotiation among UEs. Instead, the single UE directly
interacts with the AMF to obtain the key T'U K with the UBS
by constructing an interpolation polynomial. Due to space
limitations, this process will not be elaborated upon here.

VI. SECURITY ANALYSIS

This section conducts a security analysis of the proposed
scheme and verifies it with the formal model of BAN logic.

A. Security Analysis:

1) Mutual Authentication: In the proposed scheme, each
UE; computes CK;, IK;, K%, gp, and K',, similarly to
AUSF/UDM, verifying the correctness of AUT H; and 0 to
ensure mutual authentication among UFE;, CBS, AMF, and
AUSF/UDM. This mutual authentication extends to the target
Data BS group. Legitimate UEs can upload or download
data through the Data BS, which verifies UE; by checking
TUK,; = KDF(TUK; = KDF(UK,SUCI;, tSpew),
GUTI;, Rac,, tSnew, ), With UK being the shared key of
the Data BS group. Only UEs validated by AMF can derive
the initial session key TU K; for encryption and decryption
of user plane data. Additionally, UE; verifies DBS; by
ensuring received data is encrypted with TU K; or its derived
keys, confirming that only legitimate DB.S; can decrypt
Rpew = {hUK(IDUE“tSnew)atsnew} to obtain TU K; with
U K. Thus, the scheme ensures mutual authentication between
UEs and the target Data BS group.

2) Key Negotiation: In our scheme, during access authen-
tication to CBS, CBS randomly selects 7 € Z to generate
unique ciphertexts C' and session keys £. Subsequently, U E;
uses the decryption key d; to extract material from C' and
generate &;, enabling secure interaction between both parties.
During access to the Data BS, UE; negotiates the initial
session key TUK; with AMF using the secret value (u;, v;).
The target Data BS group then negotiates the shared group
key UK with AMF, allowing each Data BS to derive TU K}
from UK, SUCI;, and ts,ey. Only legitimate UEs and

Data BS can generate and obtain TUK, ensuring secure
session establishment. Additionally, adversaries cannot access
key materials, as keys are computed independently at each end
without transmission over any link.

3) Resistance to Eavesdropping Attacks: The information
for generating key &; is embedded in ciphertext C' and en-
crypted with CBS’s key before being sent to UF;. Upon
receiving the corresponding information d, U E; uses its de-
cryption key to extract the material needed for key generation
and combines it with its secret value &y, to derive &;. In
this process, adversaries are unable to obtain the key due to
their lack of both the decryption key and the secret value.
The information for generating TU K; is encrypted by AMF
with the shared group key UK and encapsulated in hje, =
{ENCyk(IDuEg,,tSnew), tSnew } - Even if intercepted, adver-
saries cannot derive TUK; since UK remains unknown to
them. Additionally, keys protecting sensitive information is not
conveyed through communication channels and secret values
are not accessible, thwarting eavesdropping attempts.

4) Resistance to Replay Attacks: Adversaries often attempt
to intercept and replay messages. However, if the timestamps
in the reply messages are checked and found invalid, authen-
tication fails. Timestamp values cannot be altered or replaced,
as they are hashed to derive key negotiation information like
Authy, and hye,. Thus, by verifying the validity of times-
tamps and key negotiation data, replay messages can be easily
detected. UE group members generate message authentication
codes with random numbers r; to ensure freshness. CBS also
employs timestamp 7'S to maintain message freshness during
authentication, further thwarting replay attacks. The security
of the group key protocol relies on the n-BDHE assumption,
proven to resist collaborative attacks [45]. Additionally, the
proposed scheme enables multi-UE authentication, contribut-
ing to the mitigation of DDoS attacks as well.

5) Resistance to Man-in-the-Middle (MitM) Attacks: Dur-
ing the UE access to CBS process, all authentication data
are secured using shared keys, hash functions, or digital
signatures, ensuring confidentiality and integrity while resist-
ing impersonation and MitM attacks. During the interaction
between UE and Data BS, a MitM attacker is unable to extract
the initial session key T'U K; by eavesdropping on the public
data of the wireless communication link, as 7'U K; is generated
from key UK once mutual authentication is successfully
achieved. As a result, an attacker finds it impractical to carry
out a MitM attack to compromise an established connection.
Additionally, an attacker cannot create valid key negotiation
request information without sharing secret values (z;,y;) or
(u;,v;). Therefore, it is impossible for anyone to pretend to
be legitimate Data BSs or UEs.

6) Anonymity and Traceability: UFE; initiates the initial
authentication with the anonymous identity SUCT;. Once
the group authentication is successful, to ensure anonymity,
AUSF/UDM applies a hash function to derive a new temporary
identity GUTI; = h(SUPI;,r;,IDspr) for all members.
When the data base station group is updated, U E; updates
its GUTI;, ensuring that the user’s temporary identity is
known only to the data base stations providing the service.
AUSF/UDM then transmits the generated GUT'I; to the target
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AMF. In contentious situations, the one-wayness and crash
avoidance properties of the hash function can demonstrate that
only valid AUSF/UDM knows the user’s real identity and can
trace the process of how the GUTI; was computed to clarify
the user’s identity.

7) Perfect Forward/Backward Secrecy (PFS/PBS): In step
2.2, step 4 of Section V, CBS randomly selects 7 € Z; to
calculate unique ciphertexts and keys. The decryption key o
is applied to generate the key from ciphertext E:

€= e(uo er)e(hi,e2) = e([ [ Gowhy®.g7)-

w=1

n n (1 l)
e(h, [ | Sowr) = [ e(Gow,9) = (Mo)™ = ¢.
w=1 w=1

If the current decryption key «; of UE; is compromised, an
adversary must extract po; = [[/'_; Gowh;” from cy. While
the adversary is aware of sg;, the other sg . (w € M) are
securely calculated and stored by the other n — 1 members.
Our scheme maintains a secure authentication link, rendering
it impractical for all group members’ secret parameters s,
to be compromised. Thus, the adversary cannot extract pig
or session keys from prior or future ciphertexts. Overall, the
scheme ensures PFS and PBS.

8) Malicious UE Detection: In most authentication
schemes, a group authentication failure denies network access
to all members. In contrast, the proposed scheme utilizes
AMAD to identify malicious members. If s # 0, it indicates
that some members of Mg have sent harmful messages.
The receiver can then use Construction II to recognize and
enumerate these malicious identities, thereby aiding the group
in troubleshooting and enhancing robustness. According to
[45], the detection scheme with AMAD can achieve high data
compression and effective malicious UE detection rates.

B. BAN Logic Verification

BAN logic [46] is a formal model extensively utilized
to evaluate the security of authentication protocols. In this
subsection, we apply this model to prove authentication and
present how our scheme of access authentication meets se-
curity objectives. Since the security processes of UBS and
DBS are identical, we focus on verifying the security of
UE accessing UBS. Table II lists the symbols and logical
assumptions used in our BAN logic analysis. To analyze BAN
logic, the first step is to establish security goals based on the
proposed scheme. Next, the initial authentication messages are
outlined, excluding those irrelevant to the protocol’s security
proof. To enhance authentication security, group members
UFE; authenticate both C'BS and AMF using the authen-
tication token AUTH,;, and AUSF/UDM using AU;. It
is believed that a secure link exists between CBS, AMF,
and AUSF/UDM. Then, once security hypotheses are es-
tablished, logical reasoning verification can proceed.

1) Security Goals: The proposed scheme is required
to achieve mutual identity verification between UFE; and
AUSF/UDM, as well as CBS. So, the security goals are:

TABLE II
SYMBOLS AND LOGICAL RULES
Symbole Description
Pl=X P trust X
PaX P can see X
9.4 X’s id is fresh
Pl~ X P mentioned X
P|l= X P manage X
(X,Y) X,Y is a part of (X,Y)
{X}x X is encrypted by key K
J PRI Q P,Q communicate with the key K
Rules Formular
R1.1 Message meaning rule P|=P <% QPo{X}k
P|=Q|~X
R12 pP=p X Q,Pa{x}, 1
P|=Q|~X

R2 Random verification rule

Pl= §(X),P|= Q| ~ X
PI=Q|=X

PI=(X,Y)

R3 Decomposition rule

R4 Message sending rule PI=Q|~(X,Y)

Pl=Q|~X

RS Message receiving rule %

R6 Freshness enhancement rule %
R7 Application of jurisdiction rule Pl= Q= })D(‘)E’)]:‘E Q= X)

e« G2.UE;|]=CBS|=E
« G4. UE;| = AUSF/UDM| = AU;
. G5.UBS;|=UE; 5 UBS,
. G6.UBS| =UE; | = UE, <& uBs,

2) Protocol Idealization: To facilitate derivation, the com-
munication messages of the proposed scheme are converted
into an idealized form, as follows:

e Message 1: UEF; — AMF: Initial session key
negotiation request information:

U;,0;)

AMF « {{UE; &%) AMF, SUCT;, Ry, 12
tsul.};“GUTIi,RUi,tsui}.

o Message 2: UE; — AUSF/UDM:
AUSF/UDM < {m; = (SUCL||PK]|r;),

¢; = F(K;,m;), PKi,IDanp )} (13)
o Message 3: AUSF/UDM — UE;:
UE; <«{AUq = (AU; = (K p;p, GUTI;, (14,
SUPL) ki,  Drun}- (14)

o Message 4: AMF — UE;: Initial session key negoti-
ation response information:

UE; < {GUTIZ, RU,;tSnew; Qi*7 {GUTIZ, RU,;,
tSnew, Qi UE; <5 UBS;},, {AUTHg = (15)
(MACAMFMGUT[?)HPKGHTHN}}

e Message 5: AMF — UBS;: Transmission of initial
session key generation information:

UBS;<{{tsnew, GUTL, UBS; <5 UE}ux} (16)
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e Message 6: CBS — UE;:
UE; «{AUTHg||IDcs||3|| BIIAITS: ) (17)
e Message 7: UE; — UBS;: Secure Access and Ses-

sions:

UBS; < {GUTI;, tsnew,, Rac,, {GUTI,,

TUK; ;
tSnewu7RACi7UBSi < UEi}TUKi?
{Messageu}TUKi,i }

3) Security Assumption: The initial assumptions guarantee
the successful logical analysis of the proposed scheme. Con-
sequently, the following assumptions are made regarding the
initial state of the scheme:

(18)

K;

« Al. AUSF/UDM| = UE; <& AUSF/UDM
« A2.UE;| = "5<$® oBS

« A3. AUSF/UDM]| = #(r;)

« Ad. UE;| = 4(TS)

e A5, UE1| = ﬁ(’l“HN)v

« A6. UE,| = UE;, "% AMF

« AT.UE)|=UE; <% UBS;

. A8.UE;| = AMF &5 UBS,

« A9. UBS;| = AMF &% UBS,

o A10. UBS;| = #(tsnew)
e Al11.UBS;|=(UE;/AMF| = UE; L UBS;)
o A12. UE;| = t(tsnew)

e Al13. UBS;| = t(tsnew,)
e Al4. GM| = ﬂ(tsui)
o AlS. UE,;| = ﬁ(RUi)

¢ AIS. AMF|=UE; % AMF
4) BAN Logical Verification: On the basis of the idealized
message and hypothesis, the scheme is analyzed. The follow-
ing is the main proof procedure:

o According to message 2, applying RS yields:
S1. AUSF/UDM «t;

o From S1, Al, and the message meaning rule R1.1, we
obtain: S2. AUSF/UDM|=UE;| ~m;

e From M2, A3, and the freshness enhancement rule R6,
we derive: S3. AUSF/UDM| = f(m;)

o From S2, S3, and the single verification rule R2, we get:
S4. AUSF/UDM| =UE;| = m; (Goal 1)

¢ According to M6 and the message reception rule RS, we
have: S5. UF; <6

e From S5 and A2, applying R1.2 yields:
Sé6. UE1| = CBS| d (Ichs, TSl, E, A, AUTHg)

o From S6 and the message sending rule R4, we know:
S71.UE;|=CBS|~E

e From M6, A4, and the freshness enhancement rule R6,
we infer: S8. UE;| = 4(AUTHg,ID¢cps, 0, E, A, T'St)

o According to S8, applying R3 yields:
S9. UE;| = {(E)

e From S7 and S9, applying R2 yields:
S10. UE;| = CBS| = E (Goal 2)

o Using S6 and the message sending rule R4, we obtain:
S11. UE;| = CBS| ~ AUTH;

o From M4, we know that AMF| — AUTHg, and it
is believed that a secure link is established among C'BS,
AMF, and AUSF/UDM, so S11 can be considered as:
S12. UE;| = AMF| ~ AUTH;

o From S8 and the decomposition rule R3, we have:

S13. UE;| = 4(AUTH,)

o From S12 and S13, applying R2 yields:
S14. UE;| = AMF| = AUTH; (Goal 3)

e According to M4, applying RS yields:
S15. UE; <MACY ;1o

o With the above S15 and the established assumption A6,
we can apply R1.1 to derive: S16. UE;| = AMF| ~

(KZA{F;GUTI“THN,”, (ri’SUPIi)K,iqUSF)
e According to S16, applying R3 yields:
S17. UE;| = AMF| ~ AU;
o From M3, we know that AUSF/UDM| — AUg.

It is also assumed that a secure link is existed between
AMF and AUSF/UDM, so S17 can be considered as:
S18. UE;| = AUSF/UDM]| ~ AU;
e According to message 3 and A5, applying R6 and R3
yields: S19. UE;| = #(AU;)
o From S18, S19, and the single verification rule R2, we
can prove:
S20. UE;| = AUSF/UDM| = AU, (Goal 4)
e According to message 3 and A3, applying R1 yields:
S21. UBS;| = AMF| ~ {GUTI;, ts$pew, UE;
Wh UBs;)y
o According to S2 and A4, applying R2 yields:
S22. UBS; | = AMF|=UE; <% UBS;
o According to S3 and A5, applying R3 yields:
S23. UBS;| = UE; % UBS; (Goal 5)
o According to message 4 and S4, applying R1 yields:
S24. UBS;| = UE;| ~ {GUTI;, Rac;, tSnew, s
vE, "5 UBs)
e According to S5 and A7, A10, applying R2 yields:

S25. UBS;| = UE)| = UE; %" UBS; (Goal 6)
Through the assumptions and logical rules performed, the
idealized protocol is derived: through S4,.510,.514,.520, 523,
and 525, the goals are proven, concluding that the keys &,
TUK;, and TUK,; are secure during the access process.
Thus, the validity of the proposed scheme is verified.

VII. PERFORMANCE EVALUATION

In this section, we compare the proposed scheme with exist-
ing typical single-UE and multi-UE authentication schemes in
the context of FD-RAN multi-BS cooperative access authenti-
cation. The comparison is conducted from the perspectives of
computational overheads, communication overheads, transmis-
sion overheads, and a comprehensive functional comparison.
To ensure a fair comparison, the entities engaged in access
process are represented as UE, Service Network (SN: Data
BS/CBS/AMF), and Home Network (HN: AUSF/UDM).

A. Computational Overhead

The computational overheads of the proposed scheme is
defined as the time cost of the cryptographic operations
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involved. We perform raw cryptographic operations using
the OpenSSL library on a 13th Gen Intel(R) Core(TM) i9-
13900HX 2.20 GHz processor. We installed Ubuntu version
24.04.1 LTS on this computer and subsequently compiled and
ran the C/C++ OPENSSL library within the Linux environ-
ment. Finally, using the OPENSSL library, we assessed the
time cost of the cryptographic operations utilized in both the
proposed protocol and the comparative protocols. To enhance
the accuracy of the experimental data, we conducted 10 trials
for each cryptographic operation. In each trial, we executed the
operations 500 times to obtain the average runtime. The results
are presented in Table III. The analysis focuses solely on

TABLE III
COMPUTATIONAL OVERHEAD OF CRYPTOGRAPHIC OPERATIONS
Tp Tue Tspy  Trv Ty
UE 2.87 0.225 0.2025  0.127 0.0013
BS 0.7616 0.0337 0.030 0.019  0.00079

the computational costs of the encryption processes outlined
in Table III, where Tp, ThEe, Tsy, Tryv, and Ty denote
the overheads for pairing operations, modular exponentiation,
elliptic curve scalar multiplication, RSA signature verification,
and single hash or MAC operations, respectively.

In Table IV, we compare the proposed scheme’s com-
putational overheads with various single-UE schemes (SD-
SIN [12], Robust [15], UHAEN [16], CPPHA [27], Scheme
in [24], ReHand [29], 5G-AKA [6]) and multi-UE schemes
(FTGPHAT1 [13], FTGPHA2 [13], UGHA [14], SEGR [17],
Scheme in [24]). Here, T}, represents the total overheads for
m UEs accessing n Data BSs. The computational overheads is
visually represented across three FD-RAN scenarios: 1) Total
overheads varies with the number of cooperating Data BSs, n,
for a single UE; 2) Total overheads varies with n while keeping
the number of UEs m fixed; 3) Total overheads varies with
m while n is fixed. We multiply the computational overheads
of the single-UE schemes by the number of UEs and BSs
corresponding to the specific scenario in order to facilitate a
comparison with the multi-UE, multi-BS access schemes. The
results for these schemes are shown in (a), (b), (c¢) in Fig.
5, with the proposed scheme indicated by a red pentagram
dashed line. The proposed scheme consistently exhibits the
lowest computational overheads across above scenarios. This
is because our scheme pre-negotiates the Data BS group
and utilizes the AMAD to facilitate multi-UE aggregated
access. As a result, with the increase in the number of UEs
and cooperative BSs, the computational overhead is smaller
compared to the repetitive accumulation observed in single-
UE schemes. Similarly, the results for multi-UE schemes are
illustrated in (d), (e), (f) in Fig. 5, again showing the proposed
scheme’s efficiency. The existing SG-AKA protocol necessi-
tates public key encryption for identity protection, resulting in
higher computational overheads. Other schemes also incur ad-
ditional costs due to chosen encryption algorithms and multi-
BS cooperation guarantees. In contrast, the proposed scheme
utilizes a lightweight encryption algorithm and pre-negotiates
the Data BS group, making it more suitable for the multi-BS
cooperation UE access architecture in FD-RAN. Overall, the

proposed scheme demonstrates lower computational overheads
compared to existing solutions.

TABLE IV
ACCESS OVERHEADS FOR DIFFERENT SCHEMES

Singal UE Scheme Tiot

UHAEN [16] (18T}, + (10Tsps + 717)n]m
CPPHA [27] (18T}, + (9T},)n)m
SD-SIN [12] (18T}, + (9T} )n]m

Robust [15]
ReHand [29]
[24]-singal UE
5G AKA [6]

Multi-UE Scheme
FTGPHAL1 [13]
FTGPHA2 [13]

[18Th + (12T51\/[ + 9Th)n]m
(18T}, + (7T})n]m
11T, *m+ (mTh + (m+ V)Try + 2T E)n
[18(71 + 1)Th]m
Tiot
10mnTy + 18mTy,
18mTh —+ (3m =+ 4)nT5]u —+ (5m —+ 2)nTh

UGHA [14] 18mTy + (5m + 4)nTy g + (3m + 3)nTy
SEGR [17] 18mTy, + (Tm + 1)nTsa + 5mnTy, 4+ 3nTp
[24]-multi-UE 11Ty, *m + (mTh —+ (m —+ 1)TRV —+ 2T]\,1E)n
Ours 13mTy, + (4T3, + 4Tsy)n * m

B. Communication Overheads

This section focuses on comparing the sizes of authenti-
cation messages across different schemes. To maintain the
same key strength, we assume AES encryption and decryption
key lengths are 128 bits, ECC-based algorithms are 256 bits,
and RSA algorithms are 3,072 bits. The lengths of identity
information, such as SUCI, are set at 128 bits, while hash
or MAC function outputs are 64 bits. The output size of
Chebyshev chaotic mapping and random numbers is 128 bits,
and timestamps are 17 bits. In our scheme, the size of AMAC
C is 1n bits. Relevant parameters are presented in Table V.

TABLE V
MESSAGE SIZE
Parameters Size/bits
Identity(I Dps/ID ApnF) 128
PID 256
P/q 1024/160

Key 128
SUCI/GUTVTID/PCI 128
Hash/MAC 64

Random Number(R) 128

ECDH key 192
Timestamp(t;)/Expiration time 7%, 17
ECC 256

AES 128

RSA 3072

Output size of the Chebyshev chaotic map 128

* Pseudo-ID (PID), Globally Unique Temporary ID (GUTI),
Physical Cell Identity (PCI).

The communication overheads analyzed in this paper en-
compasses the initial access overheads to the FD-RAN CBS
and the Data BS. For this calculation, we assume there
are m UEs accessing n Data BSs, with a representing the
number of authentication vectors transmitted by AUSF in
5G-AKA (typically, a = 1). The communication overheads
for each scheme is detailed in Table VI. The results of
the communication overheads comparison are illustrated in
Fig. 6, where the red pentagram dashed line indicates the
proposed scheme’s overheads under varying conditions. From
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Fig. 5. Comparison of computational overheads.

TABLE VI

COMMUNICATION OVERHEADS

(e) (f)

the scheme facilitates multi-BS key negotiation and access
key derivation tailored to the FD-RAN architecture, further

minimizing communication overheads. Consequently, the pro-

Scheme Communication Overheads/bits
UHAEN [16] (1920 + 768a)m+1664m * n
CPPHA [27] (1920 + 768a)m+1024m x n
SD-SIN [12] (1920 + 768a)m+1728m x n

Robust [15]
ReHand [29]

(1920 + 768a)m+2112m x n
(1920 + 768a)m + 1650m * n

posed scheme demonstrates lower communication overheads
compared to various existing schemes.

FTGPHALI [13] (1920 + 768a)m+(896m + 1792) * n o Comomes - Conmuncaion Oveteed
FTGPHA2 [13] (1920 + 768a)m+(1536m + 2304) * n
UGHA [14] (1920 + 768a)m-+(6912m + 9856) * n e
SEGR [17] (1920 + 768a)m—+(1920m + 256) * n P
(24] 1666m + 1152 + [(1154m + 3744(RSA))/ s
(1154m + 928( ECDSA))] xn g :Mm
5G AKA [6] (1920 + 768a)m  (n + 1) e
Ours 774n + 1794m + 1408 + 906nm S ot
= .
FTGPHAL [UGHA]
) ~[SEGR]
[UGHA] - [24}RSA
-~ [24]R - [24}ECDSA
B n Eema
Flg 6a, it is evident that with 100 UEs aCCGSSing the FD- o - T 7[0:‘ 2 1050 20 4 60 80 100 120 140 160 180 200
oy e . . Num of Data BSs Num of UEs
RAN, the proposed scheme exhibits the lowest communication b ’
overheads compared to existing authentication schemes as the (@ (b)
number of cooperative Data BSs varies. Similarly, Fig. 6b Fig. 6. Comparison of communication overheads.
shows that with 20 cooperative Data BSs fixed, the proposed
scheme maintains the minimum communication overheads as o
the number of accessing UEs changes. The proposed scheme C. Transmission Overhead
employs a lightweight encryption algorithm, with keys gener- Assuming that the transmission overheads generated by

ated independently by each party. This method allows only signaling between the UE and SN amount to a units, and the
partial information about key generation to be transmitted, transmission overheads between the SN and HN is b units,
resulting in smaller authentication messages. Additionally, while the transmission overheads between UEs and between
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Data BSs is ignored. Typically, the distance between the SN
and HN is much greater than the distance between the UE and
SN, i.e., b >> a. Table VII lists transmission overheads of
authentication schemes of single-UE and multi-UE scenarios.

TABLE VII
TRANSMISSION OVERHEAD

Scheme Transmission overheads
UHAEN [16] 3ma x n 4+ 3ma + 4mb
CPPHA [27] 3ma * n + 3ma + 4mb
SD-SIN [12] 3ma * n + 3ma + 4mb

Robust [15]
ReHand [29]
FTGPHAL1 [13]
FTGPHA2 [13]

3ma * n 4+ 3ma + 4mb
(3ma + mb) * n 4+ 3ma + 4mb
(3a + 4b) * n + 3ma + 4mb
(3a + 4b) * n + 3ma + 4mb

UGHA [14] 3a *n + 3ma + 4mb

SEGR [17] (ma + a) *n + 3ma + 4mb
[24] 2a *n + 2a + 2b

5G AKA [6] (3ma + 4mb) * (n + 1)
Ours 2a + 2b+ 2a

Fig. 7 presents the comparison outcomes of transmission
overheads when @ = 1 and b = 100, with the red pentagram
indicating the transmission overheads of the proposed scheme.
The transmission overheads for all multi-UE schemes are
lower than that of single-UE, as a result of employing mecha-
nisms such as aggregate signatures or batch authentication,
effectively reducing transmission overheads and alleviating
channel congestion. Additionally, the ReHand, FTGPHA1, and
FTGPHA2 need the HN to perform UE authentication and
key agreement, causing significant transmission overheads.
Moreover, in comparison to multi-UE schemes, when 100
UEs are fixed accessing, the transmission overheads in Fig.
7a varies with the number of cooperative Data BSs. Similarly,
when 20 cooperative Data BSs are fixed, the transmission
overheads in Fig. 7b varies with the number of accessing
UEs. In both cases, the proposed scheme consistently demon-
strates the lowest transmission overheads. In both scenarios,
the proposed scheme consistently demonstrates the lowest
transmission overhead. This is largely due to the preprocessing
conducted for multi-BS collaboration, which means that an
increase in the number of cooperative BSs has a minimal
impact on the transmission overhead of the proposed approach.

Transmission Overhead Transmission Overhead
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Fig. 7. Comparison of transmission overheads.
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D. Comprehensive Discussion and Functional Comparison

In the context of the FD-RAN architecture, which involves
multi-UE authentication in a multi-BS collaborative scenario,
our scheme outperforms several existing authentication meth-
ods regarding computational, communication, and transmis-
sion overheads for both single-UE and multi-UE cases. The ad-
vantage in transmission overheads is particularly pronounced,
being significantly lower than that of single-UE schemes, and
it also shows slight advantages over the best-performing multi-
UE scheme [24]. This reduction is primarily due to our method
of establishing groups among multiple Data BSs.

As shown in Table VIII, our scheme achieves anonymity,
traceability, KEF, PFS/PBS, and resilience against various
protocol attacks. In contrast, existing schemes such as CPPHA,
SD-SIN, ReHand, and FTGPHAI1 lack KEF and PFS/PBS,
with SD-SIN failing to ensure the anonymity of UE. The
propesed approach enables communication with designated
group members, allowing BSs to negotiate session keys with
intended recipients. We also utilize AMAD to generate a
list of malicious identities, aiding in group troubleshooting
and enhancing robustness, while providing a higher message
compression rate to reduce communication overheads. Our
work thoroughly considers the initial access authentication
under multi-BS cooperation. Although some existing schemes
address initial authentication, they merely utilize the 5G-AKA
from the 3GPP standards for key material transmission without
designing authentication schemes suitable for multi-BS coop-
eration and multi-UE access. In summary, for multi-UE access
scenarios in FD-RAN multi-BS collaborative environments,
our scheme exhibits lower computation, communication, and
transmission overheads while offering robust security features.
Table VIII illustrates that our proposed access authentication
scheme significantly outperforms existing methods in terms of
security and overheads.

VIII. CONCLUSION

In the context of FD-RAN, which represents a promising
architecture for enhancing network performance in the next
generation access networks, we have proposed an efficient
authentication scheme to secure multi-BS cooperation and
multi-UE access based on secret sharing, CBE and AMAD
techniques. The proposed scheme addresses the challenges of
excessive overheads of multi-BS cooperation authentication
and multi-UE access authentication, while also preventing
DDoS attacks and ensuring user anonymity. The security
analysis and the verification of BAN logic demonstrate that the
proposed scheme is resistant to known attacks and possesses
a variety of security features, while the simulation results
highlight the advantages of our scheme in terms of cost
savings and efficient authentication, showcasing its potential
to significantly enhance the security and performance of FD-
RAN. Moving forward, we will continue to investigate coop-
eration and authentication mechanisms in dynamic scenarios
involving mobile UEs. This research aims to address the
security requirements of BS cooperation and handover in high-
speed mobile environments.
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TABLE VIII

COMPARISON OF SECURITY FEATURES AND PERFORMANCE
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* UHAEN [16], CPPHA [27], SD-SIN [12], Robust [15], ReHand [29], FTGPHA [13], UGHA [14], SEGR [17], 5G-AKA [6].
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